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EDITORIAL

Welcome to the second edition of The International Comparative Legal Guide to:
Fintech.

This guide provides corporate counsel and international practitioners with a
comprehensive worldwide legal analysis of the laws and regulations of fintech.

It is divided into two main sections:

Three general chapters. These chapters provide an overview of artificial intelligence
in fintech, the regulation of cryptocurrency as a type of financial technology, and
fintech and private equity.

Country question and answer chapters. These provide a broad overview of common
issues in fintech laws and regulations in 44 jurisdictions.

All chapters are written by leading fintech lawyers and industry specialists and we
are extremely grateful for their excellent contributions.

Special thanks are reserved for the contributing editors Rob Sumroy and Ben
Kingsley of Slaughter and May for their invaluable assistance.

The International Comparative Legal Guide series is also available online at
www.iclg.com.

Alan Falach LL.M.

Group Consulting Editor
Global Legal Group
Alan.Falach@glgroup.co.uk




Chapter 2

U.S. Regulation of

Cryptocurrency as a Type
of Financial Technology

Wilmer Cutler Pickering Hale and Dorr LLP

1. Introduction

Cryptocurrencies have quickly expanded from their narrow roots
to become a particularly popular and widely-discussed fintech
product. Cryptocurrencies like Bitcoin simultaneously attract and
worry investors with record highs and sudden drops in value.!
Initial coin offerings (“ICOs”), where startups raise money and gain
user adoption by issuing proprietary cryptocurrencies, have gained
rapid and widespread embrace, totalling some $5.6 billion in 2017
compared to $240 million in 2016.> But with this enthusiasm comes
questions about how best to regulate cryptocurrencies.

The U.S. financial regulatory regime is “functional,” which means
that the laws and regulations governing financial products and
services are technology agnostic and look through technology
to the product or service being provided through the technology.
And when technology is deployed to perform financial services,
the company behind the technology enters one of the most heavily-
regulated sectors of the economy. The fact that the innovations, such
as cryptocurrencies, are attractive and potentially transformative
does not exempt them from regulatory oversight.

There is surely a need for sensible regulation, as cryptocurrencies
present risk to investors and consumers, and can be used to
commit financial crime. The anonymity and global near-real time
transaction capability associated with cryptocurrencies mean that
cryptocurrencies can more effectively be used to commit financial
crime and to launder money. These same elements make regulation
challenging, rendering customer identification difficult, transaction
monitoring a challenge, and suspicious activity detection especially
complicated.

The question then is not whether cryptocurrencies and related
technologies should be regulated, but how. And the answer thus far
has for the most part been to extend existing regulatory frameworks
to cover cryptocurrency products and services rather than to develop
something new. Regulatory agencies have moved to regulate
cryptocurrency in fits and starts, and have used different tools over
time. This in part results from their differing legislative mandates,
in part from the distinctive functions played by each regulator, and
in part from the diverse uses of cryptocurrency.

In this article, we explain how government agencies have adapted
existing regulatory frameworks to cryptocurrency. After briefly
describing how regulators have approached issues of consumer
and investor protection, the bulk of the article focuses on the
application of anti-money laundering (“AML”) and U.S. economic
sanctions laws and regulations to cryptocurrency.® In addressing
new cryptocurrency technology and products, government agencies
have not advocated for new laws or issued new regulations. Rather,
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they have interpreted existing requirements through guidance
and enforcement actions to announce their determination that
cryptocurrencies are subject to existing legal obligations.

2. Investor and Consumer Protection

Government agencies charged with protecting consumers have
moved to address the consumer and investor risks of cryptocurrency
by issuing guidance and bringing enforcement actions that clarify
the application of existing rules. In particular, the U.S. Commodity
Futures Trading Commission (“CFTC”) and the U.S. Securities and
Exchange Commission (“SEC”) have issued consumer advisories,
provided resources to consumers, and brought enforcement actions
on cryptocurrency issues.* These agencies have quickly asserted
themselves as the primary regulators of cryptocurrency, interpreting
their authority broadly to apply existing laws and regulations.

The CFTC became one of the first agencies to assert jurisdiction
over cryptocurrencies when it moved to define cryptocurrencies as
commodities.” Because the CFTC’s powers under the Commodities
Exchange Act (“CEA”) generally extend to derivative transactions,®
the agency has exercised its supervisory jurisdiction over derivatives
markets involving cryptocurrency. The agency has also exercised
its enforcement authority to police fraud and market manipulation
in the cryptocurrency “spot” markets.” In Commodity Futures
Trading Commission v. McDonnell, the CFTC claimed authority to
bring enforcement actions in cryptocurrency spot markets under its
anti-fraud and anti-manipulation enforcement powers.®

More recently, the SEC determined that the coins or tokens offered
in an ICO may be securities and subject to federal securities laws
depending on the facts and circumstances of an individual ICO.’
An ICO coin may be a regulated security if the ICO includes an
investment contract.'® If an ICO implicates securities laws, the
business must provide applicable disclosures and register with the
SEC, among other requirements. In a recent speech at the Securities
Regulation Institute, SEC Chairman Jay Clayton said that he has
instructed SEC staff “to be on high alert” for ICOs that do not
comply with the securities laws.!" In addition to this public guidance,
the SEC (and the CFTC) have brought several enforcement actions
against cryptocurrency companies for consumer fraud and market
manipulation.'?

The Consumer Financial Protection Bureau (the “CFPB”) has
consolidated responsibility for enforcing over a dozen consumer
protection laws.'* On August 11,2014, the CFPB issued a consumer
advisory warning consumers about the risks of cryptocurrency such
as Bitcoin.!* The advisory warned that exchange rates are volatile
and unclear, there is risk with respect to hackers and scammers, and
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stolen or lost funds may not be refunded.'”” Unlike the CFTC and
SEC, which have been more aggressive with enforcement, the CFPB
has yet to bring an enforcement action regarding cryptocurrencies.
Established cryptocurrency businesses and businesses looking
to enter the market should take heed, however, that the CFPB’s
jurisdiction prohibiting unfair, deceptive, and abusive acts and
practices, could potentially extend to cryptocurrency activities.'®

3. Financial Crime Prevention

The financial crimes regime in the U.S. — including the U.S.
AML regime under the Bank Secrecy Act (“BSA”) and the
economic sanctions regime — requires significant investments
in compliance. Companies are required to know and understand
their customers, continuously monitor transactions for suspicious
activity, file required reports, and comply with applicable sanctions
laws. Penalties for failing to comply with the BSA and sanctions
regulations are severe, ranging from millions of dollars in civil
fines to criminal liability in severe cases.!” BSA penalties apply to
companies and individuals alike.

Any form of money movement service or technology presents
substantial financial crime risk. Cryptocurrency presents special
risks due to its anonymity and decentralisation, and cryptocurrencies
are therefore viewed by law enforcement as a favoured tool for
criminals. High-profile prosecutions of cryptocurrency criminals
animate these concerns. In recent years, individuals associated
with two online marketplaces were prosecuted for cryptocurrency
activities. The first was Arthur Budovsky, who “ran a digital
currency empire built expressly to facilitate money laundering...”'®
followed by Ross Ulbricht, creator of the Silk Road website that that
enabled more than $200 million of drug sales using Bitcoin."

As a result, cryptocurrency businesses are already subject to
extensive financial crime regulation. The agencies tasked with
enforcing financial crimes regulations — including the prudential
banking regulators, the SEC, the CFTC, the Financial Industry
Regulatory Authority (“FINRA”), the Financial Crimes Enforcement
Network (“FinCEN”), the Treasury Department’s Office of Foreign
Asset Control (“OFAC”), and state-level regulators — have also
concluded that new cryptocurrencies are subject to the same
decades-old regulations that apply to brick-and-mortar banks.
Cryptocurrency is a compelling example of how quickly these
regulators adapt existing laws and regulations to new technology
and businesses.

3.1  Anti-money laundering

FinCEN too, through interpretive guidance, has announced that
the BSA applies to “convertible virtual currencies”.” Like many
developments in cryptocurrency regulation, this guidance did not
announce any new laws or rules, but stated FinCEN’s determination
that cryptocurrency companies were performing functions to
which existing laws already applied. Much as the anonymity and
decentralisation of cryptocurrency makes it a favoured tool for bad
actors, these attributes also create unique compliance challenges for
financial crimes compliance. Anonymity poses a problem because it
might be difficult to identify the real identity of the person standing
behind a cryptocurrency transaction. And for some cryptocurrencies,
there is no central administrator that can implement and enforce
financial crimes compliance controls, or whom investigators can
contact for help in an investigation.
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The BSA requires that all financial institutions implement effective
anti-money laundering programmes.”’  “Financial institution” is
defined broadly,”? and the applicable regulations include “money
services businesses” (“MSBs”) as a type of financial institution.?
Most relevant to cryptocurrency, MSBs include a type of financial
institution called money transmitters.* “Money transmission” under
FinCEN’s regulations means “the acceptance of [coin and paper]
currency, funds, or other value that substitutes for currency from one
person and the transmission of currency, funds, or other value that
substitutes for currency to another location or person by any means”.?
This definition of money transmission does not differentiate between
so-called “fiat” currencies and convertible virtual currencies.

Under these existing definitions, FInCEN has determined that
transmitting a convertible virtual currency (which can be substituted
for real currency) is money transmission and any company engaged
in convertible virtual currency transmission is therefore a regulated
money transmitter.”® Cryptocurrency businesses dealing in convertible
virtual currency are therefore found to be subject to the BSA and its
implementing regulations. But only certain actors in a cryptocurrency
transaction are money transmitters.

FinCEN’s guidance has become more specific over time, ultimately
announcing the status of cryptocurrency users, exchangers,
administrators, miners, and trading platforms:

[ ] A user “obtains virtual currency to purchase goods or
services”?” and is not subject to BSA requirements. This
means, for example, that an everyday consumer who
purchases and uses Bitcoin for online transactions is not a
money transmitter subject to the BSA.

] An exchanger is “a person engaged as a business in the
exchange of virtual currency for real currency, funds, or
other virtual currency”.® Exchangers exist in two forms,
both subject to the BSA.* In one form, a seller accepts
real currency from a user and transmits that seller’s own
cryptocurrency for equivalent value to that user in a virtual
currency account. Under this scenario, the transmission of
real currency at a user’s bank account fo another location at
the user’s virtual currency account with the cryptocurrency’s
administrator constitutes money transmission.®® In the
alternative structure, the exchanger accepts currency from a
user and privately credits the user with the exchanger’s own
virtual currency, then transmits the internally credited value
to third parties at the user’s direction. Under this scenario, the
transfer of currency to another person at the user’s direction
constitutes money transmission.>!

] An administrator is “a person engaged as a business in
issuing (putting into circulation) a virtual currency, who has
the authority to redeem (to withdraw from circulation) such
virtual currency”. Cryptocurrency administrators are subject
to the BSA because, as an administrator of a centralised
repository of virtual currency such as the person or business
issuing the currency and later accepting it for a service,
administrators transmit value between persons or from one
location to another.?

[ ] A miner of Bitcoin or other cryptocurrency would generally
be considered a user that is not an MSB to the extent that
it uses mined Bitcoins to pay for goods or services or to
purchase real currency or other convertible virtual currency.®
However, a person who transfers mined Bitcoins to a third
party at the behest of a counterparty may be engaged in
money transmission, and as such be subject to the BSA and
FinCEN’s regulation.**

u A virtual currency trading platform, whereby users submit
orders to the platform to buy or sell a cryptocurrency at a
given price and the platform purchases, sells, and transfers
the cryptocurrency to the buying user, would be considered a
money transmitter subject to the BSA.*
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One of the most recent examples of innovative cryptocurrency
models becoming subject to an existing AML regulation is ICOs.
In a letter addressed to U.S. Senator Ron Wyden, FinCEN stated
that businesses engaged in issuing ICOs are money transmitters
that must comply with AML requirements under the BSA and MSB
regulations.®®  Businesses issuing an ICO may be considered an
exchanger because, by nature, it exchanges its coin or token for
the investor’s legal tender or other cryptocurrencies during the
ICO. The letter does not formally have the force of guidance or
regulations, but because it indicates FinCEN’s interpretation of the
laws and regulations it enforces, businesses should still take heed.
Future guidance or letters may extend FinCEN’s reasoning on ICOs
to token presales.

FinCEN has also used enforcement as a tool to announce policy,
and the criminal penalties against BTC-e and its operator,
Alexander Vinnik, underscore the severity of the consequences for
cryptocurrency businesses violating the BSA and implementing
regulations. In 2017, FinCEN fined the Russian-headquartered,
foreign-located money transmitter and cryptocurrency exchange
BTC-e $110 million and operator Vinnik for $12 million for wilful
violations of the BSA, including failing to register as an MSB
with FinCEN, failing to implement an effective AML programme,
failing to file SARs, and violating recordkeeping requirements.’
The conduct allegedly included, among other things, “process[ing]
thousands of suspicious transactions without ever filing a single
SAR™®* and offering advice to users on how to process and access
money obtained from illegal drug sales on the dark net.*® Vinnik,
as the person who administered BTC-e and who was the beneficial
owner of its parent company, was prosecuted criminally for his
activities. Vinnik, a Russian national, was indicted in the Northern
District of California for allegedly laundering more than $4 billion
in Bitcoin through BTC-e, among a range of other crimes.* Vinnik
was arrested in Greece in July 2017.4

3.2 Sanctions

Economic sanctions in the United States are administered and
enforced principally by OFAC. A wilful sanctions violation is a
criminal offence under the International Emergency Economic
Powers Act* and the Trading With the Enemy Act.* Sanctions
generally apply to U.S. Persons (citizens and permanent residents),
companies incorporated in the U.S. and their foreign branches, and
any person physically inside the United States.** Broadly, sanctions
are either jurisdictional, where they bar imports or exports of goods
or services from entire countries or regions (like Iran or Crimea),
or list-based, in which sanctions are applied to individuals or
entities who are listed for engaging in illicit activity like terrorism,
malicious cyberattacks, transnational organised crime, or WMD
proliferation. The sanctions themselves can take many forms.
List-based sanctions traditionally have involved a requirement
that persons subject to U.S. jurisdiction block the assets of listed
persons and refrain from providing them with any goods, support, or
services of any kind.** But more recent sanctions programmes, like
some imposed for actions by Russia and Venezuela, have involved
innovative restrictions on dealings in certain categories of debt or
equity.

Like other regulators, OFAC has confirmed that its existing
regulatory structure applies to cryptocurrency. OFAC has also
weighed in on issues relating to sanctions compliance by issuing
guidance in the form of Frequently Asked Questions (“FAQs”). This
is the manner in which OFAC often issues guidance on sanctions
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compliance and it has done so with respect to cryptocurrency issues
twice. In these pronouncements, OFAC confirmed that sanctions
compliance obligations are the same whether a transaction is
conducted in virtual currency or fiat currency.*® It also said that it
will use sanctions against those who use virtual currencies to engage
in conduct that would otherwise be sanctionable,” and that it may
begin including digital wallet addresses of sanctioned persons along
with other identifying information when it updates its sanctions
programmes.*

This guidance does not alter existing sanctions compliance
obligations; persons subject to U.S. jurisdiction were always
prohibited from engaging in virtual currency transactions with
designated persons, even before the guidance was issued. However,
OFAC’s statements clarify certain compliance obligations and may
raise compliance expectations for persons subject to U.S. jurisdiction
that regularly send/receive cryptocurrency. All persons subject to
U.S. jurisdiction will be barred from engaging in transactions with
wallet addresses that have been added to the SDN list. But virtual
currency exchanges, for example, will be expected to develop a
more sophisticated ability to screen out prohibited wallet addresses
in their exchange activity.

In March 2018, OFAC developed a sanctions programme oriented
specifically around cryptocurrency for the first time. Driven in partby
concerns that Venezuela would use its own bespoke cryptocurrency,
the Petro, to evade U.S. sanctions imposed in the summer of 2017,
OFAC published an Executive Order barring persons subject to U.S.
jurisdiction from dealing in any digital currency issued by or for the
Government of Venezuela after January 9, 2018.

Given the risks that cryptocurrency will be used to evade sanctions
or engage in other forms of criminal behaviour, OFAC will likely
remain active on these issues.

4. Conclusion

Fintech has and continues to change the financial services industry,
but as it does so, it enters a highly regulated field. Nowhere is this
more evident than in cryptocurrency, where businesses navigate an
increasingly complicated environment in consumer protection and
have become subject to extensive anti-financial crimes compliance
requirements. Both new and existing cryptocurrency businesses
need to be aware that they are not immune from oversight and may
find themselves subject to existing regulatory schemes without any
change in the underlying law.
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The Iran and Cuba sanctions programmes also apply to foreign-
incorporated subsidiaries of U.S. companies.

Sanctions programmes typically also include licences that
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otherwise-prohibited activity with a sanctioned person if it falls
within the scope of the licence. Many sanctions programmes,
for example, contain licences that allow the provision of
humanitarian aid to otherwise prohibited parties.
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