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Kirk Nahra has been a leading authority on privacy and cybersecurity matters for more than two

decades. He co-chairs the firm’s Cybersecurity and Privacy Practice as well as the Artificial

Intelligence Practice. In recognition of his professional work in these areas, he was named the

winner of the 2021 Vanguard Award from the International Association of Privacy Professionals

(IAPP)—one of the most prestigious in the privacy field—which recognizes one IAPP member

each year who demonstrates exceptional leadership, knowledge and creativity in privacy and

data protection. 

Mr. Nahra counsels clients across industries, from Fortune 500 companies to startups, on

implementing the requirements of privacy and data security laws across the country and

internationally, and he advocates for clients experiencing privacy and security breaches. Mr.

Nahra also represents clients in contract and transactional matters, enforcement actions,

litigation and investigations related to a wide range of issues before the Federal Trade

Commission (FTC), the US Department of Health and Human Services (HHS) Office for Civil

Rights, and other state and federal privacy and security regulators. He also represents a wide

range of companies across industries on the growing array of complicated legal issues

involved in artificial intelligence, including issues involving governance, data rights, data

integrity and a wide range of investigation and compliance issues.  

Mr. Nahra is best known for his work with health insurers, hospitals, service providers,

pharmaceutical manufacturers and other healthcare industry participants. He has a deep

understanding of the privacy and security issues healthcare companies face relating to HIPAA

rules, state and federal legislation, enforcement activities, internal investigations, international

principles, due diligence in transactions, data breach risk assessments, and the key lines

between regulated and unregulated data, including the new categories of laws at the state and

federal level regulating particular kinds of health data or “health-like” data. He advises

companies across the healthcare industry on artificial intelligence and algorithmic

discrimination issues, including assessments of how data can be used and analyzed to

improve the overall operation of the healthcare system.  
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In recent years, Mr. Nahra has represented technology companies, advertising service

providers, financial services companies, hospital systems, health insurers, healthcare

technology companies, consumer products companies and others in front of the FTC, the HHS

Office for Civil Rights, State Attorneys General and other privacy and security regulatory

agencies. He advises clients on avoiding privacy and security investigations, navigating

situations where investigations are likely, and then handling both the actual investigation and

related issues involving consumers, customers, legislators, regulators and others. These

projects involve not only the growing variety of privacy and security laws but also the increasing

legislative and regulatory focus on the development of appropriate rules for artificial intelligence

amid concerns about how this new technology will impact consumers and others.  

Mr. Nahra has substantial experience working with clients in the financial services and

insurance industries on privacy and data security matters relating to the Gramm-Leach-Bliley

Act, Fair Credit Reporting Act, Fair and Accurate Credit Transactions Act, data aggregation and

sharing practices, and privacy and data security compliance under a wide range of state and

federal laws. He also has a breadth of experience drafting and evaluating data security

practices and policies across varying industry standards, has investigated and litigated

potential fraud against insurers, and has assisted with the development and oversight of

corporate compliance programs. 

Additionally, Mr. Nahra is well versed in a variety of other privacy and consumer protection

issues, including marketing laws pertaining to email, phone and online communications; the

Children’s Online Privacy Protection Act; and the Family Educational Rights and Privacy Act of

1974.

Solutions

Artificial Intelligence Consumer Protection Defense
and Compliance

Cybersecurity and Privacy

Life Sciences
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Vanguard Award

International Association of Privacy
Professionals

Leading Lawyer for Privacy and
Data Security

Chambers Global

Leader in Healthcare Privacy and
Data Security

Chambers USA

Recognition

2021
2019–2024

2019–2023

Named a Thomson Reuters Stand-out Lawyer – independently rated and selected
by clients.

–

Winner of the 2021 Vanguard Award from the International Association of Privacy
Professionals (IAPP), which recognizes one IAPP member each year who
demonstrates exceptional leadership, knowledge and creativity in privacy and data
protection.

–

Recognized in the 2019–2024 editions of Chambers Global as a "Leading Global
Lawyer for Business" for his privacy and data security practice.

–

Recognized as a national leader in healthcare privacy and data security in the
2019–2023 editions of Chambers USA Guide.

–

Named among the Best Lawyers in America for his healthcare law practice (2020–
2024) and privacy and data security law practice (2023 and 2024) and named the
2022 Washington DC healthcare law Lawyer of the Year.

–

Listed as a 2020 Washington DC leader in healthcare law by Super Lawyers.–

Named one of Washington DC’s best cybersecurity lawyers by Washingtonian
in 2018.

–
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Credentials

EDUCATION

JD, Harvard Law School, 1987

cum laude

Articles Editor, Harvard Journal
on Legislation

BA, Georgetown University,
1984

magna cum laude

Phi Beta Kappa

ADMISSIONS

District of Columbia

Wilmer Cutler Pickering Hale and Dorr LLP is a Delaware limited liability partnership. WilmerHale principal law offices: 60 State Street, Boston, Massachusetts 02109, +1 617 526 6000; 2100 Pennsylvania Avenue, NW,
Washington, DC 20037, +1 202 663 6000. Our United Kingdom office is operated under a separate Delaware limited liability partnership of solicitors and registered foreign lawyers authorized and regulated by the Solicitors
Regulation Authority (SRA No. 287488). Our professional rules can be found at www.sra.org.uk/solicitors/code-of-conduct.page. A list of partners and their professional qualifications is available for inspection at our UK office. In
Beijing, we are registered to operate as a Foreign Law Firm Representative Office. This material is for general informational purposes only and does not represent our advice as to any particular set of facts; nor does it represent
any undertaking to keep recipients advised of all legal developments. Prior results do not guarantee a similar outcome. © 2004-2024 Wilmer Cutler Pickering Hale and Dorr LLP


