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As the Securities and Exchange Commission more closely polices cybersecurity, companies must

be careful to protect their customers' data or risk enforcement actions, says Partner Dan Schubert,

in a recent video interview with Wolters Kluwer. Financial institutions, in particular, must exercise

caution as they face specific federal cybersecurity guidelines, he notes.

“It seems like on an almost-daily basis new incidents and attacks are being disclosed by

companies across a host of sectors,” Schubert said. “This development has caught the attention of

the global regulatory community.” In the US, the SEC has taken steps to position itself as a “robust

and aggressive cyber-regulator,” he said.

The SEC has several tools available to bring cyber-related enforcement actions, Schubert said. For

regulated financial institutions, the SEC can employ the so-called Safeguards Rule, which requires

certain financial institutions to adopt policies and procedures reasonably designed to protect

customer data. The SEC has brought a number of actions under this rule in recent years, and can

be expected to continue to do so in the future. For public companies, the SEC may also take action

against companies for failing to disclose—or delaying disclosure of—information about a material

cyber-attack.

Companies will only face increased cyber-attacks going forward, putting the onus on managers to

prepare for these attacks and respond appropriately as they occur, Schubert said. Firms must stay

up to date on cybersecurity rules and regulations and implement company policies in response to

these growing risks, he said. 

“Ultimately, while the cyber landscape will continue to evolve, I think it's fair to conclude that the SEC

will continue to assert itself in order to ensure that financial institutions and public companies are in

compliance with all applicable cybersecurity regulations,” Schubert said.

Watch the interview.

Attorney Advertising

https://www.wilmerhale.com/en/
https://www.wilmerhale.com/Daniel_Schubert/
https://www.wilmerhale.com/PageTemplates/WHCareer/WHC_MediaManagerVideoPopUp.aspx?id=17179885060


Wilmer Cutler Pickering Hale and Dorr LLP is a Delaware limited liability partnership. WilmerHale principal law offices: 60 State Street, Boston, Massachusetts 02109, +1 617 526 6000; 2100 Pennsylvania Avenue, NW,
Washington, DC 20037, +1 202 663 6000. Our United Kingdom office is operated under a separate Delaware limited liability partnership of solicitors and registered foreign lawyers authorized and regulated by the Solicitors
Regulation Authority (SRA No. 287488). Our professional rules can be found at www.sra.org.uk/solicitors/code-of-conduct.page. A list of partners and their professional qualifications is available for inspection at our UK office. In
Beijing, we are registered to operate as a Foreign Law Firm Representative Office. This material is for general informational purposes only and does not represent our advice as to any particular set of facts; nor does it represent
any undertaking to keep recipients advised of all legal developments. Prior results do not guarantee a similar outcome. © 2004-2024 Wilmer Cutler Pickering Hale and Dorr LLP

https://www.wilmerhale.com/PageTemplates/WHCareer/WHC_MediaManagerVideoPopUp.aspx?id=17179885060

