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The Federal Trade Commission (FTC) has issued warning letters to 28 companies that claim to be

certified participants in the Asia-Pacific Economic Cooperative’s (APEC) Cross-Border Privacy

Rules (CBPR) system on their websites but, according to the FTC, do not appear to have met the

necessary requirements to make that claim.

The APEC privacy system is a self-regulatory program applicable to data that moves among the

APEC member economies. It includes a voluntary, but enforceable, code of conduct implemented by

participating businesses. Under the system, companies can be certified as compliant with APEC

CBPR program requirements based on nine data privacy principles: preventing harm, notice,

collection limitation, use choice, integrity, security safeguards, access and correction, and

accountability.

According to the FTC’s press release, the companies that received the letters must remove the

claims regarding APEC CBPR from their websites immediately and inform FTC staff that they have

done so, or provide information proving they are actually certified. If they fail to do so, the letter warns

that the companies may face enforcement under the FTC Act.

The FTC recently settled its first case related to a deceptive claim of certification in the APEC CPBR

system.

The FTC’s Sample letter issued on July 14, 2016, is available here.

Wilmer Cutler Pickering Hale and Dorr LLP is a Delaware limited liability partnership. WilmerHale principal law offices: 60 State Street, Boston, Massachusetts 02109, +1 617 526 6000; 2100 Pennsylvania Avenue, NW,
Washington, DC 20037, +1 202 663 6000. Our United Kingdom office is operated under a separate Delaware limited liability partnership of solicitors and registered foreign lawyers authorized and regulated by the Solicitors
Regulation Authority (SRA No. 287488). Our professional rules can be found at www.sra.org.uk/solicitors/code-of-conduct.page. A list of partners and their professional qualifications is available for inspection at our UK office. In
Beijing, we are registered to operate as a Foreign Law Firm Representative Office. This material is for general informational purposes only and does not represent our advice as to any particular set of facts; nor does it represent
any undertaking to keep recipients advised of all legal developments. Prior results do not guarantee a similar outcome. © 2004-2024 Wilmer Cutler Pickering Hale and Dorr LLP

https://www.wilmerhale.com/en/
https://www.ftc.gov/
http://www.apec.org/groups/committee-on-trade-and-investment/~/media/files/groups/ecsg/cbpr/cbpr-policiesrulesguidelines.ashx
https://www.ftc.gov/news-events/press-releases/2016/05/hand-held-vaporizer-company-settles-ftc-charges-it-deceived
https://www.ftc.gov/system/files/attachments/press-releases/ftc-issues-warning-letters-companies-claiming-apec-cross-border-privacy-certification/160714apecwarningltr.pdf

