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On February 21, 2018, the Securities and Exchange Commission (SEC) approved an interpretive

release updating guidance on public company disclosure and other obligations concerning

cybersecurity matters. In large measure, the interpretive release, titled “Commission Statement and

Guidance on Public Company Cybersecurity Disclosures” (Guidance), expands upon the Division of

Corporation Finance’s 2011 CF Disclosure Guidance: Topic No. 2, Cybersecurity. The 2011

disclosure guidance was issued to assist companies in assessing what disclosures might be

required about cybersecurity risks or incidents. The new Guidance goes beyond disclosure

considerations by stressing the importance of cybersecurity policies and procedures and

discussing the application of disclosure controls and procedures, insider trading prohibitions, and

Regulation FD selective disclosure prohibitions. As Chairman Clayton noted in a statement about

the new Guidance, he believes “that providing the Commission’s views on these matters will

promote clearer and more robust disclosure by companies about cybersecurity risks and incidents,

resulting in more complete information being available to investors.”

Going forward, cybersecurity likely will remain a potential area for future rulemaking given public

interest in the topic generally and given the interest expressed by at least two of the SEC

Commissioners in additional specific requirements with respect to cybersecurity matters. (See

statements by Commissioners Stein and Jackson) In the near-term, companies should consider

reviewing and refreshing their disclosures regarding oversight of cybersecurity risks and should

consider reviewing their disclosure controls and procedures to make sure they capture

cybersecurity matters.

The Guidance is discussed in greater detail in our client alert, “SEC Approves Guidance on Public

Company Cybersecurity Disclosures.” 

Authors

Attorney Advertising

https://www.wilmerhale.com/en/
https://www.sec.gov/rules/interp/2018/33-10459.pdf
https://www.sec.gov/news/public-statement/statement-clayton-2018-02-21
https://www.sec.gov/news/public-statement/statement-stein-2018-02-21
https://www.sec.gov/news/public-statement/statement-jackson-2018-02-21
https://www.wilmerhale.com/pages/publicationsandnewsdetail.aspx?NewsPubId=17179887105


PARTNER

Co-Chair, Corporate
Governance and
Disclosure Group

PARTNER

Lillian Brown

lillian.brown@wilmerhale.com

+1 202 663 6743

Meredith B.
Cross

meredith.cross@wilmerhale.com

Wilmer Cutler Pickering Hale and Dorr LLP is a Delaware limited liability partnership. WilmerHale principal law offices: 60 State Street, Boston, Massachusetts 02109, +1 617 526 6000; 2100 Pennsylvania Avenue, NW,
Washington, DC 20037, +1 202 663 6000. Our United Kingdom office is operated under a separate Delaware limited liability partnership of solicitors and registered foreign lawyers authorized and regulated by the Solicitors
Regulation Authority (SRA No. 287488). Our professional rules can be found at www.sra.org.uk/solicitors/code-of-conduct.page. A list of partners and their professional qualifications is available for inspection at our UK office. In
Beijing, we are registered to operate as a Foreign Law Firm Representative Office. This material is for general informational purposes only and does not represent our advice as to any particular set of facts; nor does it represent
any undertaking to keep recipients advised of all legal developments. Prior results do not guarantee a similar outcome. © 2004-2024 Wilmer Cutler Pickering Hale and Dorr LLP

https://www.wilmerhale.com/en/people/lillian-brown
mailto:lillian.brown@wilmerhale.com
https://www.wilmerhale.com/en/people/meredith-cross
mailto:meredith.cross@wilmerhale.com

