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The increased threats from transborder criminal activity is leading to stronger
governmental and intergovernmental responses in the military, judicial, and
regulatory arenas. These efforts, particularly the non-military ones, raise a "new"
issue in international economic law-that is, the intersection between trade and law
enforcement. By new, I do not mean that no previous discussion of this phenomenon
exists. Indeed, many of the points discussed herein have been written about.(1)
Rather, the perception is relatively new that there is a bundle of important issues in
how the trading system interacts with efforts to combat illegal activity. The purpose
of this paper is to introduce the subject as a whole, particularly with respect to the
World Trade Organization (WTO).

"Trade and law enforcement" is a trade-linkage amenable to the modes of analysis
used for other linkage issues, such as "trade and environment," "trade and labor,"
and "trade and human rights."(2) For any WTO linkage issue, three main issues
arise: First, how much commerce is being impeded intentionally or unintentionally by
a norm extrinsic to the WTO system?(3) Second, do WTO rules interfere with
national efforts to combat a social harm? Third, can the WTO be enlisted to help
intergovernmental efforts promote a non-trade value? These policy tensions and
synergies are equally relevant for the issue of "trade and law enforcement," and will
be examined in this paper. This paper does not attempt to answer the first question
by sizing up how much trade is affected. In recent months, however, the author has
noted an increase in articles about the impact of new law enforcement programs on
trade flows.(4)

Connections between trade and efforts to combat criminal activity (such as
smuggling) probably originated in antiquity, and the linkage appears in United States
treaties going back over two centuries. For example in 1778, the Treaty of Amity and
Commerce between the United States and France contained a provision for most-
favoured-nation treatment as well as a commitment by France to employ its good
offices in North Africa to provide for the safety of American subjects and vessels
against all violence from entities of Barbary.(5) Another provision states that either
party may inspect the merchant ships of the other party upon suspicion of
contraband when the vessel has traveled to the port of an enemy of the first

party.(6)



The paper proceeds in five parts as follows: Part I provides an overview of the "trade
and law enforcement" linkage in four areas: security, health, human rights, and
environmental protection. Part II presents a taxonomy of how trade measures are
usable for law enforcement. Part III offers a synopsis of the WTO provisions relevant
to law enforcement and national security. Part IV examines the ways that law
enforcement efforts might infringe WTO rules. Part V considers new approaches for
the WTO to promote law enforcement objectives.

I. An Overview of Global Issues at the Intersection of Trade and Law
Enforcement

Part I of the paper surveys some of the key topics in the "trade and law
enforcement"” debate. These are issues where the law enforcement response may
adversely affect trade or where the control of trade is a central part of the response.
This survey will be divided into four sections: (A) Security, (B) Health, (C) Human
Rights, and (D) Environmental Protection. Note that some of the examples below can
fit into more than one section.

A. Security

Among the top security concerns are terrorism, money laundering, and traffic in
arms.

International instruments addressing terrorism focus on both the financial
underpinnings as well as access to weapons. For example, the International
Convention for the Suppression of the Financing for Terrorism calls on parties to
consider feasible measures to monitor the physical cross-border transportation of
cash and bearer negotiable instruments, but "without impeding in any way the
freedom of capital movements."(7) The United Nations Security Council, in the
landmark legislative Resolution 1373, decided that all states shall prohibit their
nationals and persons within their territories from making any economic/financial
resources or related services available for the benefit of persons who commit or
attempt to commit terrorist acts.(8)

Money laundering is in itself a criminal activity that is instrumental in supporting
other criminal activities, both violent and non-violent. The key institution addressing
money laundering is the transgovernmental Financial Action Task Force on Money
Laundering. Although export controls and anti-money laundering efforts are both
designed to combat illegal activity, the imprecision of such efforts has the potential
for spilling over and affecting legitimate business activity.

Traffic in arms is the subject of a new U.N. Protocol Against the Illicit Manufacturing
of and Trafficking in Firearms, supplementing the U.N. Convention against
Transnational Organized Crime.(9) The Protocol calls on signatories to control "illegal
trafficking" which is defined as transborder trade among parties when one of the
parties has not authorized the trade.(10) Furthermore, the Protocol calls for
increased effectiveness of import, export, and transit controls.(11) Another
international agreement with a linkage to trade is the Convention on the Marking of
Plastic Explosives for the Purpose of Identification.(12) The Convention calls on
parties to generally prohibit the transborder movement of unmarked explosives.(13)



Security is also pursued through national export control regimes loosely coordinated
in the

"Wassenaar Arrangement," which now includes 33 countries.(14) The significant
economic impact of export controls comes from their coverage of dual-use
technologies, such as fast computers. Such trade is not inherently problematic, but
may be, depending on the identity of the buyers. Sometimes analysts characterize
export controls as sanctions. Yet the primary intent of such controls is to prevent the
transfer of a particular good or service, not to induce behavioral change.

The problem of the movement of nuclear material is being addressed by the
International Atomic Energy Agency, which has recently enhanced its anti-trafficking
efforts, and the World Customs Organization (WCQO), which has pointed out the need
for better border controls against lethal shipments. For example in 1997, the WCO
approved a Recommendation Concerning Action Against Illicit Cross-Border
Movement of Nuclear and Hazardous Material.(15) The Recommendation urges
governments to have appropriate regulations to deal with all aspects of illicit
trafficking in nuclear and hazardous material.

B. Health

Treaties to control illegal liquor and drug trade began in the late 19th century, and
the use of trade controls has always been part of the narcotics regime. In addition to
narcotics, some other health-related issues of illegal trade are tobacco and generic
drugs.

The World Health Organization (WHO) Draft Framework Convention on Tobacco
Control includes trade provisions.(16) The Convention calls on parties to enact or
strengthen legislation against illicit trade in tobacco products, and defines "illicit
trade" as a practice prohibited by law.(17) In addition, the Convention directs parties
to consider measures to restrict importation by travelers of tax and duty-free
tobacco products.(18)

Another important issue is the evolving policy in the WTO on trade in compulsorily-
licensed medicines. In December 2002, the WTO came close to agreeing on a
decision to waive the requirement in the Agreement on Trade-Related Aspects of
Intellectual Property Rights (TRIPS) that production under compulsory license be
predominantly for the supply of the domestic market.(19) The unadopted WTO
decision would have established a new system of trade controls on drugs produced
for export under a compulsory license, including provisions for labeling and
notice.(20) In addition, the decision would have required importing country
governments to take reasonable measures to prevent trade diversion through re-
exportation. The WTO is seeking to thwart diversion in order to enable producers to
discriminate, or price discriminate, in exports. The United States government has
recently stepped up its action against the diversion of drugs exported by U.S.
producers to the price-controlled Canadian market because such drugs are being sold
back into the United States.(21)

C. Human Rights

Human rights concerns have arisen with respect to trade with particular countries
(e.g., China) and with respect to trade based on odious production practices, such as



goods produced by forced labor. The newest issue is conflict diamonds, which are
diamonds originating in Sierra Leone, Liberia, or the Congo and sold by rebels in
order to generate funds. This issue is distinguishable from many other human rights
issues in that it affects more than one country yet only one product, and because
what is at issue is not the production process, but rather the identity of the
individuals profiting from the trade. In addition, the conflict diamond presents a
security problem as well as a human rights problem because wars have raged over
the control of diamond-producing regions.(22)

The stakeholders in diamond trade have worked to develop a way to distinguish the
salutary from the odious trade, and the result is the Kimberley Process Certification
Scheme.(23) The Scheme defines "conflict diamonds" as rough diamonds used by
rebel movements or their allies to finance conflict aimed at undermining illegitimate
governments as described or recognized in various U.N. Security Council and General
Assembly Resolutions.(24) The participant governments in the Scheme agreed to
strict trade controls. Among participants, diamonds are to be accompanied by a
validated certificate attesting that the diamond has been handled according to the
origin and traceability expectations in the Scheme. Participants are also obligated to
ban all trade in rough diamonds with non-participant countries.

D. Environmental Protection

International trade is generally recognized as a key factor in stimulating some
serious environmental problems including:

release of ozone-depleting substances,(25)

taking of endangered species,

illegal logging,

transborder movement of hazardous wastes, and
illegal, unregulated, and unreported (IUU) fishing.

Trade controls are used to address all of these challenges.

The International Plan of Action to Prevent, Deter and Eliminate Illegal, Unreported
and Unregulated Fishing was adopted in 2001 under the aegis of the U.N. Food and
Agriculture Organization.(26) Illegal fishing is defined broadly to include activity that
is in violation of national laws or international obligations.(27) Under the Plan of
Action, participating states agree to prevent fish from being traded or imported when
caught by vessels identified as having been engaged in IUU fishing.(28) In a bow to
other international norms, this provision further declares that such trade-related
measures should be adopted in accordance with international law including the
principles, rights, and obligations established in WTO agreements.

Summary

The purpose of this overview was to take note of some key global problems where
the governmental response entails defining certain activities as illegal and where
trade plays a role in addressing the problem. Part II of the paper moves from
description to analysis by presenting a map of the issues.

I1. A Taxonomy of the Trade Linkage

To solidify "trade and law enforcement" as a coherent topic, one has to begin the
difficult analytical task of delineating and classifying the assorted pieces. With the
caveat that any first attempt will need further refinement, this paper proposes the
following four-part classification:



e A. Measures Against Illegal International Trade

B. Measures Against Legal Trade Supporting Criminal Activity

C. Sanctions Against Governments To Address Non-Compliance Within A
Treaty System

D. Sanctions Against Governments To Elicit Law Enforcement Cooperation

Each use of trade measures in this taxonomy is discussed and illustrated below.

A. Measures Against Illegal International Trade

In general, any international trade transaction that is illegal has to violate the legal
regime of some country.(29) Nevertheless, a useful distinction does exist between
(1) Illegality that arises out of international law (and then is implemented by national
law) and (2) Illegality that arises out of national law.

Illegality can arise out of international law when a treaty obligates party
governments to outlaw a specific transborder transaction. An example is the U.N.
Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances. This
Convention requires each party to adopt such measures as may be necessary to
establish as criminal offences under its domestic law (when committed intentionally)
the production, manufacture, sale, transport, importation or exportation of any
narcotic drug contrary to the provisions of the Single Convention on Narcotic Drugs
(1961) or the Convention on Psychotropic Substances (1971).(30) Both of these
earlier treaties contain rules regarding trade with parties and non-parties.

Illegality can arise out of national law when such law makes importation or
exportation unlawful. This might occur in at least three situations: First, a
government might ban the trade because the product itself can be harmful. An
example of this harmful trade category is the U.S. regulation banning the
importation of certain semiautomatic assault rifles.(31) Second, a government might
ban trade because the product (or its production process) diverges from a national
norm. An example of this malum prohibitum category is the U.S. law banning
interstate or foreign commerce in human organs.(32) Third, a government might ban
an import because the exporting country bans the export (or vice versa). An
example of this comity category is the U.S. law banning the importation of a pre-
Columbian sculpture or mural unless the country of origin certifies that such
exportation was not in violation of its law.(33) Another example is the provision in
the U.S. Lacey Act that bans interstate or foreign commerce in any fish or wildlife
taken or sold in violation of any foreign law.(34)

B. Measures Against Legal Trade Supporting Criminal Activity

A second unit of classification is nominally legal trade that becomes problematic only
when it supports or induces illegal activity. Some examples are trade in stolen
artwork and trade in conflict diamonds. In 2001, the U.N. Security Council directed
states to prevent the importation of all rough diamonds from Liberia.(35) Thus, the
Security Council made that trade illegal. By contrast, the Kimberly Process Scheme
does not make trade in rough diamonds illegal. Rather, it seeks to permit diamond
trade generally, but stop the trade that supports rebels.

C. Sanctions Against Governments To Address Non-Compliance In A Treaty
System

The third and fourth units of classification are economic sanctions against a
government to induce a change in that government's behavior. In Section C, the
paper considers sanctions against non-compliance with a norm ostensibly shared by
both the sender and the target countries, because such norm has been agreed to by
a treaty or is customary international law. The distinction between Sections A and C
is that while both address illegal activity, the illegal activity in A is trade, and the
illegal activity in C is not trade. In Section D, the paper considers sanctions against
behavior that diverges from what is expected by the sender government. There may



be some shared normative ground between the countries, but the sanction is not
premised on consent to the norm by the target country. Thus, the activities in
Section D are not necessarily illegal in the jurisdiction where performed, and if they
involve trade, the trade is not illegal.

The trade sanctions to address non-compliance can be further subdivided into
multilaterally-approved responses and unilateral responses. The two multilateral
organizations that use trade sanctions as a retort to treaty non-compliance are the
U.N. Security Council and the WTO. For example, the WTO recently authorized Brazil
to impose a $248 million trade sanction against Canada because Canada had failed
to comply with a WTO judgment.(36) In the Security Council, the practice of
economic sanctions has evolved over the years to the use of less blunt, more
targeted, so-called "smart" sanctions.(37)

Unilateral responses are efforts undertaken outside of a multilateral treaty or other
entity in order to promote treaty compliance even though the treaty or "autonomous
institutional arrangement” does not provide for such action. The United States is the
leading user of such measures, and U.S. law contains several of them. For example,
trade sanctions are required or authorized against a foreign country that

e has used chemical or biological weapons in violation of international law and
has not agreed to stop such use and to allow inspections;(38)

e has nationals who engage in large-scale driftnet fishing beyond the exclusive
economic zone of any nation (given the U.S. policy to implement U.N. General
Assembly Resolution 46-215 which called for a global moratorium of such
fishing);(39) or

e is not complying with its obligations under an international fishery agreement
with regard to the treatment of U.S. fishing vessels.(40)

D. Sanctions Against Governments To Elicit Law Enforcement Cooperation
Section D considers sanctions against behavior that diverges from what is expected
by the sender government with respect to law enforcement. Such sanctions can be
carried out multilaterally or unilaterally. Note that U.N. sanctions against states are
included in Section C because such sanctions arise out of mutual obligations under
the U.N. Charter.

While no relevant multilateral trade sanctions have come to my attention, there is an
important transgovernmental process that should be noted. That is the Financial
Action Task Force on Money Laundering (FATF) which was set up in 1989 and now
includes 31 governments.(41) The FATF has designated ten non-member countries
as "Non-Cooperative Countries and Territories," and has imposed the
countermeasure of asking financial institutions to give "special attention" to business
relations and transactions with persons from those countries, and to make certain
findings available to law enforcement agencies. The largest target countries are
Egypt, Indonesia, Myanmar, the Philippines, and the Ukraine. FATF may also
recommend additional countermeasures, one of which is to warn businesses that
transactions with companies in the listed country might run the risk of money
laundering.

Unilateral trade responses are undertaken to change the attitude of a target
government. The United States is the leading user of such measures, and U.S. law
contains several of them.(42) For example, trade sanctions are required or
authorized against a foreign country that

e has used chemical or biological weapons against its own nationals, and has
not agreed to stop such use and to allow inspections;(43)



e is a major producer or transit country for narcotics, unless the President
certifies that the country meets certain conditions, based on satisfying goals
in a bilateral agreement or applicable multilateral agreement;(44)

¢ has nationals who engage in trade or taking which diminishes the
effectiveness of any international program for endangered or threatened
species;(45) or

e supports terrorism or terrorist organizations or harbors terrorists or terrorist
organizations.(46)

None of these laws are premised on an acceptance of the norm by the target
country.

In contrast to these stick-based approaches, governments also use trade carrots to
elicit cooperation from target countries. This has been done for many years in the
Generalized System of Preferences (GSP) which provides duty-free access on some
products to qualifying developing countries. For example, in the European
Community GSP program, benefits may be temporarily suspended from a country
that fails to conform to international conventions on money laundering.(47) In the
United States GPS program, the President must withdraw GSP benefits from any
country that aids or abets any individual or group which has committed an act of
international terrorism.(48) In the U.S. preferential trade program for sub-Saharan
Africa, there are several requirements for country eligibility including that the
country "does not engage in activities that undermine United States national security
or foreign policy interests" and that the country "cooperates in international efforts
to eliminate human rights violations and terrorist activities."(49) These
determinations are made unilaterally by the U.S. President. Recently, U.S. Senator
Pat Roberts proposed that all preferential trade benefits be linked to whether the
country is cooperating with the United States on national security issues.(50)
Summary

The purpose of the taxonomy in Part II is to set out the various ways that trade and
financial measures are employed to regulate commerce and to sanction
governments. Having such a classification will aid future analysis of why such
measures are used and whether this use is in accord with WTO law. In Parts III and
IV, the paper turns to WTO law. Part III examines the provisions in the WTO that
reflect the goals of security and law enforcement. Part IV offers an introduction to
the issue of whether trade measures (such as those in Part II) are consistent with
WTO rules.

III. A Synopsis of Security and Law Enforcement Provisions in WTO Rules
Although the WTO commenced operations in 1995, the international trade regime is
much older, and so the story of trade and law enforcement has to begin with the
pre-WTO era. In 1927, when governments drafted a comprehensive convention to
prohibit trade bans, they recognized the need to provide an exception for
"prohibitions or restrictions relating to public security."(51) This exception was in
addition to one for restrictions on traffic in arms, munitions or implements of war.
In 1946-48, the Charter for the International Trade Organization (ITO) was drafted
in parallel with the drafting of the General Agreement on Tariffs and Trade (GATT) of
1947. The ITO Charter was much broader than the GATT and contained several
provisions to promote cooperation for economic development and reconstruction.
Among the topics embraced were labor standards, skills, technology, investment,
and natural resource development-issues that today fit under the rubric of
sustainable development and good governance. Although the Charter did not contain
provisions to promote cooperation against transborder threats to security, the
Commercial Chapter of the Charter did provide a general exception to permit
national measures "necessary to the enforcement of laws and regulations relating to



public safety."(52) This public safety exception was not placed in the GATT in 1947
or added to it later.

Compared to the ITO Charter, the GATT is a much narrower agreement aimed at
overcoming national measures that deny market access, distort trade, discriminate,
or impede freedom of transit. Because some GATT rules might interfere with national
law enforcement and security activities, the drafters provided several important
exceptions in GATT Article XX, such as paragraph (a) for measures necessary to
protect public morals and paragraph (b) for measures necessary to protect human,
animal, or plant life or health. Furthermore, in Article XX(d), there is an exception for
measures "necessary to secure compliance with laws or regulations which are not
inconsistent with the provisions of this [GATT] Agreement, including those relating to
customs enforcement, the enforcement of monopolies . . . the protection of patents,
trademarks and copyrights, and the prevention of deceptive practices."(53) In GATT
Article XXI, there is a set of National Security exceptions to make clear that the
GATT does not:

(a) require information disclosure which a party considers contrary to its essential
security interests; or

(b) prevent a party from taking an action that it considers necessary relating to (i)
fissionable materials, (ii) traffic in arms and other traffic for supplying a military
establishment, or (iii) taken in time of war or other emergency in international
relations; or

(c) prevent a party from taking any action in pursuance of its obligations under the
U.N. Charter for the maintenance of international peace and security.

Because the WTO is a much newer instrument, several of the WTO agreements are
more attentive than the GATT to the dual problems of trade that promotes illegal
activity and trade that is illegal. For example, the General Agreement on Trade in
Services (GATS) contains two relevant General Exceptions: Article XIV(a) for
measures "necessary to protect public morals or to maintain public order" and XIV(c)
for measures "necessary to secure compliance" with laws or regulations which are
inconsistent with GATS including those relating to "safety."(54) Thus, GATS reaches
back to the "safety" exception lost from the ITO Charter. The GATS also has Security
Exceptions in Article XIV bis that mirror those in GATT Article XXI.

In addition, the GATS Annex on the Movement of Natural Persons Supplying Services
Under the Agreement contains a provision stating that the GATS

shall not prevent a Member from applying measures to regulate the entry of natural
persons into, or their temporary stay in, its territory, including those measures
necessary to protect the integrity of, and to ensure the orderly movement of natural
persons across its borders, provided that such measures are not applied in such a
manner as to nullify or impair the benefits accruing to any Member under the terms
of a specific commitment.(55)

Although this provision seems to impose a discipline, its impact is tempered by the
need to read it in conjunction with the overall GATS Security Exceptions.

In contrast to the GATS, the Agreement on Trade-Related Aspects of Intellectual
Property Rights (TRIPS) imposes some harmonization on law enforcement. The key
provisions are:

e TRIPS Articles 46 and 59 require member governments to provide for judicial
authority to order the disposal or destruction of domestic or imported goods
infringing intellectual property rights; and

e TRIPS Article 61 requires member governments to impose criminal penalties
in cases of willful trademark counterfeiting or copyright "piracy" on a
commercial scale.



In addition, TRIPS promotes cooperation and comity in several ways:

e TRIPS Article 69 requires member governments to cooperate with a view to
eliminating international trade in goods infringing intellectual property rights;

e TRIPS Article 40.3 requires Government A to enter into consultations with
Government B when B believes that an economic actor in Country A is
violating B's laws regarding anticompetitive practices in contractual licenses;
and

e TRIPS Article 4(a) contains an exception from the most-favored nation
requirement for international agreements on judicial assistance or law
enforcement of a general nature. This exception avoids any WTO problem in
having an agreement with one country but not others.

In summary, TRIPS effects a change in the substantive national law on intellectual
property, and then includes specific disciplines to promote enforcement at the
national level.

IV. The Compatibility of "Trade and Law Enforcement" Measures with WTO
Rules

Although it is beyond the scope of this paper to do an analysis of the WTO-
compatibility of a genre of trade measures, Part IV of this paper will introduce the
legal issues. The tension between trade rules and law enforcement measures has
been discussed by other commentators,(56) but no comprehensive analysis has been
undertaken.

The domain of the WTO is transborder economic activity, and yet WTO rules are
eclectic. The rules for trade in goods do not apply to the payment side of the
exchange, but rather only to the transfer of the good. The rules for trade in services
can apply to payments, but governments retain discretion on accepting this discipline
and retain a generous exception for balance of payments difficulties.(57)
Furthermore, WTO rules in general do not seek to regulate the content of trade.
Instead, the rules seek to supervise government restrictions on trade.(58) Within
that narrow domain, WTO rules apply broadly to trade in goods (including goods
embodying intellectual property rights) and services. The category of services is
wider than many casual observers of the WTO imagine because GATS covers the
movement of natural persons across borders to supply services.

While such a fundamental point may be obvious, it is nevertheless worth stating that
the illegality of an importation under the law of the importing country is not a
justification under WTO rules to block the importation. Were it otherwise, a
government could vitiate any WTO rule by making the contested trade illegal. That
result would be manifestly absurd, and would contradict a basic principle of
international law that "A party may not invoke the provisions of its internal law as
justification for its failure to perform a treaty."(59) The interaction of domestic and
WTO law was an issue in the Antidumping Act of 1916 case, where several
governments lodged a WTO complaint about a U.S. statute that outlawed certain
pricing practices on goods destined for the internal market. The panel held that the
WTO Antidumping Agreement did not permit WTO member governments to have
such a competition law.(60)

In general, trade-related law enforcement measures can run afoul of two WTO rules.
First, both the GATT and the GATS prohibit certain quantitative restrictions that
impede market access.(61) This rule is violated by many of the measures discussed
in Part II because they apply a quantitative restriction in the form of a trade ban.
Second, both the GATT and the GATS contain a most-favoured-nation (MFN)
requirement that makes it difficult to discriminate against particular foreign



countries.(62) Despite this rule, many of the measures discussed in Part II are
targeted against particular countries.

The WTO also has some special sectoral rules that might be infringed with anti-crime
efforts. For example, the GATS Understanding on Commitments in Financial Services
states that governments shall not take measures to prevent transfers of information
when such transfers are necessary for the conduct of the ordinary business of a
financial service supplier.(63)

When an inconsistency with a trade law obligation occurs, a government may avoid a
WTO violation if a disputed measure is excused by an exception in a WTO covered
agreement. As discussed in Part III, the key exceptions are in GATT Articles XX and
XXI, and GATS Article XIV and X1V bjs. By way of illustration, it might be possible to
use these exceptions to justify some of the measures discussed in Parts I and II. For
example, GATT Article XX(b) might justify the ban on conflict diamonds from non-
participants to the Kimberley Scheme.(64) GATT Article XXI(b)(iii) might justify a
ban on trade from countries using chemical or biological weapons. GATS Article XIV
bis 1(c) might justify discriminatory actions to implement Security Council Resolution
1373.

In applying the GATT Article XX exceptions, recent WTO jurisprudence suggests that
panels will consider, among other factors, the extent to which the behavior being
responded to is recognized as a problem by the international community, and the
importance of the interest pursued.(65) Because such consideration necessitates a
balancing of objectives, legal outcomes will not be easy to predict because they will
turn on the facts of the case, with panels being on the lookout for protectionism
disguised as legitimate law enforcement. In his article on trade and drugs, Kal
Raustiala warned of the danger of "narco-protectionism."(66)

In GATT Article XX, there is a little-used exception in paragraph (d) for measures
necessary to secure compliance with laws or regulations (which are not inconsistent
with the GATT), including those relating to customs enforcement, monopolies,
intellectual property, and deceptive practices. The WTO Appellate Body has stated
that under this provision, it is not open to doubt that governments "have the right to
determine for themselves the level of enforcement of their WTO-consistent laws and
regulations."(67) Thus, Article XX(d) could serve as a justification of customs
enforcement at the border against trade implicated in an illegal practice, for
example, the comity category discussed in Part II.A above. The potential role of this
paragraph (d) exception is uncharted; as far as I know, no defense in a GATT or
WTO case has been premised specifically on a customs enforcement purpose. In one
relevant recent case, Argentina Hides and Leather, the panel agreed with Argentina
that its measure was provisionally justified under Article XX(d) as necessary to avoid
overt illegal actions under tax laws.(68)

With regard to the Security Exceptions in GATT Article XXI, the GATT did not develop
a practice of rigorously reviewing defenses offered under this Article.(69) The leading
case is Nicaragua's complaint against the United States over the trade embargo in
1985. After Nicaragua lodged a complaint in the GATT, the United States refused to
agree to a panel except under terms of reference that precluded the panel from
considering the "validity of or motivation for" the Article XXI:(b)(iii) war/emergency
defense which the United States had invoked.(70) Given that delimitation, the panel
had little to do, but it did make a pertinent observation that the GATT "could not
achieve its basic aims unless each contracting party, whenever it made use of its
rights under Article XXI, carefully weighed its security needs against the need to
maintain stable trade relations."(71) The panel report was not adopted however. If a
similar case were lodged in the WTO today, the defendant government would not be
able to restrict the panel's terms of reference, but it seems likely that a panel would



reach the same result by refusing to secondguess a government as to the objective
existence of an "emergency in international relations."(72)

Notwithstanding the available exceptions in GATT Articles XX and XXI,(73) the WTO
recently moved to grant a four-year waiver for the trade controls against non-
participants in the Kimberley Process Scheme. In November 2002, the Interlaken
Declaration on the Scheme had stated the commitment to ensure that the measures
taken will be consistent with international trade rules.(74) Ensuring that status is
being accomplished by a waiver of the GATT rules requiring most-favoured nation
treatment and forbidding quantitative restrictions and related discrimination.(75)

In addition to explicit WTO exceptions, national trade measures may perhaps avoid
being ruled a WTO violation when there is a specific trade obligation dictated in
another treaty. Many analysts have speculated about how the WTO might fit into a
hierarchy of international norms, should a treaty conflict occur. But so far, there is
no applicable caselaw in the WTO or other international tribunal.

Finally, let me note a topic of WTO law that has received little attention: the status of
trade measures against individuals. For example, the measures against IUU fishing
discussed in Part I.D are aimed at fishing vessels. While WTO law is well-defined
about restrictions against specific products or against countries, the topic of
restrictions against individuals has not arisen. Another undefined legal issue is export
controls contingent on the identity of the recipient in the importing country and what
it will do with the item. If Country A prohibits the export of a technology to a specific
person in Country B because that person may transfer the technology to a terrorist
in Country C, then Countries B and C could have a cause of action in the WTO. So
far, no case like that has been filed.

In summary, although many trade-related law enforcement measures would violate
WTO non-discrimination rules, broad defenses are available for governments to
invoke in any case brought to the WTO. So long as the WTO continues the GATT
practice of deference to governmental volitions regarding national security, WTO law
seems unlikely to impede such efforts. Part V of this paper will discuss the other side
of the coin, that is, whether the WTO can facilitate law enforcement.

V. Can the WTO Promote the Enforcement of Non-Trade Law?

Social actors have proposed more WTO involvement in supervising trade, but WTO
governments have resisted most of these ideas. The telos of the WTO is to combat
official restrictions on trade, not to impose restrictions. That said, all of the
stakeholders in the WTO system recognize the role of TRIPS and GATS in beginning
to transform the WTO into an institution of positive cooperation and integration.
Four possibilities exist for how the WTO could help control illegal activity. They are:
A. Achieving More Trade Liberalization,

B. Demanding Conformity to Specified Non-Trade Law,

C. Promoting Cooperation Among Members, and

D. Improving Cooperation with other International Organizations.

Each of these is discussed and illustrated below.

A. Achieving More Trade Liberalization

The WTO can help other causes by being more successful in its own mission of trade
liberalization. This assumes that trade liberalization and the ensuing growth is
complementary to better law enforcement-a reasonable proposition, but one without
supporting evidence. One example of a positive trade effect would be agricultural
trade liberalization that enables new markets and gives narcotics growers an
alternative productive use of land.(76) The U.N. General Assembly saw this
connection in 1992 when it passed a resolution regarding narcotics which, among
other points, encouraged the pursuit of trade liberalization to enhance trading
opportunities of countries affected by illicit production of narcotic drugs.(77)

B. Demanding Conformity to Specified Non-Trade Law



In requiring member governments to "comply" with specified provisions of listed
treaties on intellectual property, the WTO shows its potential for imposing
harmonization.(78) Thus, it would certainly be possible for the WTO to designate
adherence to other treaties as a requirement for WTO membership. Any such
decision in the WTO would have to be reached by consensus.

The Kimberley Scheme presents a good example of what more the WTO could do. At
present, the only action being taken by the WTO is to grant a limited waiver. In
effect, the WTO is smoothing its interface with the Kimberley Scheme by staying out
of the way as Kimberley participants implement their obligations. If the WTO wanted
to do more, it could seek to require member governments to participate in the trade
controls of the Kimberley Scheme. One way to do this would be to clarify that the
Kimberley rules are an "international standard" under the WTO Agreement on
Technical Barriers to Trade, which would then trigger an obligation that each
government use the standard as a basis of its own technical regulation.(79)
Governments failing to do so could be brought before a WTO dispute panel.

Another possible initiative is stronger Transparency in Government Procurement,
which is now being discussed at the WTO.(80) It would be possible for the WTO to
require adherence to international anti-bribery conventions and to require reporting
of all payments made to governments (with protection of business confidential
information). It is interesting to note that one of the conditions for country
participation in U.S. preferential trade benefits to sub-Saharan Africa is whether the
country has a system to combat corruption and bribery, such as signing and
implementing the Convention on Combating Bribery of Foreign Public Officials in
International Business Transactions. Thus, a precedent exists for linking trade to
anti-corruption efforts.

C. Promoting Cooperation Among WTO Members

In the pre-WTO era, there were only a few attempts to promote positive cooperation
among governments, and such efforts have not been significantly stepped up at the
WTO.(82) As noted in Part III, TRIPS has a provision requiring member governments
to cooperate with a view to eliminating international trade in goods infringing
intellectual property rights. As far as I know, no collective action has been taken to
implement this provision.

It would be possible for the WTO to undertake broader anti-crime cooperation using
bilateral agreements as a model. Consider the following examples: The Europe
Association Agreement with Lithuania-which is broader than a trade agreement-
contains an Article on Money Laundering that calls for cooperation against laundering
of proceeds from criminal activities.(83) In addition, the Agreement calls for
Cooperation in the Prevention of Illegal Activities, such as illegal trafficking in drugs
and illegal transactions involving industrial waste and counterfeit products.(84) The
Free Trade Agreement between Canada and Costa Rica commits the parties to
developing a technical cooperation customs program including the prevention and
detection of contraband and illegal activities.(85) Another example is the new draft
Free Trade Agreement between the United States and Singapore.(86) This
Agreement contains provisions to enhance cooperation and information-sharing
regarding import or exports that are in violation of one of the party's laws.(87) The
Agreement also commits the governments to employ customs enforcement
techniques that focus on high-risk goods.(88)

One potential area for cooperation is the transborder movement of natural persons.
Although the ongoing GATS negotiations will attempt to liberalize restrictions, the
feelings of insecurity afflicting many countries, including the United States, will
probably put a damper on the depth of commitments made to ease visa
requirements. These negotiations could perhaps be aided if the WTO facilitated the
development of best practices in "temporary immigration" policy, rather than leave



every country the full responsibility to design an effective policy for keeping out
undesirable individuals.

D. Improving Cooperation with other International Organizations

Although the WTO has general authority to cooperate with international
organizations that have responsibilities related to those of the WTO, the WTO has not
in fact undertaken much cooperation.(89) Whether the WTO should engage in more
active cooperation depends on changes in the WTO's mandate. For example, the
current WTO negotiations regarding the environment, including the issue of fishery
subsidies, might lead to a need for the WTO to cooperate with the U.N. Food and
Agriculture Organization and perhaps the U.N. Environment Programme. At present,
the WTO lacks any policy on transborder terrorism or other criminal activity (other
than intellectual property). Should that change in the future, with the adoption of
either rules or soft law, there would then be a good reason for the WTO to agree to
cooperation with the relevant international organizations and entities responsible for
anti-crime programs.

If more cooperation ensues as discussed in Sections C and D, there may be a need
to make sure that governments do not have to disclose sensitive information
regarding law enforcement or a security interest. The GATT contains provisions
clarifying that such disclosure is not required, and several WTO agreements contain
similar provisions.(90)
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