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Securities

Recent Enforcement Actions Target Broker-Dealer Operational and

Systems Issues

In recent months, securities regulators have brought a series
of cases highlighting their resolve to address operational
weaknesses and systems failures at broker-dealer firms.
These proceedings signal a willingness on the part of the
regulators to bring disciplinary actions even in the absence
of demonstrable customer harm, and may have implica-
tions for the forthcoming CEO certification process, under
which NYSE and NASD member firms will be required

to attest to their supervisory controls. As NYSE Director
of Enforcement Susan Merrill noted this past summer,
“[i]nternal controls at our member firms cannot run on
auto-pilot, but must be reviewed periodically to ensure that
firms are complying with their responsibilities under fed-
eral securities laws and NYSE Rules.”! Similarly, NASD Vice
Chair Mary L. Schapiro has stated that, “[a] firm’s duty to
supervise automated systems is every bit as important as its
duty to supervise employees. When critical tasks are auto-
mated, firms must verify that the automation functions as
intended.”?

1. SEC and FSA Actions

The NYSE and NASD are not alone in this regard. Lori
Richards, Director of the Office of Compliance Inspections
and Examinations at the SEC, has stated that the
Commission, in conducting examinations of internal con-
trols and risk management, will focus on a firm’s “controls
over operational risks,” including “segregation of duties,
checks and balances, protection of customer funds and
securities, operating systems, management information sys-
tems, management reporting, [and] front and back office
operations . . ..”3 Indeed, in several recent actions, the SEC
has used its enforcement powers to address operational
failures. In October 2005, (contemporaneously with the
NASD), the Commission instituted an administrative and
cease-and-desist proceeding against Instinet, LLC and INET
ATS, Inc. for publishing monthly execution reports contain-
ing inaccurate order execution quality information. The
Commission found that the inaccuracies were the result

of programming and systems errors, that the firms did

not adequately test their automated systems, and did not
adequately respond to findings of errors in circumstances
in which errors were discovered. In another proceeding,
the Commission affirmed an NASD disciplinary action
against Castle Securities Corp. for that firm’s failure to
transmit required order information to the NASD’s Order
Audit Trail System, and comply with the requirements of
the NASD’s Automated Confirmation Transaction Service.’
The Commission rejected Castle’s arguments that any late
reporting to OATS and ACT was not intentional, did not
cause any economic harm to customers, and was promptly
corrected when brought to its attention.®

Emphasis on operations has not been limited to the US.
Recently, the UK’s Financial Services Authority fined HSBC
Bank plc for the failure of its brokerage division to ensure
that HSBC’s IT systems were accurately reporting securities
transactions.” According to the FSA’s Final Notice, the error
in reporting occurred when HSBC reorganized its divi-
sions. Recognizing that the reorganization would affect its
transaction reporting, HSBC made changes to its systems,
but failed to change the buy/sell indicator to reflect the
correct transaction from the firm’s perspective. As a result,
HSBC inadvertently reported purchases and sales from the
perspective of the client and not from the firm’s perspec-
tive. Although the FSA found that the inaccuracies were not
deliberate or reckless, it nevertheless fined HSBC for its fail-
ure to ensure the accuracy of its transaction reports.

2. NYSE Disciplinary Actions

Among the more significant recent cases involving opera-
tional failures are those involving prospectus delivery. In a
December 2004 disciplinary action against Morgan Stanley
and a July 2005 action against Merrill Lynch, the NYSE cited
the firms for failing to deliver prospectuses in connection
with sales of registered securities. Morgan Stanley’s failure
was found to have resulted from operational errors and

a breakdown in communications within the firm, as well

as supervisory failures prompted by the absence of com-
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prehensive procedures to ensure that prospectuses were
delivered as required.® In the Merrill case, operating system
modifications, absence of codes in its securities master data-
base triggering the delivery of prospectuses and product
descriptions for ETFs, and replacement of its operating sys-
tem for the offering of auction rate preferred securities with
a system that did not include proper coding instructions,
resulted in a failure to deliver prospectuses.’®

In other NYSE actions focused on operational issues,
Prudential Equity Group was censured and fined in March
2005 for inaccurately reporting its short interest positions,
failing to provide for appropriate procedures of supervi-
sion and control to ensure accurate reporting, and failing
to implement a separate system of follow-up and review to
ensure compliance with short interest reporting require-
ments and to detect and prevent violations.!? Charles
Schwab & Co., Inc. was censured and fined in November
2005 for supervisory and control violations concerning
accounts of customers maintained at the firm that were
managed by non-employee investment advisors, including
a lack of adequate procedures for transfer of funds from
customer accounts to third parties.!! And most recently,

in December 2005, the NYSE disciplined Oppenheimer &
Co. Inc. F/K/A Fahnestock & Co. Inc. for operational and
supervisory failures arising from customer account con-
version during Oppenheimer’s acquisition of Fahnestock,
including the issuance of inaccurate customer monthly
account statements.!?

3. NASD Disciplinary Actions

The NASD has also been active. On September 29, 2005, the
NASD announced that it had censured and fined Edward D.
Jones & Co., L.P. for failing to disclose the yield to maturity
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on transaction confirmations issued to customers who sold
municipal securities.!3 Because of a change in Edward Jones’
automated systems, the yield information was inadvertently
omitted from confirmations issued to customers who sold
municipal bonds. Nevertheless, the NASD found Edward
Jones accountable, targeting the inadequacy of its supervisory
system and its written supervisory procedures. Likewise, on
October 18, 2005, the NASD announced its own proceeding
against Instinet, LLC and INET ATS, Inc. for publishing inac-
curate reports on order execution quality, failing to report
orders, and failing to reasonably supervise the accuracy of
data generated and reported by its automated systems.!*

Conclusion

These recent cases reflect a sharp regulatory focus on opera-
tional and systems integrity—particularly where a problem
may impede the regulators’ own surveillance capabilities.
They also highlight the role of technology in compliance and
supervision, as well as the resulting need to manage care-
fully the relationship between IT and Compliance staffs.
Recognizing this need, some firms have created positions for
Technology Compliance Officers, whose responsibilities may
include monitoring regulatory developments involving tech-
nology, learning new rules and regulations pertaining to tech-
nology, and serving as the contact for all technology-related
compliance issues. To be sure, the new regulatory landscape
created by the addition of the CEO certification process and
the recent active role taken by the NYSE, NASD, FSA and
SEC in targeting operational failures—even in the absence of
demonstrable customer harm—emphasize the importance of
maintaining adequate controls in all aspects of a firm’s busi-
ness, including the back office.
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