Emails and the Recordkeeping
Obligations of Investment Advisers

by Lori A. Martin

ince NY Attorney General Eliot Spitzer announced that he had uncovered break-

downs in the separation between the banking and research divisions in large finan-

cial service companics,’ cmails have become the prosccutorial evidence of choice.

The alleged wrongdoing, according to NY Attorney General Spitzer, had been

“revealed by internal email communications obtained during the investigation.”

Email communications in investigations of invest-
ment advisers became prominent in September 2003,
when NY Attorney General Spitzer brought a now
watershed New York Martin Act action against Canary
Capital Partners, a hedge fund that allegedly obtained
special trading opportunities with leading mutual fund
families, including Bank of America’s Nations Funds,
Banc One, Janus, and Strong. In the press release that
announced the action and settlement with Canary
Capital Partners, NY Attorney General Spitzer report-
ed that “his office has obtained evidence of wide-
spread illegal trading schemes that potentially cost
mutual fund shareholders billions of dollars annually.””
The complaint marshaled a number of emails purport-
edly documenting agreements to permit market timing
of mutual funds, or to provide the market timer with
nonpublic mutual fund holding information.*

Since this time, state and federal regulators have
seized upon email communications as a key tool in
identifying potential wrongdoing in financial services
companies. The US Securities and Exchange
Commission (SEC) has initiated numerous sweep
examinations of the investment advisory industry. The
vast majority of those sweeps include requests for
email communications by employees. John Walsh,
Chief Counsel of the SEC Office of Compliance
Inspections and Examinations (OCIE), offered the
following explanation for the staff’s requests for
emails: “‘I think you have to understand the regulato-
ry environment that we’re in right now . . . emails have
played a critical role in showing what was going on.””
Gene Gohlke, Associate Director in OCIE, concurred:
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“[Plerhaps you can also get a sense of where the SEC
and the SEC staff is, given what has gone on out there
since September [2003], where many of these (illegal)
arrangements were not evident in the traditional
books and records, (but) they were in email.”™ In addi-
tion to providing email communications to the SEC
on request, senior SEC staff members have stated that
investment advisers “should be monitoring firm email
on a constant basis.””’

In an effort to comply with regulators’ requests,
investment advisers have incurred significant costs to
restore and produce email communications. Advisers
that do not produce emails as rapidly as the staff now
expects® have received deficiency letters relating to the
timeliness of their email productions, noting that the firm
should review its email systems to enhance the firm’s
compliance with Rule 204-2 (and, in particular, Rule
204-2(e)(1)) of the Investment Advisers Act. Repeated
delays in the production of emails have also prompted
the staff to request that fund boards consider whether the
adviser’s email retention and production policies are in
compliance with the Investment Advisers Act.

Given the staff’s new emphasis on the review of
email communications in routine and sweep examina-
tions, it is timely to address differences between email
productions and traditional books and records exami-
nations. This article addresses the following issues:

» The burden of email productions relative to
traditional books and record examinations.

« The investment adviser’s legal obligation to
maintain email communications under current
recordkeeping rules.

* Whether the SEC should amend the record-
keeping and compliance program rules appli-
cable to investment advisers.
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Email Productions Are Burdensome

Books and records reviews are a familiar practice
for all registered investment advisers. OCIE examin-
ers typically ask to review such information as copies
of an adviser’s trading logs, minutes of board meet-
ings, and information provided to the fund boards in
connection with advisory agreement rencwals.
Investment advisers anticipate these requests and
have maintained their books and records in a fashion
that permits ready access to these materials during
on-site inspections.

The staff’s request to review email communica-
tions is, however, relatively new. From the perspec-
tive of the adviser, the burden of restoring and pro-
ducing electronic information is greater than the bur-
den incurred by a review of its paper documents.
Magistrate Judge Nolan identified some of these dif-

ferences in denying a motion to compel production of

email correspondence in a civil dispute:

[The Court is not persuaded by the plain-
tiffs” attempt to equate traditional paper-
based discovery with the discovery of email
files . .. Chief among these differences is the
sheer volume of electronic information.
Emails have replaced other forms of commu-
nication besides just paper-based communi-
cation. Many informal messages that were
previously relayed by telephone or at the
water cooler are now sent via email.
Additionally, computers have the ability to
capture several copies (or drafts) of the same
email, thus multiplying the volume of docu-
ments. All of these emails must be scanned
for both relevance and privilege. Also, unlike
most paper-based discovery, archived emails
lack a coherent filing system. Moreover,
dated archival systems commonly store
information on magnetic tapes which have
become obsolete. Thus, parties incur addi-
tional costs in translating the data from the
tapes in useable form.’

In a thorough analysis of the issues relating to
electronic discovery (albeit in civil litigation), a
group of scholarly-minded lawyers called the Sedona
Conference Working Group identified some of the
reasons that the restoration of electronic documents
for production to an adverse party is “qualitatively
and quantitatively different from producing paper
documents.”"® The Sedona Working Group concluded
that there were six notable differences between paper
and electronic document productions.! Of these,
three factors illustrate the burdens that many invest-
ment advisers have incurred in connection with their

efforts to provide the SEC staft with email:

First, the sheer volume of electronic documents
exceeds the volume of paper documents, Large cor-
porations generate and receive millions of emails and
clectronic files each day. Moreover, “email users fre-
quently send the same email to many recipients.
These recipients, in turn, often forward the message,
and so on. At the same time, email software and the
systems that are used to transmit the messages auto-
matically create multiple copies as the message is
sent and resent.”””” Thus, in part due to the problem of
weeding out duplicate records of the same email,
requests for emails are by their very nature burden-
some in size.

Second, some emails are incomprehensible with-
out the email management system that created them.
“It is not unusual for an organization to undergo sev-
eral migrations of data to different platforms within
a few years. Moreover, because of the turnover in
computer systems, neither the personnel familiar
with the obsolete systems nor the technological
infrastructure necessary to restore the out-of-date
systems may be available when this ‘legacy’ data
needs to be accessed.””

Third, the storage systems for emails can be dis-
persed throughout a firm. Employee emails may be
maintained on desktop hard drives, laptop computers,
network servers, floppy disks, server backup tapes,
and separate servers for Blackberry communications.
To the extent that the staff requests emails for multi-
ple employees, the dispersion of email files and
backup tapes further complicates the burden associ-
ated with email production. Network server tapes
may not be located at a common site. Moreover,
many multinational companies employ investment
professionals throughout the world to take advantage
of their unique regional expertise. The investment
adviser may maintain backup tapes in the country in
which the employee is based. To restore and produce
employee emails, multinational companies may need
to identify the country in which the records reside, as
well as personnel capable of identifying and restoring
the emails of foreign employees.

Restoration of email communications, however, is
not the only cost associated with email production to
regulators. Employees now use emails for both per-
sonal and professional communications. In tone, the
emails are often casual and chatty. These communi-
cations may have little, if any, relevance to a regula-
tory inquiry. Still other communications may contain
highly confidential advice of counsel. Thus, many
investment advisers review emails for relevance and
privilege before turning them over to regulators.

The review is intended to further two goals. First,
the investment adviser has legitimate interests in pro-
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tecting against the disclosure of email that may con-
tain attorney-client or work product privilege.
Production of such information to the SEC could
give rise to claims in subsequent civil litigation
between investment advisers and fund investors that
the investment adviser waived privilege as to all per-
sons due 1o its production of the privileged material
to regulators.” Second, the production of information
to the government that has not been reviewed by
company counsel “gives the government access to
potentially harmful information it had not request-
ed.” In the absence of review prior to production,
senior management at the adviser may not even be
aware of the harmful conduct disclosed in the emails.

Anecdotal evidence indicates that the costs of
restoration and review of emails are staggering.
Indeed, an industry lawyer recently conceded that
“one of his clients has been racking up $100,000 a
month in legal fees for the firm to wade through its
emails to determine what to hand over” to regula-
tors.” One industry vendor has stated that the cost of
restoration and production is much higher for larger
firms, claiming that “$500,000 to $1 million a month
is a more realistic tab for larger firms looking for the
retention, preservation and review of electronic mail
relating to regulatory inquiries.”” The Investment
Counsel Association of American, Inc. wrote to Paul
Roye, Director of the Division of Investment
Management, and Lori Richards, OCIE Director, that
one of their members advised it that it had spent
nearly $350,000 over the past year to capture and
search email.”®

Firms that review emails for privilege prior to
production to the regulators, however, may face an
intangible cost associated with the delay in produc-
tion associated with a privilege review: the loss of
good will of the principal regulator of the industry.
Some of the staff’s recent comments reflect some
exasperation with the industry over perceived
delays associated with privilege review. Associate
Director Gohlke, for example, recently made the
following remarks:

Companies have the ability and the right to
assert privilege. Where it has become an
issue is where, after we make a request for
something like emails, the firm comes back
and says, “Before we give you any emails we
need to have somebody review them all and
identify which ones are subject to privilege.”
That can take weeks or months and that is
not acceptable.”

Against this background, it should come as no
surprise that the investment advisory industry views

requests for email production in routine industry
sweeps as burdensome. These burdens exceed those
of typical books and records inspections, and the
costs associated with making emails available to the
staff are significant. As advisers scramble to com-
ply with the staff’s requests for email production,
however, a key question has not been fully explored:
Are investment advisers obliged to maintain email
communications?

I turn now to an Investment Adviser’s legal obliga-
tion relating to the retention of email communicators.

Investment Advisers Are Not Obliged to
Retain All Email Communications

Rule 204-2 of the Investment Advisers Act of
1940 specifies the books and records that an invest-
ment adviser is required to maintain. Pursuant to the
rule, an investment adviser is required to keep and
make promptly available to examining authorities
certain enumerated books and records “relating to its
investment advisory business.”™ The enumerated
books and records include, for example, “cash
receipts and disbursement records,”' a memoran-
dum of each order given by the investment adviser
for the purchase or sale of any security,” and any
“written agreements” entered into by the adviser
with any client relating to the business of such
investment adviser.”

Rule 204-2 also enumerates record keeping obli-
gations with respect to certain “written communica-
tions.”* It is this latter provision that the staff cites as
authority for the proposition that investment advisers
should retain all email communications and produce
them upon request. A closer examination of the rule,
however, reveals that an investment adviser’s obliga-
tion to maintain written communications is much
narrower than the sweeping interpretation that the
staff now ascribes to the rule. The language is illumi-
nating. The Rule specifies that investment advisers
need only retain written communications relating to:

(i) any recommendations made or proposed
to be made and any advice given or proposed
to be given, (ii) any receipt, disbursement or
delivery of funds or securities, or (iii) the
placing or execution of any order to purchase
or sell any security . . .»

To the extent that Rule 204-2(a)(7) requires
investment advisers to retain emails, it is limited to
emails relating to recommendations or advice given
by the investment adviser, any receipt, disbursement
or delivery of funds or securities by the adviser, or
the placement or execution of orders by the adviser.
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The rule has additional carve-outs for documents
that fall into this narrow category. Thus, investment
advisers are not required to keep the following:

(a) . . . any unsolicited market letiers and
other similar communications of general
public distribution not prepared by or for the
investment adviser, and (b) . . . if the invest-
ment adviser sends any notice, circular or
other advertisement offering any report,
analysis, publication or other investment
advisory service to more than 10 persons, the
investment adviser shall not be required to
keep a record of the names and addresses of
the persons to whom it was sent; except that
if such notice, circular or advertisement is
distributed to persons named on any list, the
investment adviser shall retain with the copy
of such notice, circular or advertisement a
memorandum describing the list and the
source thereof.*

The limited scope of an investment adviser’s
recordkeeping obligations contrasts starkly to those
governing broker-dealers. Rule 17a-4(b}(4) of the
Securities Exchange Act of 1934, for example,
requires broker-dealers to keep “originals of all
communications received and copies of all commu-
nications sent by such member, broker or dealer
(including inter-office memoranda and communica-
tions) relating to his business as such™ NASD
rules include similar recordkeeping obligations for
broker-dealers.” Failure to comply with the record-
keeping obligations of the rule can result in serious
fines and regulatory action.”

Perhaps the most compelling evidence in support
of the proposition that the rules relating to an invest-
ment adviser’s books and records obligations do not
extend to most email communications is that the SEC
has never promulgated for investment advisers a rule
as sweeping in scope as the books and records rules
that apply to broker-dealers. Although OCIE staff
members have suggested that advisers must monitor
or review employee emails for violations of the fed-
eral securities laws, and implementation of their
compliance programs under Rule 206(4)-7, the com-
pliance program rule does not impose such a require-
ment. To the contrary, the adopting release that
accompanied the rule expressly permitted each firm
to tailor its compliance program to the nature of the
firm’s operations. NASD Rule 3010, by contrast,
requires that broker-dealers review outgoing and
incoming correspondence with the public. When reg-
ulators have wanted to require a regulated company
to save all written communications received and sent

by the company, or to review all outgoing email cor-
respondence with the public, they knew how to do
$0." In the absence of any regulatory authority that
would have required an investment adviser to save all
employee email communications {or to review
employee emails for violations of the federal securi-
ties laws), it is remarkable that the SEC is now issu-
ing deficiency letters to investment advisers for their
failure to produce email communications promptly in
routine examinations.

Expansion of the Investment Adviser’s
Recordkeeping Obligations Should Be
Implemented through Rulemaking

In light of the prominence that email documents
have played in recent SEC enforcement actions, the
industry readily understands the staff’s desire to
review certain investment adviser email. However, an
appreciation of the importance of emails to SEC
examinations is only part of the equation. The ques-
tion is not whether it would be good policy to
prospectively include email communications in SEC
examinations, but whether the SEC should signal a
clear change in an investment adviser’s recordkeep-
ing obligations through deficiency notices, rather
than through prospective notice-and-comment rule-
making. In my view, in the absence of clear rules
relating to email retention or surveillance, investment
advisers have been unfairly penalized for violations
of legal obligations that the SEC has never, in fact,
implemented. The Investment Counsel Association
of America made a similar point in its letter of
November 19:

We believe the vast majority of investment
advisers have a genuine desire to be cooper-
ative and compliant regarding these and
other compliance issues, but they need to
know on a prospective basis what their legal
obligations are. It is a matter of fundamental
fairness that advisers not be penalized on a
retroactive basis for failing to take actions
that the Commission did not previously
require and has yet to formally adopt.’!

The policy reasons that support rulemaking over
policy revisions through the implementation of non-
published deficiency letters are clear (and are the
same animating principles that supported implemen-
tation of the Administrative Procedure Act, with its
attendant requirements that rulemaking should be
subject to notice and comment by the regulated).”

First, rulemaking would clearly enumerate the
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emails that advisers should retain, The SECT failure
to promulgate clear rules relating to email retention
has had the unfortunate and unintended consequence
that investment advisers lack meaningful guidance
on the emails that ought 10 be readily accessible to
SEC examiners. It is not sufficient for senior SEC
staff members to fill the regulatory void with vague
comments at industry conferences. With respect to
email retention, for example, one SEC staff member
told investment advisers that they should “look to
NASD Rule 3010, which lays out how the NASD
expects its members to deal with email” for guidance
on email retention.”

Second, rulemaking would require the staff to give
more considered thought to the kinds of electronic
communications that should be part of the books and
records of the firm. Although the staff publicly has
stated that it has an interest in all of an adviser’s
emails, the reality is that the staff has closed many
recent examinations even in the absence of a full pro-
duction of employee emails. One industry lawyer
noted that his client had produced emails to the SEC
on an on-going basis—even after the examination
had been closed for 10 months.* Because we assume
that the SEC would not close an examination in the
absence of a complete review of the relevant books
and records, the on-going production of emails cre-
ates the appearance that the staff did not require all of
the emails in order to conduct a thorough books and
records sweep.

Last, rulemaking creates business certainty and
enables firms to make informed technology invest-
ments. Firms routinely invest in their technology and
in their people. With proper guidance as to regulatory
expectations about the records they ought to main-
tain—and the surveillance systems they ought to
employ—investment advisers can invest in appropri-
ate email management systems and electronic storage
facilities. These are not inconsequential investments
and, if made, likely will come at the expense of other
important infrastructure investments. These are not
the kinds of investments that ought to be made
because a SEC staff member has expressed the view
at a conference that the enumerated books and records
of Rule 204-2 include additional, non-enumerated
items. The Investment Counsel Association of
America separately made this observation in its letter
to Mr. Roye and Ms. Richards:

We believe it is unfair to ask investment
advisory firms to make major decisions
resulting in substantial investments in time
and money based on anecdotal reports of
SEC staff inspection requests and comments.

Instead of allowing new regulatory policies
1o be set by inspection activities, the
Commission should issue a proposed rule on
this subject and give interested parties an
opportunity to comment.*

Fortunately, some of the staff’s remarks over the
past year suggest that rulemaking may be in the
works. /4 Week reported in March 2004 that OCIE
and the Division of Investment Management have
been planning to 1ssuc guidance, either in the form of
a new rule or staff legal bulletin, regarding email
retention.” Associate Director Gohlke similarly has
stated that the “SEC may ‘come| ] out with some
amendments’ to the Advisers Act recordkeeping rule
‘which may very well go the way of broker-dealer
rule” and impose a ‘business as such’ [the] standard,
which would ‘pretty much capture everything under
[Advisers Act] Section 204,

Rulemaking is the appropriate mechanism to
implement these new regulatory expectations. At
that time, serious discussion of the merits of partic-
ular proposals, as well as their costs and benefits—
can begin.
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