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Treasury to Re-examine Final Customer
|dentification Rules Under Section 326 of the USA Patriot Act

nJuly 1, 2003, the Treasury Department
Oi ssued a“noticeof inquiry” soliciting com-

ments on certain provisions of thefinal
Customer Identification Program (“ CIP") rules,
issued in May 2003 under Section 326 of the USA
Patriot Act. Treasury has decided — even though the
ClPrulesare”final” —to solicit comments on two
discrete customer identification issues:

* whether and under what circumstances
financial institutions should berequired to
retain photocopiesof identification docu-
mentsrelied on to verify customer identity;
and

* whether there are situations when the rules
should preclude reliance on certain forms of
foreign government issued identification to
verify acustomer’ sidentity.

Treasury’ sunusua decision to solicit com-
ments after publication of final rulesreportedly isa
result of comments from House Judiciary Committee
Chairman F. James Sensenbrenner, Jr. (R-WI).
Chairman Sensenbrenner has expressed concern
regarding thefinal CIP rules' treatment of the two
issues addressed by Treasury’s notice.

Treasury’ s notice states that comments must
be submitted on or before July 31, 2003, after which
time Treasury will determine whether amendmentsto
the final rules are warranted. The notice also states

that, notwithstanding the notice of inquiry, financia
institutions must bein compliancewith thefinal CIP
rules by the previously announced October 1, 2003
compliancedeadline.

Background

Section 326 of the Patriot Act directed
Treasury toissuerulesrequiring financial institutions
to implement “reasonable procedures’ to: (i) verify
theidentity of aperson seeking to open an account,
“to the extent reasonable and practicable’;

(i) maintain records of theinformation used to verify
aperson’ sidentity; and (iii) consult lists of terrorists
provided by the government to determine whether a
person seeking to open an account appears on any
suchlist.

Pursuant to Section 326’ s mandate, in July
2002, Treasury —with the relevant federal functional
regulators—issued a set of parallel proposed CIP
rulesthat apply to banks and other depository
institutions, broker-deal ers, mutual funds, and certain
futures related businesses. Many aspects of the
proposed rules drew industry opposition asbeing
overly burdensome, significant departuresfrom
current industry practice, and unnecessary in the
fight against money laundering and terrorist financ-

ing.

Treasury significantly revised therulesto
address the industry’ s concerns. In many regards,
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Treasury’ sfinal rulesgivefinancial institutions
discretion to fashion risk-based identification pro-
grams to determine the identity of each customer
who opens an account. Under the final rules,
financial institutionsmust: (i) collect certain mini-
mum customer identification information from each
customer; (i) utilize risk-based measuresto verify
each customer’ sidentity; (iii) record customer
identification information and the verification meth-
ods and resullts; (iv) provide notice to customers that
thefinancial institution will seek identificationinfor-
mation; and (v) compare customer identification
information with government provided lists (not yet
created) of suspected terrorists.

Recor dkeeping Requirement

InJuly 2002, when Treasury originally
proposed CIP rules, the agency sought to require
financial institutionsto retain acopy of any document
relied on to verify acustomer’ sidentity. Industry
objected and, inthefinal CIPrules, Treasury elimi-
nated the photocopy requirement.

Treasury’sfina CIP rule requires banks and
other financial institutionsrelying on documentsto
verify acustomer’ sidentity to maintain arecord
describing the document on whichit relies. That
record must include the type of document, any
identification number contained init, the place of
issuance and, if any, the dates of issuance and
expiration.

In aletter to the Office of Homeland Secu-
rity, House Judiciary Chairman James Sensenbrenner
objected to this change, arguing that the lack of
photocopied documentswill “eliminateacritical path
of evidence essential to successful investigation and
prosecution of . . . crimes.”2  Chairman
Sensenbrenner went further to state that the elimina-
tion of the photocopy requirement “is contrary to the
intent of the [Patriot Act].”

In apparent response to Chairman
Sensenbrenner’ s objection, Treasury has re-opened
theissue of retaining photocopiesof identification
documents. Specifically, theagency issoliciting
comment on thefollowing issues:

For amore complete discussion of the customer identification rules, see the WCP Financia Institutions Group Newsletter dated May 23, 2003.

Letter from F. James Sensenbrenner, Jr., Chairman, House Judiciary Committee, to Dr. Richard Falkenrath, Assistant Director, the Homeland

Security Council (May 23, 2003).

*  ShouldtheClIPrulesrequirefinancia
institutionsto make and maintain aphoto-
copy of identification documentson which a
financial institution reliesto verify identity in
all cases?

* Shouldtherulesidentify specificinstancesin
which photocopies of documentsrelied on
must be made and maintained?

*  Shouldtheregulationsprovide guidanceto
financial institutions concerning risk factors
indicating when photocopying identification
documentsrelied on may be appropriate?

Identification Numbers for Foreign Individuals

The CIPrulesrequirefinancial institutionsto
obtain identification numbersfrom their customers.
For U.S. persons and entities, that number is asocial
security number or tax identification number.

Thefina rulesgivefinancia institutions
authority to accept, for non-U.S. persons, a number
that may be: (1) aU.S. taxpayer identification
number; (2) a passport number and country of
issuance; (3) an alien identification card number; or
(4) anumber and country of issuance of any other
government-issued document evidencing nationality
or residence and bearing a photograph or similar
safeguard. Any of the four is adequate so long as
theidentification information obtained issufficient for
thefinancial institution to form areasonabl e belief
that it knows the true identity of the non-U.S.
customer.

Chairman Sensenbrenner raised concerns
about these reguirements for non-U.S. persons.
Specifically, he argued that non-U.S. persons should
be required to present a passport and noted that
other foreign government-issued documentation lack
the safeguards that exist for passports. Of greatest
concern to the Chairman are* consular identification
cards,” acontroversial form of identification issued
by foreign governmentsto their nationalsresidingin
the United States.
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In response, Treasury has sought comments
on whether there are situations in which the CIP
rules should preclude banks and other financial
institutionsfrom using certain forms of foreign
government-issued identification for customer
identification purposes. Treasury seeks comments
on aseriesof questions:

*  Shouldtheregulations precludefinancial
institutions’ reliance on certain forms of
identification issued by certainforeign
governments?

*  Shouldtheregulationsrequirefinancia
institutionsto obtain a passport number from
al customers who are non-U.S. citizens?

* What are the anticipated effects on non-U.S.
citizensin the United States who are not
required to have a passport?

* What are the anticipated effects on non-U.S.
citizens who open accounts from abroad and,
thus, are not required to have a passport?

* |stheresufficient empirical informationto
enable Treasury to assess the utility of the
variousformsof foreign-issued identification
for purposes of accurately identifying the
holder?

Financial institutions covered by the CIP
rules are, and should be, concerned with these
issues. Chairman Sensenbrenner has indicated that,
inthe absence of regulatory action, hewill introduce
legidation requiring the additional recordkeeping
requirementsand prohibiting financial institutions
from relying on certain types of identification docu-
ments.

If you have questions or would like further
information about the customer identification rules or
other aspects of the Patriot Act, please contact:

Todd Stern +1 (202) 663-6940
todd.stern@wilmer.com

Satish Kini +1 (202) 663-6482
satish.kini @wilmer.com

David Cohen +1 (202) 663-6925

david.cohen@wilmer.com

Bruce Newman +1 (212) 230-8835

bruce.newman@wilmer.com

Stephen Heifetz +1 (202) 663-6558

stephen.heifetz@wilmer.com

Jonathan Hecht +1(202) 663-6984

jonathan.hecht@wilmer.com
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This letter isfor general informational purposes only and does not represent our legal advice asto any particular set of facts, nor does
this letter represent any undertaking to keep recipients advised asto all relevant legal developments. For further information on these
or other financial institutions matters, please contact one of the lawyers:

Philip D. Anker +1 (202) 663-6613 WilhelmHartung +44 (0) 20 7872-1075 JeanineMagurshak  +1 (202) 663-6867
Gregory A. Baer +1 (202) 663-6859 Stephen R. Heifetz  +1 (202) 663-6558 James H. Mann +1 (212) 230-8843
Ursula Bass +1 (202) 663-6203 Michael Hershaft +1 (202) 663-6427 David Medine +1 (202) 663-6220
ClareD. Bracewell  +1 (202) 663-6944 Kirk Jensen +1 (202) 663-6182 Eric Mogilnicki +1 (202) 663-6410
Russell J. Bruemmer +1 (202) 663-6804 Satish M. Kini +1 (202) 663-6482 Matthew P. Previn  +1 (212) 230-8878
J. Beckwith Burr +1 (202) 663-6695 Michael D. Leffel +1 (202) 663-6784 JessicaE. Singer +1 (202) 663-6133
David M. Capps +44 (0) 20 7872-1080 Christopher R. Lipsett +1 (212) 230-8880 Daniel H. Squire +1 (202) 663-6060
Ricardo R. Delfin +1 (202) 663-6912 DavidA. Luigs +1 (202) 663-6451 Natacha Steimer +1 (202) 663-6534
Simon Firth +44 (0) 20 7872-1036 Martin E. Lybecker  +1 (202) 663-6240 Todd Stern +1 (202) 663-6940
Franca Harris Gutierrez +1(202) 663-6557 Manley Williams +1 (202) 663-6595
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