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II_;!"'_ DEVELOPMENTS: ELECTRONIC SIGNATURES

The proposed Uniform Electronic
Transactions Act (“UETA”) generdly
establishes the equivalency of electronic

signatures and hand-written signatures for
most business, commercial, or
governmental activities.

E-commerce dedl s are often made by asingle mouse
click (e.g., when aconsumer submitsabook order to
Amazon.com) or without any humaninteraction at all
(e.g., whenamanufacturer’ scomputer automaticaly
orderswidgetsfrom aparts supplier’ scomputer).
Such*ggnatures’ lack theformalitiesthat accompany
thesigning of apaper contract and, unlikefax signa
tures, do not bear aresemblanceto written contractual
acknowledgements. Theabsence of traditional
manifestationsof intention and authenticity hascalled
into question whether an* dectronic sgnature’ qudifies
asa“dgnedwriting” withinthemeaning of the Uniform
Commercid Code (“UCC”) and, morefundamentaly,
whether an el ectronic signature can expresstheintent
necessary to create avalid, binding contract.

Background

Agreements predicated on el ectronic signaturesare
probably binding even under traditiona contractual
rules. The UCC providesthat any “symbol” may be
usedto“sign” a“writing” solong asitis* executed
or adopted by aparty with present intention to
authenticateawriting.” Courtshavelong held, or
assumed, that faxed sSignatures, typewritten Ssgna-
tures, telexes, and tdlegrams manifest sufficient intent
to qudify as“sgned writings’” within themeaning of
the UCC. A signature at theend of anemail, or the
submission of aname and credit card number to
Amazon.com, or awidget order placed using an
identifiable customer number, isa“symbol” that
could beused to “authenticate” an intention to enter
into acontractual agreement. Each such electronic
signatureis comparableto other non-handwritten
signatures previoudy accepted by courts.

New L egidation Announced

Nonetheless, with billions (and, one day, trillions) of
dollarsontheline, any doubt asto thevalidity of
€lectronic transactions createsinsecurity and threat-
ensto retard the devel opment of e-commerce. To
date, the states have been dow to implement
measuresto dlay theseinsecurities. Virtualy every
state has passed or isconsidering legidation to make
somekindsof dectronic sgnaturesbinding for
certain kinds of transactions— but fewer than ten



dtates have enacted legidation confirming that any
electronicSgnatureisavaid, binding expression
of intention for most (if not al) agreements.
Recently, however, nationd |egidation hasbeen
announced that may addressthese concerns.

OnJuly 29, the National Conference of Commis-
sionerson Uniform State Laws (“NCCUSL”) —
the same organi zation that drafted and now
updatesthe UCC —approved a proposed
Uniform Electronic TransactionsAct (“UETA™)
that generally establishesthe equivaency of
electronic sgnatures and hand-written signatures
for most business, commercid, or governmental
activities. Under UETA, eectronic transactions
or signaturesareno lesslegal or enforceablethan
their paper counterparts; €l ectronic documentsor
recordsarethe sameas“written” documentsor
recordsfor al lega purposes(including therules
of evidence); and dectronic Sgnatures satisfy dl
legd requirementsfor asignature or “signed
writing.” UETA codifieswhat wasimplicitinthe
UCC: any symbolicrepresentation, expres-
sion, or manifestation of intent, in any
medium, satisfiestherequirement of a
“dgned writing.”

The scope of UETA extendsto all aspects of
electronic commerce. UETA broadly definesan
“electronic signature’ to be*“an el ectronic sound,
symbol, or process attached to or logically
associated with an electronic record or adopted
by apersonwith theintent to sgn theeectronic
record”; “eectronic” inturnisdefined torelateto
“technology having dectricd, digital, magnetic,
wirdess, optical, electromagnetic, or smilar
capabilities” Thus, anemail isaneectronic
signature—and soisafax, apager message, an
|CQ message (or another “instant message’), a
post inan electronic chat room, an electronic bid
on eBay, amouseclick confirming apurchaseon
an e-commerce website, an automated data
exchange between two computers, or eventhe
tonethat soundswhen abutton on atouch-tone
phoneis pushed.

UETA'sapproach isintended to resolve uncertainties
relating to writing and signature requirementsby affirming
the use of electronic signatures and records asauthorized
“dgnedwritings.” UETA saysthat eectronic Sgnatures
can bevalid, but does not address how to provethe
authenticity andintegrity of agiven eectronic sgnatureor
record. Thisquestion hasbeen |eft open to beresolved
inaccordance with traditional contract law principles.

UETA takesan gpproach that isdifferent from many of
theearlier state efforts. Thefirst wave of state electronic
signature statutes often provided that certain kinds of
€lectronic signaturesand records—usually thosethat
relied on sophisticated encryption techniquestotiea
given message to aparticular author —would be pre-
sumed to be authentic and undtered. Butingranting
preferred typesof € ectronic signaturesthe benefit of a
presumption of vaidity, those statutes both called into
question thelegality of less securetypesof electronic
signatures (such asemail) and required rigor that has
never been required of paper writings. UETA'’s
minimalist approach, by contrast, confirmsthelegdity of
millions of undisputed transactionswhilerecognizing thet,
inthe case of acontract dispute, more secure el ectronic
sgnatureswill beeasier to substantiate under existing
rulesof law.

The states are under no obligation to embracethe
approach taken by NCCUSL. Congressis, however,
contemplating legidation that would strongly encourage
the statesto passUETA. Immediately after NCCUSL
approved UETA, therelevant Senate and House com-
mittees each reported bills (S. 761 and H.R. 1714) that
adopt UETA’scentral provisonsand definitionsalmost
word-for-word. Like UETA, both billsestablishthe
genera validity of eectronic recordsand sgnatures, and
providethat e ectronic Sgnatureswill satisfy any legal
requirement that acontract or agreement besigned or in
writing. Both billsexpresdy preempt contrary statelaw
unlessastate adopts UETA (to which both billsrefer by
name). Congressisexpected to consider thetwo hills,
which arelargdly identical, during thefal of thisyear.
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Congressisin recessuntil Wednesday,
September 8.

Cybersguatting. On August 5, the Senate passed a
bill (S. 1461) prohibiting bad faith and abusive conduct
intheregistering of domain names by personswho seek
to profit unfairly from the good will associated with
existing trademarks. Registration of namesthat are
“identical to, confusingly smilar to, or dilutiveof a
trademark or service mark of another that isdistinctive
at thetimeof registration of the domain name without
regard to the goods or servicesof the partiestherewith”
will be subject to civil pendties of up to $100,000.

Database protection. On August 5, the House
Commerce Committee approved legidation (H.R.
1858) (see, generally, E-Commerce News of February
1999) to provide copyright protection to online
databasesto prevent onlinetheft of origina databases
by setting civil pendtiesfor selling copied information,
such asstock market quotes.

Electronicsignatures. On August 5, theHouse
Commerce Committee approved legidation (H.R.
1714) (discussed inthisedition of E-Commerce News)
that would make el ectronic sgnaturesaslegaly binding
aswritten onesand prohibit statesfrom denying the
validity of contractssigned electronically.

| nternet access. On July 28, Rep. Earl Blumenauer
(D-OR) introduced abill (H.R. 2637) to protect
consumer and community choicesin accessto Internet
providers. More specificaly, thebill: pavestheway for
local communitiesto ensurethat consumers can access
the ISP of their choice over the cable platform without
having to pay twice; dlowsthe FCC toresolveany
interconnection, technicd or logistica standardsthat
may ariseasaresult of localities requiring open access,
allows| SPs accessto acable platform through existing
leased accessrequirements; and clarifiesthat
telecommuni cations services offered by cable operators
should beregulated astelecommuni cations services.

Privacy/financial infor mation. TheFinancid
| ngtitutions Subcommittee of the House Banking

Committee held two hearings during the week of
August 9focusing onfinancid privacy. Onthefirst
day of hearings, financial ingtitutionsrepresenta
tives discussed arange of concerns about the
privacy provisionsinH.R. 10. The President of
the|CBA said thebill’ sopt-out provisonwould
discriminate against community banksby alowing
consumersto block financid ingtitutionsfrom
sharing their persond financid informationwith
third partiesbut not with holding company affili-
ates. Inday two of the privacy hearings, Comp-
troller of the Currency John Hawketestified that
alowing consumersto block their financid
ingtitutionsfrom sharing persona information with
third partiesbut not affiliatesis“untenable.” The
Comptroller said he does not think that customers
will make adistinction between affiliatesand third
parties, and that not giving an opt out choice
regarding information-sharingwith al entities
could undermine consumers’ trust inthe banking
System.

Workinggroup. OnAugust 9, Presdent Clinton
announced the creation of anew working group
on unlawful conduct onthelnternet. Many
federal agencieswill participateintheworking
group, whichisto make recommendationsin four
months concerning waysto combat illega online
activity (including child porn and the sale of guns,
drugs, and explosives).



David R. Johnson
William F. Adkinson, J.
W. Scott Blackmer
Brandon Becker
Russ| J. Bruemmer
Patrick J. Carome
LouisR. Cohen
Susan P. Crawford
Stephen P. Doyle
DavidG. Gray
FrancaHarris
Andrew Herman
LauraHeymann
Samir C. Jain

Mary Kostel

David M. Kreeger
CharlesS. Levy
John B. Maull
Jeffrey E. McFadden
John A. Payton
Danid Phythyon
JamesR. Wrathall
SooJ.Yim

WCP'sE-Group

202-663-6868
202-663-6530
202-663-6167
202-663-6979
202-663-6804
202-663-6610
202-663-6700
202-663-6479
202-663-6282
202-663-6299
202-663-6557
202-663-6422
202-663-6957
202-663-6083
202-663-6896
202-663-6407
202-663-6400
202-663-6269
202-663-6385
202-663-6325
202-663-6545
202-663-6895
202-663-6958

DJohnson@wilmer.com
WA dkinson@wilmer.com
SBlackmer@wilmer.com
BBecker@wilmer.com
RBruemmer@wilmer.com
PCarome@wilmer.com

L Cohen@wilmer.com
SCrawford@wilmer.com
SDoyle@wilmer.com
DGray@wilmer.com
FHarris@wilmer.com
AHerman@wilmer.com
LHeymann@wilmer.com
SJan@wilmer.com

MK ostel @wilmer.com
DKreeger@wilmer.com
CLevy@wilmer.com
IMaull@wilmer.com
JMcfadden@wilmer.com
JPayton@wilmer.com
DPhythyon@wilmer.com
JWrahdl @wilmer.com
SYim@wilmer.com

Thismemorandum isfor genera purposes only and does not represent our legal advice asto any
particular set of facts, nor does this memorandum represent any undertaking to keep recipients
advised asto all relevant legal developments.




