GONMINECE

The European Committee on Crime Problems has voted
to approvethefinal draft of a Convention on
Cybercrime. Thiswas an unsurprising move, and takes
the Convention one step closer to finalization by the
Council of Europe. From the point of view of U.S.
industry, one problem with the Convention may bethat it
encourages countries to create a patchwork of data
retention laws. The U.S. Department of Justiceis
continuing to take comments on the draft text of the
Convention, and is concerned that federalism issues
won't be taken into account. Here is a summary of the
Convention and its possible effects.

Background. The Conventionon Cybercrimeisthe
firstinternational treaty addressing crime committed
online. Drafted by the 43 member statesof the
Council of Europe, andincorporating contributions
from the United States, Canada, Japan, and South
Africa, the Convention has been revised over afour-
year period. The European Committee on Crime
Problems(“CDCP’), anintergovernmental expert
body reporting to the Committee of Ministersof the
Council of Europe, voted to adopt thefina draft on
Friday, June 22, 2001, and it was posted onlineon
Friday, June 29 [ http://conventions.coe.int/treaty/en/
projets/Find Cybercrime.htm).

Following approva by the CDCP, the Committee of
Ministersmust review the Convention before adopt-
ingit. TheCouncil of Europe estimatesthat this
could occur asearly as September 2001. Theresfter,
the Convention will take effect when five states,
including at least three Council of Europe member
dates, ratify it.
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How have commentator sreacted to the Conven-
tion? Oneof themost frequent criticismsof the
Convention relatesto the non-public manner inwhichit
waspromulgated. Publicinterest groups, business
interests, and advocacy groupshave had little
opportunity to contributeto the drafting processor to
havetheir input incorporated, although theU.S.
Department of Justice has solicited outside comment.
Thiswasparticularly troublesomeinlight of the
composition of theworking party draftingthe
Convention, which heavily favored law enforcement and
excludedindustry or non-governmental organization
representatives.

Another concernrelatesto costs. Under Article 15.3,
countrieshave no obligation to reimbursethird parties
for the cost of surveillance, notwithstanding repeated
requests by industry that the Conventionincorporate
suchaprovision. Industry spokespeopl e predict that
thehigh costsof compliancewith law enforcement
investigations could bankrupt smaller ISPsand lead to
increased user fees.

The Convention may also encourage countriesto create
widely-varying dataretention laws. (The EU recently
approved adataretention directive.) Law enforcement
interests benefit from dataretention requirements, but
dataretentionisfinancialy burdensome. Withno
requirement of cost reimbursement for dataretention,
and no uniform proposal ontheissueinthe Convention,
| SPsand industry interests onthe one hand, and law
enforcement interestson the other, arelikely to compete
for enactment of lawsfavorableto their respective
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positionsintheir own countries. Theresult might bea
panoply of different lawsthat could underminethe
benefitsof uniformity promised by the Convention.

Yet another consistent complaint pertainsto the author-
ity Article 19 grantsto law enforcement to coerce
Internet usersto discloseencryption keysandtheplain
text of encryptedfiles. Up until now, only ahandful of
countries— Singapore, Maaysia, India, and the UK
— haveimplemented such laws, and commentators
suggest that they implicate both rightsagainst self-
incrimination and the European Convention on Human
Rights.

Commentatorshave a so used the U.S. experiencewith
Carnivore— which compromised the network integrity
of Earthlink, see http://stopcarnivore.org/

carnfreei sps.htm — to suggest that certain practices
sanctioned by the Convention (specificaly, thered time
collection of traffic dataandinterception of content
dataprovisions) areathreat to providers' network

integrity.

Moreover, many fed the Conventionwill hamstring
security efforts. Internet security software companies
frequently usetoolsof the hacking tradeand virus
programsto locate weak spotsin computer systems.
Earlier draftsof the Convention inadvertently
criminaizedinnocent use of thesetools, thoughthefina
draft may have allayed these concerns.

Perhapstheissue most relevant to ratification of the
Conventioninthe United Statesisthe Convention’s
incongistency inrequiring dud criminaity asacondition
for mutual assistance. Toobtainaidinvestigatinga
citizeninanother country, the actsunder investigation
need not beillegd in both countries.

Meanwhile, the U.S Department of Justiceisanxiousto
ensurethat aclauserecognizing thedifferent commit-
ment to the Convention’ s principlesthat would be made
on behalf of federa formsof government (inwhich
satesarefreeto enact their own criminal laws) is
inserted. Franceisopposedtoinclusionof sucha
clause, and theissuewill bereviewed by agroup of
nationa government specidigsininternationd lega
cooperation.

What substantivecrimesdoesthe Convention
prohibit? The Convention establishestwo prelimi-
nary conditionsthat qualify an act ascrimina under
the Convention. First, anindividua must commitan
offenseintentionally. Second, anindividua must act
“without right.” The Convention defines* without
right” broadly so asnot toimpair countriesintheir
attemptsto implement the concept within their own
legal systems. Generdly speaking, “without right”
appearsto mean an act taken without authority or an
established legd defenseor judtification.

The Convention outlinesfour categoriesof offenses:

offensesagaing the confidentiality, integrity,
and availability of computer dataand sys-
tems,

computer-rel ated offenses,

content-related offenses; and
offensesrelated toinfringementsof copyright
andrelatedrights.

The Convention requiressignatoriesto adopt what-
ever laws may be necessary to establish these
offensesascrimesunder their domesticlaws. The
U.S. Department of Justice hasindicated that no
changesto U.S. law will beneeded. Inareport
issued just over six monthsago, the Department
explained that thiswas possibl e because the Conven-
tionwaslargely consstent withexisting U.S. law.
Moreover, flexibility washbuilt into the Convention:
signatory countries can takereservationson certain
provisons.

Offensesagainst theconfidentiality, integrity
and availability of computer dataand systems.
Fivevarietiesof offensesexist under thissubdivision.
They are:

illegd access,

illegd interception;
datainterference;
syseminterference; and
misuse of devices.

These categoriesare broadly designed to outlaw
computer hacking, including certainingtances of




intercepting non-public transmissionsof computer data,
altering or deleting computer data, and selling devices
(e.q., computer programs) that are designed primarily
to accomplish any of theforegoing.

Computer-related offenses. The Convention groups
computer-related forgery and fraud under this category.
Both requirethe unauthorized “ input, alteration, dele-
tion, or suppression of computer data.” Forgery
occurswhen thistampering resultsininauthentic data
that theindividual intends should be* considered or
acted uponfor lega purposesasif it were authentic.”
Fraud, onthe other hand, requiresthat thewrongful
conduct be committed with * theintent of procuring,
without right, an economic benefit for onesalf or for
another” and that thetampering result in property loss
to another.

Content-related offenses. Thisincludesproduction,
distribution, procurement, and possession of child
pornography. The Convention defines* child pornogra:
phy” toinclude“ redisticimagesrepresenting aminor
engaged insexualy explicit conduct,” whichwould
criminalizeimagesthat did not usereal children at any
point inthe processof their creation. However, the
Convention permitssignatory countriesto reservethe
right not to apply that provision. Accordingtothe
Council of Europewebsite' ssummary of the Conven-
tion, aprotocol will also regulatethe online propagation
of racist and xenophobic ideas.

Offensesrelated toinfringementsof copyright and
related rights. The Conventionrequiresthe
crimindization of infringement “ committed willfully, ona
commercial scaleand by meansof acomputer system.”
Neither the Convention, nor the Explanatory Memo-
randum Related Thereto prepared by the Committee of
Expertson Crimein Cyberspace, definestheterm
“commercial scale,” whichleaves some question about
whether the Convention crimindizeswidespread online
filesharingfor personal use.

What procedur esdoesthe Convention establish?
The Convention providesfor thefollowing:

expedited preservation and rapid disclosure of
data, both stored and traffic data,

production of computer dataand subscriber
informetion,

search and sei zure of stored computer data, and
real-time collection of traffic dataand intercep-
tion of content data.

However, the Convention al so mandates conditionsand
safeguards against abuse of these procedures. Article
15 appliesdomesticlaws, international treatieson
humanrights, and other internationa instruments
“incorporat[ing] theprincipleof proportiondity” tothese
procedures. Inappropriate circumstances, before
proceeding under these articles, law enforcement
officialsmust obtain prior authorization by ajudgeor a
comparableindependent authority.

Who hasjurisdiction? Notwithstanding thevirtual
nature of thelocation of cybercrime, thejurisdictiona
rulesset forthin the Convention are earth-bound. A
country hasjurisdiction over any offense outlawed by
Articles2-11if the crime occurred:

initsterritory;

onboard ashipflyingitsflag;

on board an aircraft registered under itslaws;

by oneof itsnationdsif theoffenseispunishable
under thelaw of the country whereit was
committed or whereit occursoutsidethe
territoria jurisdiction of any country.

The Convention doesnot trump criminal jurisdiction
exercised pursuant to domesticlaw. When morethan
onecountry assertsjurisdiction, the Convention callsfor
consultation between the partiesto determine the most
suitablejurisdiction.

What rulesdoesthe Convention adopt for inter na-
tional cooper ation among signatory countries? The
Convention articulates both general and specific prin-
ciplesfor international cooperation.

General Principles. Article23 providesgeneraly for
cooperation through the application of existing interna-
tional agreements, agreements premised on uniformlaws
and reciprocity, and domestic laws.




Article24 setsforth principlesrelating to extradi-
tion. Basicdly, if thelawsof both countriesimpli-
cated providefor punishment of at |east ayear for
the offenses established under Articles 2-11, then
the Convention authorizesextradition.

Article 25 announcesgenerd principlesrelatingto
mutual assstance. Unlessotherwisespecified,
requestsfor mutual assistance are subject to
conditionsset forthinexisting tresties, including the
grounds on which acountry canrefuse assistance.
Moreover, wherethe Convention specifiesthat a
country may condition mutua assistanceon dua
criminality (that is, that theoffenseiscrimina in
both jurisdictions), Article 25(5) deemsthat condi-
tion satisfied solong asthe offenseisacrimeinthe
requested country, regardlessof whether itisa
crimewithin the same category of offense(e.g.,
felony, misdemeanor).

Inthe absence of arelevant mutual assistancetreaty
or other arrangement, requestsfor mutua assis-

tance must conformto the procedureoutlinedin
Article27. Article 27 mandatesthat signatory
countriesestablish centra authoritiesthroughwhich
requestsfor mutual assi stance must be cleared.

Article 26 permits countries spontaneoudy to
produceinformation uncovered inthe course of their
investigationsto another country.

SpecificPrinciples. Articles29-34 set forth
specific proceduresfor requesting mutual assistance
inexecuting the proceduresestablished inArticles
16-21: expedited preservation of data, real-time
collection of traffic data, interception of traffic data,
€tc.

Article 35 decreesthat signatory countriesestablish
apoint of contact available 24 hoursaday, seven
daysaweek, to provide hel pwith technical issues,
inquiriesabout legd information, preservation of
data, collection of evidence, and | ocation of sus-
pects.

This memorandum is for general purposes only and does not represent our legal advice as to any
particular set of facts, nor does this memorandum represent any undertaking to keep recipients
advised as to all relevant legal developments.
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