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Webinar Guidelines
–
–
–
–

Participants are in listen-only mode
Submit questions via the Q&A feature
Questions will be answered as time permits
Offering 1.0 CLE credit in California and New York*

WilmerHale has been accredited by the New York State and California State Continuing Legal Education Boards as a provider of
continuing legal education. This program is being planned with the intention to offer CLE credit in California and non-transitional
CLE credit in New York. This program, therefore, is being planned with the intention to offer CLE credit for experienced New York
attorneys only. Attendees of this program may be able to claim England & Wales CPD for this program. WilmerHale is not an
accredited provider of Virginia CLE, but we will apply for Virginia CLE credit if requested. The type and amount of credit awarded
will be determined solely by the Virginia CLE Board. Attendees requesting CLE credit must attend the entire live program. CLE
credit is not available for those who watch on-demand webinar recordings.
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Agenda
– Introduction
– Enforcement and Compliance: What is OFAC Trying to Tell Us?
– Expanding the Reach of US Sanctions: IEEPA’s Flexibility and
Extraterritoriality
– Challenges for Financial Institutions
– Emerging Tech: Applying Old Rules to New Players
– The Role of Congress
– Questions
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OFAC Enforcement
– OFAC enforcement actions signal its policy priorities
• Majority continue to target Iran
• While OFAC’s largest settlements continue to be with banks, the breadth of industries represented by the
agency’s enforcement targets demonstrates OFAC’s increasingly high standards for corporate compliance
across all sectors

– Recent OFAC enforcement actions and its Framework for OFAC Compliance Commitments,
OFAC have identified key sources of regulatory violations, including:
• Conduct of foreign subsidiaries

• Supply chain risks
• Nonexistent or inadequate sanctions
compliance programs
• Facilitation and causation
• Application of the 50 percent rule

• Misinterpretation or failure to understand OFAC
regulations
• Outdated or inefficient sanctions screening
software
• Failure to conduct adequate counterparty
diligence
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OFAC Enforcement Trends
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Private Sector Engagement
– Understand the policy objectives for existing
sanctions programs or any proposed
changes
– Use opportunities for engagement to
inform/educate OFAC about relevant industry
and how it fits into the sanctions framework
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Guidance on Compliance Expectations
– “As the United States continues to
enhance our sanctions programs, ensuring
that the private sector implements strong
and effective compliance programs that
protect the U.S. financial system from
abuse is a key part of our strategy”
- Sigal P. Mandelker, Under Secretary for
Terrorism and Financial Intelligence
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Expanding the Reach of US Sanctions: IEEPA’s Flexibility
and Extraterritoriality
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Conflict of Laws
– The EU reactivated the 1996 Blocking Statute
– The statute is intended to penalize EU companies
that comply with certain US sanctions, e.g.:
•
•

Secondary sanctions on Iran
Helms-Burton Act

– No enforcement actions pursuant to the Blocking Statute to date
Special Purpose Vehicle
(i.e., INSTEX)
– Set up by the EU and others to facilitate
EU-Iran trade
– INSTEX is essentially a barter system (for
now), and the extent to which INSTEX will
be of practical use in these circumstances
is still unclear

“We don’t see any corporate demand for a special purchase vehicle to
evade American sanctions. I think any international corporation that has
links to the U.S. financial system is always going to choose the American
market over the Iranian market. I think we’ve made clear, everybody
understands that we will sanction any sanctionable activity.”
– Brian Hook, US Special Representative for Iran (Feb. 15, 2019)
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Challenges for Financial Institutions
– Continued OFAC enforcement actions against financial institutions
• Three enforcement actions in 2019, totaling nearly $ 1.27 billion
– Western Union Financial Services, UniCredit Bank AG, Standard Chartered Bank

– Key risk areas for financial institutions:
• On-boarding diligence
• Effective use of screening technology
• Causation, including through stripping and other misrepresentations
• Facilitation, including in connection with overseas subsidiaries
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Challenges for Financial Institutions – China
– High risk exposure for financial transactions with a China nexus
• Major Chinese companies and banks have been found to have evaded Iran and North
Korea sanctions

• Illicit financing

– A traditional sanctions compliance program may not adequately account for Chinarelated risks
– Banks and other multinational institutions should consider implementing
specialized controls for activities involving China
• May have overlap among sanctions, AML, FCPA, etc., risks/compliance programs
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Emerging Tech: Applying Old Rules to New Players
– “As Iran becomes increasingly isolated and desperate for access to U.S.
dollars, it is vital that virtual currency exchanges, peer-to-peer exchangers,
and other providers of digital currency services harden their networks
against these illicit schemes.”
- Sigal P. Mandelker, Under Secretary for Terrorism and Financial Intelligence
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Emerging Tech: Applying Old Rules to New Players
– In March 2018 issued Frequently Asked Questions (FAQs) that addressed digital
currencies for the first time, including:
• Declaring a “whole-of-government” strategy to combat global threats that includes the use of
emerging payment systems to conduct proscribed transactions and evade US sanctions
• Defining key terms such as “digital currency” and “digital currency wallet”
• Affirming that compliance obligations are the same regardless for digital and fiat currency
transactions

– OFAC has begun to identify digital currency addresses associated with designated
persons
• Aug. 2019: OFAC sanctioned three Chinese individuals under the Foreign Narcotics Kingpin
Designation Act and listed bitcoin / litecoin addresses associated with those individuals in the
designation
• Nov. 2018: OFAC identified the addresses of two Iranians whom it alleged had “helped exchange
digital currency (bitcoin) ransom payments into Iranian rial on behalf of Iranian malicious cyber
actors involved with the SamSam randomware scheme,” and stated that over 7,000 transactions
had processed through the two identified addresses
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Role of Congress
– Congress has taken an active role in policing the Trump
Administration’s implementation of US sanctions
– Primary areas of Congressional interest have included
human rights (Global Magnitsky) and Russia sanctions

— Congress will tend to develop new
legislative sanctions when it perceives
the executive branch to be a reluctant
partner in advancing US foreign policy
or national security interests
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Proposed Legislation
– Russia is the primary focus of various bills with sanctions implications,
e.g.:
• Defending American Security from Kremlin Aggression Act (DASKA) (S. 482)
– Targets investments in Russian energy projects and transactions in Russian sovereign
debt

• Defending Elections from Threats by Establishing Redlines (DETER) (S. 1060)
– Seeks to penalize Russian interference in US elections and to block the property of
all persons on the Department of the Treasury’s oligarchs list

– Tracking these and other sanctions bills in Congress is increasingly
important to ensure effective compliance, given the frequency and
breadth of legislative changes to the US sanctions regime
16
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