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'or many years, the U.S. Securities and Exchange
FCommission (SEC) and other administrative

agencies have routinely issued subpoenas to
employers requesting any and all documents in an
employer’s possession, custody or control sent or
received by particular employees within a speci-
fied date range. By their expansive terms, these
subpoenas often require employers to produce
their employees’ personal or private communica-
tions, such as personal emails sent to spouses or
significant others, text messages sent to friends
and family, and records of personal Internet use
on company computers. Issued without judicial
authorization, these subpoenas can be based upon
mere suspicion or official curiosity.!

This broad license given to administrative
agencies stems from two sources: first, expan-
sive Congressional grants of authority in statutes;
second, court cases from the past century grant-
ing government agencies wide berth under the
Fourth Amendment.? For example, Congress has
authorized the SEC to subpoena documents upon
a determination that the documents may be “rel-
evant or material to [an] inquiry.” And the federal
courts, adhering to a standard that has remained
largely unchanged since 1946, recognize only a
vague reasonableness limitation under the Fourth
Amendment on the exercise of administrative sub-
poena authority. For the employer receiving the
subpoena, the subpoena only need be “sufficiently
limited in scope, relevant in purpose, and spe-
cific in directive so that compliance will not be
unreasonably burdensome.™ This reasonableness
standard “cannot be reduced to formula,” because
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“relevancy and adequacy or excess in the breadth
of the subpoena are matters variable in relation to
the nature, purposes and scope of the inquiry.”

This weak reasonableness limitation is relaxed
further by the federal courts’ deployment of the
third-party records doctrine, first articulated by
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Subpoena Compliance Rules
ly in the Digital Age?
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the Supreme Court in 1976.” This doctrine provides
that “a person has no legitimate expectation of
privacy in information he voluntarily turns over
to third parties,” and is not entitled to notice of a
subpoena requesting such information from third
parties.? Federal courts often find that communica-
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tions sent or received by an employee using an
employer’s network are voluntarily provided to
the employer, such that the communications are
not entitled to any expectation of privacy.l’ As a
result of the third-party records doctrine, employ-
ees often lack the opportunity and grounds to chal-
lenge subpoenas requiring the production by their
employers of their personal communications sent
or received over their employer’s network.

An employer’s capacity to produce more types
of an employee’s personal communications to the
government has been greatly enhanced by tech-
nology over the last decade:

All email that is sent or received through
[company owned proprietary email accounts]
is stored in the server and can be viewed later
... . In order for an employer to monitor an
employee’s personal, web-based email, such
as Yahoo, Hotmail, or Gmail, the employers
have to exert a little more effort. New technol-
ogy allows employers to monitor web-based
email messages and chat conversations,
record keystrokes, and take screenshots of
what appears on an employee’s screen. To use
this new technology, employers must install
additional software or hardware directly onto
an employee’s computer.!!

In addition, an increasing number employees
are using the same mobile devices (such as lap-
tops, smartphones and tablets) for personal and
business purposes. While employers historically
issued company-owned mobile devices to their
employees to enable remote access to company
computers, employees are now using company
devices to engage in personal computing that
involves a host of private activities and content,'?
such that employees have little or no basis to
protect personal communications.'® Additionally, a
growing number of employers have implemented
“bring your own device” (BYOD) policies, allowing
employees to use their personal mobile devices
to create, store and transmit work-related data.!*
BYOD turns an employee’s personal mobile device
into something used for both personal and work-
related activities.!® Certain courts have indicated
that an employer’s “carefully crafted electronic
use policy could eradicate, or at least consid-
erably [diminish], an employee’s reasonable
expectation of privacy”' in the personal use of
employer-issued or BYOD electronic devices such
as laptops and cell phones.!”

But help is on the way. Recent decisions by
the courts have expressed concern that, in the
modern age of ubiquitous electronic communi-
cations (all of which are to some extent volun-
tarily disclosed to third parties), rigid adherence
to the third-party records doctrine could erode
the privacy guarantees of the Fourth Amend-
ment by enabling the government to subpoena
and aggregate voluminous personal information
from third parties with only a minimal showing
of relevance or need. In the digital age, these

recent decisions suggest that it is time to recon-
sider the premise that an individual has no rea-
sonable expectation of privacy in information
voluntarily disclosed to third parties.

In United States v. Jones,'8 the Supreme Court
unanimously held in 2012 that the attachment of
a global positioning system (GPS) to a car for a
period of four weeks amounted to a search under
the Fourth Amendment. Justice Sonia Sotomayor,
in her concurrence, and Justice Samuel Alito, in
his concurrence joined by three other justices,
ventured beyond the particular issue presented
in the case and discussed the need to rethink
expectations of privacy in the digital age. The five
justices who concurred in Jones stressed that the
modern advances of technology have removed one
of the main impediments to intrusive government
surveillance—namely, the difficulty and cost of
traditional investigative techniques."” Both concur-
rences observed the ease with which surveillance
can now be conducted and the ease by which
the government can now mine and synthesize
that data.?’ These factors caused Sotomayor to
question the continued viability of the third-party
records doctrine in the digital age:

An employer's capacity to pro-
duce more types of an employ-
ee’s personal communications
to the government has been
greatly enhanced by technology
over the last decade.

More fundamentally, it may be necessary to
reconsider the premise that an individual has
no reasonable expectation of privacy in infor-
mation voluntarily disclosed to third parties.
This approach is ill-suited to the digital age, in
which people reveal a great deal of informa-
tion about themselves to third parties in the
course of carrying out mundane tasks ... . But
whatever the societal expectations, they can
attain constitutionally protected status only if
our Fourth Amendment jurisprudence ceases
to treat secrecy as a prerequisite for privacy.
would not assume that all information volun-
tarily disclosed to some member of the public
for a limited purpose is, for that reason alone,
disentitled to Fourth Amendment protection.?!
In another recent case from 2010, United States
v. Warshak,? the U.S. Court of Appeals for the Sixth
Circuit, holding that an individual has a reasonable
expectation of privacy in emails stored with an
Internet service provider (ISP), barred the gov-
ernment from compelling production of certain
documents from an ISP absent a warrant or some
exception to the warrant requirement. The court

observed that although “a subscriber agreement
might, in some cases, be sweeping enough to defeat
areasonable expectation of privacy in the contents
of an email account, we doubt that will be the case
in most situations ... . [T]he mere ability of a third-
party intermediary [such as an ISP] to access the
contents of a communication cannot be sufficient
to extinguish a reasonable expectation of privacy
... . Nor is the right of access [decisive as to the
reasonableness of an expectation of privacy].”*
The Sixth Circuit stressed the quantity and quality
of information stored in a personal email account:

Since the advent of email, the telephone call
and the letter have waned in importance, and
an explosion of Internet based communication
has taken place. People are now able to send
sensitive and intimate information, instanta-
neously, to friends, family, and colleagues half a
world away. Lovers exchange sweet nothings,
and businessmen swap ambitious plans, all
with the click of a mouse button. Commerce
has also taken hold in email. Online purchases
are often documented in email accounts, and
email is frequently used to remind patients and
clients of imminent appointments. In short,
“account” is an apt word for the conglomera-
tion of stored messages that comprises an
email account, as it provides an account of its
owner'’s life. By obtaining access to someone’s
email, government agents gain the ability to
peer deeply into his activities.?*

While the need to rethink reasonable expec-
tations of privacy in the digital age seems obvi-
ous, fashioning new rules interpreting the Fourth
Amendment is a daunting task. Indeed, while Alito’s
concurrence in Jones discusses the need to rethink
privacy in the digital age, it makes no effort to
delineate new rules establishing the point at which
the GPS monitoring became unreasonable. Instead,
Alito’s concurrence simply concludes that “[w]e
need not identify with precision the point at which
the tracking of this vehicle became a search, for the
line was surely crossed before the 4-week mark.”

Despite the unquestionable difficulties in fash-
ioning new Fourth Amendment standards, a few
new approaches can be advanced in the context of
administrative subpoenas issued to employers for
employee communications. First and foremost, it
seems as if the third-party records doctrine should
not bar all claims of a reasonable expectation of
privacy in personal communications sent over an
employer’s network, even where an employer’s
policies provide for the monitoring and inter-
ception of such communications. In evaluating
whether an expectation of privacy in emails sent
over an employer’s network is reasonable under
the Fourth Amendment, the federal courts should
analyze the privacy expectations in the context
of a modern, technologically advanced world
and shift its analysis to what society expects to
remain private.? Recognizing that an employee
has areasonable expectation of privacy in certain
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personal communications “voluntarily disclosed”
to an employer would provide employees with
a constitutional basis to challenge administra-
tive subpoenas from the government which
demand production of those communications
from their employers.

Second, the courts may want to consider requir-
ing, in certain circumstances, that notice be pro-
vided to employees whose personal emails and
texts are being collected. Merely recognizing that
areasonable expectation of privacy may exist for
personal emails sent over the employer’s network
would not sufficiently protect an employee’s pri-
vacy interests if the employee remains ignorant
of their imminent production.?” To be sure, an
employee’s interest in receiving notice of a sub-
poena’s request must be balanced against impor-
tant public interests in maintaining the secrecy
and efficacy of administrative investigations. To
address these countervailing concerns, the courts
might allow delayed notice to the employee upon
a showing by the administrative agency that
prior notice could jeopardize the investigation.
Permitting delayed notice to employees in such
circumstances would allow administrative agen-
cies to maintain the secrecy and efficacy of their
investigations and avoid tipping-off targets while
at the same time providing some protection to the
employee’s reasonable expectations of privacy.

Third, the federal courts could grant permissive
intervention to employees under Rule 24(b) of
the Federal Rules of Civil Procedure to challenge
the reasonableness of administrative subpoenas
requesting production of their personal com-
munications from their employers. The courts
could require that the employee bear the initial
burden of proving through in camera inspection
that the subpoena’s request would require the
production of personal communications for which
the employee has a reasonable expectation of
privacy.?® Upon such a showing, the court could
allow the employee to challenge the reasonable-
ness of the subpoena’s request. The court could
then balance the employee’s privacy interest with
the communications’ relevance to the agency’s
investigation. Where communications are clearly
personal or private in nature, the courts could
require the government to make some showing
of need before compelling the production of the
subject emails and texts.? Alternatively, if the
scope of the subpoena is so broad as to require
the production of myriad personal and private
communications, the courts could consider impos-
ing ex ante limiting provisions to screen out those
communications from production.
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