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The large-scale data breaches at Target,
Neiman Marcus, and eBay are only three
of the most visible examples of the grow-
ing importance of privacy and data secu-
rity to the payments system. As firms in the
financial sector and the broader payments
system—and their vendors—have become
more and more dependent on digital meth-
ods of storage and transmission of infor-
mation, protecting that information, from
both external attack and internal loss, has
increasingly become a high priority of se-
nior management and boards of directors.
Regulatory agencies in turn—at the state
and federal levels, as well as in other coun-
trics—have greatly increased their focus
on companies’ privacy and data security
practices, both as they may affect consum-
ers and as they may influence companies’
financial soundness.

Some regulators have developed guid-
ance or standards applying across many
sectors of the economy. In October 2011,
for example, the Securities and Exchange
Commission (SEC) issued guidance alert-
ing all publicly traded corporations that

they need to consider cybersecurity inci-
dents in making disclosures about material
financial risks in their periodic securities fil-
ings.! In February 2013, President Obama
issued an executive order requiring, among
other things, the development of voluntary
cybersecurity standards for all elements of
the economy deemed to be “critical infra-
structure,” including the financial system.?
This February, the National Institute of
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Standards and Technology (NIST) published the
first version of the required standards, providing
an important roadmap for all companies to con-
sider in assessing and improving their data security
practices.? The Federal Trade Commission {FTC)
has dramatically stepped up its enforcement ef-
forts concerning companies’ privacy and data se-
curity policies, pressing to establish data security
obligations under its broad authority to police
“unfair” trade practices and requesting enhanced
rulemaking authority in these domains.* In May
2014, to give just one example, the FTC issued
a report on data brokers, concluding that these
companies operate “with a fundamental lack of
transparency” and asking Congress to consider
legislation to grant consumers opt-out rights and
means to access information about them held by
these companies.’

Other regulatory efforts have been more sector-
specific. In April, for example, the SEC’s Office
of Compliance Inspections and Examinations
(OCIE) issued a “Risk Alert” announcing steps
being taken by the OCIE to assess cybersecurity
preparedness among broker-dealers and invest-
ment advisers.®

One of the most recent entrants into this rap-
idly developing domain is the newest federal fi-
nancial regulator, the Consumer Financial Protec-
tion Bureau (CFPB). Created less than four years
ago under Title X of the Dodd-Frank Act, the
CFPB has rapidly developed wide-ranging regu-
latory, enforcement, and supervision programs.
Concentrating on its core consumer protection
mission, the Bureau has so far focused its efforts
on laws and rules governing the ways in which
the providers of consumer financial products and
services subject to its jurisdiction develop, mar-
ket, and maintain those offerings. The Bureau has
only just begun to take its first steps in addressing
questions of privacy and data security. But as pri-
vacy and data security become ever more impor-
tant elements of consumer financial products and
services, we are likely to see a rapid expansion in
the Bureau’s attention to data confidentiality and
integrity.

This article provides an initial assessment of
the CFPB as a privacy and data security regula-
tor. After a brief description of some of the poten-
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tial threats to privacy and data security facing the
consumer financial sector, we describe a number
of small steps the CFPB has taken recently to as-
sert its prerogatives as a privacy and data security
regulator, We then examine the statutes empower-
ing the CFPB that are most likely to provide the
foundation for more extensive CFPB efforts in
these areas, and particularly its authority to po-
lice unfair, deceptive and abusive practices related
to consumer financial products and services. With
respect to privacy and data security, the CFPB
need not act alone, but may also act as the newest
member of the Federal Financial Institutions Ex-
amination Council (FFIEC), and so we also note
a number of recent FFIEC actions in which the
CFPB has joined in addressing new privacy and
data security issues. Finally, we describe some of
the controversy that has arisen in the past year,
particularly in Congress, over the CFPB’s own pri-
vacy and data security practices.

Some Privacy and Data Security
Concerns

Just listing, let alone analyzing, the techno-
logical and economic developments pushing
privacy and data security to the top of many
companies’ and regulators’ concerns could oc-
cupy an entire article. But at least a brief outline
of those developments is important to setting
the CFPB’s activities in context. Three complex
and interrelated changes may be captured under
the headings of big data, mobility, and “the In-
ternet of things.”

By “big data” here, we mean simply the ex-
ponential growth over the last 20 years or so
in the ability of companies and governments to
collect, store, analyze, and exploit collections
of data, notably including data on particular
individuals. Edward Snowden’s revelations
about the National Security Agency’s surveil-
lance activities have helped make the prospect
of this sort of data collection by governments
a matter of public debate. But, as the recently
released report of the White House task force
on big data indicates, the ability to collect and
find profitable uses for large collections of in-
formation, including particularly personally
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identifiable information (PII), has become cen-
tral to the business models of more and more
companies as well.” These data collection, re-
tention and analysis capabilities raise concerns
both about the privacy of the individuals about
whom data has been collected vis-a-vis the enti-
ties doing the collecting and about the ability
of those entities to protect that data from unau-
thorized disclosure to third parties.

Sensitive information now has more “mobil-
ity” than ever before. Not long ago, digital in-
formation resided largely in stationary comput-
ers connected, if at all, by wires. Today, mobile
devices of many kinds and wireless communi-
cations have dramatically expanded the means
by and frequency with which digital informa-
tion is transferred and stored. These changes
again raise new challenges for protecting the
confidentiality and integrity of the ever larger
quantities and types of data being communi-
cated and collected by more and more people,
through more and more machines, more and
more times per day.

It was the linking together of computers in
the Internet that ultimately made possible our
increasingly digital economy. In recent years,
however, the network of connected devices has
exploded beyond computing and communica-
tions devices to include more and more ma-
chines of all kinds—from cars to copying ma-
chines and from industrial control systems to
in-home energy controls. By one estimate, the
growth of this “Internet of things” will double
the number of networked machines over just
the next five years from 25 to 50 billion.® That
growth in connectivity again means more op-
portunities for innovation, but also for security
and privacy vulnerabilities.

Some Initial CFPB Steps

In response to the effects of these changes on
providers of consumer financial products and ser-
vices, the CFPB has begun to take a few first steps
into privacy and data security regulation. In the
wake of the Target data breach, for example, the
CFPB put out a blog post explaining to consum-
ers “[flour steps you can take if you think your
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credit or debit card data was hacked” and a more
detailed advisory statement on how to respond
to data breaches affecting consumer financial in-
formation.” The CFPB has worked together with
other financial regulatory agencies, as described
more fully below, on an increasing number of ini-
tiatives targeting particular data security threats,
the use of social media and cloud computing ser-
vices by financial institutions, and the privacy
considerations involved in combating financial
abuse of older individuals.

In May, the Bureau took its first formal action
with respect to privacy and data security rules
by issuing proposed amendments to the Gramm-
Leach-Bliley Act (GLBA) privacy rules, which
currently require financial institutions (broadly
defined) to mail notices to all of their custom-
ers explaining whether and how the institution
shares customers’ nonpublic personal informa-
tion.'” The proposed rule would allow financial
institutions to post these notices online rather
than mailing them, but only if certain condi-
tions are met.'! In addition, the CFPB is current-
ly working on proposed revisions to the Home
Mortgage Disclosure Act (HMDA) regulations,
which, under Dodd-Frank, need to take account
of the reporting of additional data elements.'

Sources of the CFPB's Privacy and
Data Security Authority

These small steps are likely just the beginning.
Although to date most public CFPB regulato-
ry and enforcement activity has focused on the
terms and processes for offering “core” consumer
financial products, such as mortgages and credit
cards, the Burecau has considerable authority to
regulate privacy and data security matters, should
it choose to do so. It can assess civil penalties and
take enforcement action against companies, and
in some cases against individual executives, if
they do not adequately protect the privacy and
security of consumer financial data. The sources
of the CFPB’s authority in this area, as in others,
may be placed in two groups: statutory provi-
sions transferred to the CFPB from other agencies
and new powers granted in the Dodd-Frank Act.
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Inherited Federal Consumer

Financial Laws

A key motivation for establishing the CFPB was
to centralize regulation and enforcement of feder-
al consumer financial law in a single agency.' Be-
fore the CFPB, these powers were divided among
the many federal banking agencies, the FTC, the
Department of Justice, and the Department of
Housing and Urban Development.' Critics said
this division led to uneven supervision and en-
forcement, and violations by some nonbank ac-
tors going undetected or unpunished.'s

Most, but not all, of this formerly divided au-
thority is now centralized in the CFPB. The Con-
sumer Financial Protection (CFP) Act, enacted as
Title X of the Dodd-Frank Act, transferred rule-
making and enforcement authority under a set of
18 “enumerated consumers laws” from various
federal agencies to the Bureau.'s Several of these
enumerated consumer laws are particularly rele-
vant to privacy and data security issues, including
(i) the privacy provisions of the Gramm-Leach-
Bliley Act; (i) the Fair Credit Reporting Act
(FCRA); and (i) the Electronic Funds Transfer
Act (EFTA).

The enumerated consumer laws and their ac-
companying regulations apply to a range of enti-
ties, not just banks or major nonbank financial
companies such as mortgage servicers or payday
lenders. The Bureau may issue new regulations
under these laws, and these rules could also apply
to any person to the extent permitted by the un-
derlying statute. Under the FCRA, for example,
the CFPB (along with the FTC and in some cases
the federal banking agencies) has enforcement
authority over credit rating agencies (CRAs),
major repositories of consumer financial data,
those who furnish this data to CRAs, as well as
individuals and companies who obtain this data
by requesting consumer credit reports.'” And,
as noted above, under its privacy authority un-
der the Gramm-Leach-Bliley Act, the CFPB has
proposed regulations on methods for delivering
privacy notices.

The CFPB does #not have authority over some
important provisions relating to identity theft and
data security, either because those provisions were
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carved out of the enumerated consumer laws or
because those provisions are unrelated to consum-
er financial products. Authority over the FCRAs
“Red Flags Rules,” which require financial institu-
tions to establish guidelines and procedures relat-
ing to identity theft, remains with the FTC and
the federal banking agencies.’® And the CFPB also
does not have authority over the Gramm-Leach-
Bliley Act’s “safeguards” rules, which require fi-
nancial institutions to establish administrative,
technical, and physical safeguards to relating to
the security and confidendality of customer infor-
mation.'” There too, authority remains with the
federal banking agencies and the FTC.

UDAAP

The FTC views data security or privacy breach-
es as potential violations of Section § of the FI'C
Act, which prohibits “unfair” or “deceptive” acts
or practices (UDAP), and the path the FTC has
trod may provide a model for the CFPB to follow
in exercising its similar power under the CFP Act
to take action against unfair, deceptive or abusive
practices (UDAAP) by entities within the Bureau’s
jurisdiction. It remains to be seen whether the
FTC’s recent efforts to secure judicial approval
for a broad reading of its data security enforce-
ment authority under the unfairness prong of Sec-
tion 5 of the FTC Act may redound to the benefit
of the CFPB’s authority as well.

The FTC has frequently pursued UDAP en-
forcement actions for a range of privacy and data
security concerns. Since 2013 alone, these have
include actions based on allegations that compa-
nies inappropriately collected or disclosed private
consumer information,?® did not secure sensitive
personal information,”' made false privacy certi-
fication claims,? or allowed franchisees to take
webcam pictures of consumers in their homes.?

Longstanding FTC guidance, adopted by the
CFPB, states that a representation, omission, act,
or practice is considered deceptive if: (a) there is a
representation, omission, or practice that is likely
to mislead the consumer; (b) the act or practice
would be deceptive from the perspective of a
reasonable consumer; and (c) the representation,
omission, act, or practice is likely to affect the
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consumer’s choice or conduct regarding a product
or service.* In its enforcement actions, the FTC
has said that companies can act deceptively if they
do not disclose accurately, or at all, how they col-
lect or use personally identifiable information.

An unfair practice is one that (i) causes or is
likely to cause substantial injury to consumers
that is (i) not reasonably avoidable by consum-
ers, when (7if) the injury is not outweighed by
countervailing benefits to consumers or to com-
petition.”® The FTC has taken the position that
practices permitting the compromise or unau-
thorized sharing of PII can cause consumers sub-
stantial injury, and that consumers often cannot
reasonably avoid that injury.?¢

The Bureau also has enforcement authority
over unfair or deceptive acts and practices,?” and
the CFP Act grants the Bureau the authority to
define and prohibit “abusive” acts and practices
as well.? Together, this is known as the Bureau’s
“UDAAP” authority, as compared to the FTC’s
“UDAP” authority. Unlike the enumerated con-
sumer laws, however, this authority was not
transferred from an existing agency but instead is
a new grant of power. Therefore, the FTC retains
and continues to exercise its existing UDAP au-
thority on privacy and data security matters, and
the federal banking agencies retain their UDAP
authority over banks.”” The CFP Act also grants
the Bureau authority to define UDAAP through
rulemaking, under the same procedures as it
might promulgate any other regulations,*

While the CFPB’s enforcement authority over
enumerated consumer laws can apply to any per-
son covered by those laws, its UDAAP author-
ity is limited to consumer financial products and
services. The Bureau may use its enforcement au-
thority to prevent any “covered person” or “ser-
vice provider” from engaging in a UDAAP, but
only “in connection with a consumer financial
product or service,”* and its rulemaking author-
ity is subject to the same limitations.*

A “covered person” Is a person or institution
that offers or provides a “consumer financial
product in service,”* which is any of a list of
products and services, including {with many ex-
ceptions) extensions of credit, mortgages, money
transmission or exchange, issuing stored value

_
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products, payment processors, check cashing,
credit reporting, and debt collection.®* A “covered
person” also includes any “related person,” which
is an individual who has managerial responsibil-
ity, controlling shareholder authority, or is other-
wise “materially involved” in the management of
a person within the Bureau’s jurisdiction.’s The
term “related person” also captures independent
contractors who knowingly or recklessly violate
the law or otherwise breach fiduciary duty.’ A
“service provider” is any entity that “provides a
material service to” a covered person, subject to
limited exceptions.?”

While the CFPB’s UDAAP authority applies to
the limited class of “covered” persons, the Bureau
also has the power to declare acts or practices by
covered persons “abusive,” and it may use this
power in privacy and data security enforcement.
The CFP Act allows the Bureau to declare an act
or practice “abusive” if it is in connection with a
consumer financial product or service and it:

(1) materially interferes with the ability of a con-
sumer to understand a term or condition of a
consumer financial product or service; or

{2) takes unreasonable advantage of—

(A) a lack of understanding on the part of
the consumer of the material risks, costs,
or conditions of the product or service;

{B) the inability of the consumer to protect
the interests of the consumer in selecting
or using a consumer financial product or
service; or

(C) the reasonable reliance by the consumer
on a covered person to act in the interests
of the consumer.®

The CFPB has issued little guidance on how it will
interpret the “abusive” standard,* and as of early
2014 the CFPB has declared only a few acts or
practices “abusive,” none of them relating to pri-
vacy or data security issues.*’ But it is possible the
Bureau could interpret the statutory definition of
“abusive” to cover particularly egregious privacy
or data security failings.

The CFPB has broad enforcement powers
should it find a violation of UDAAP or federal
consumer financial law. The Bureau can bring an
enforcement action against any “covered person”
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(including related persons) or “service provider”
that violates the UDAAP prohibition or any “per-
son” that violates a federal consumer financial
law.* It can not only use any remedies authorized
by the individual enumerated consumer laws, but
may also order “any appropriate legal or equitable
relief” including, among other remedies, rescis-
sion of contracts, restitution, disgorgement, and
civil money penalties. Finally, the Bureau has its
choice of methods to obtain enforcement relief.
Against covered persons and service providers, it
can issue cease-and-desist orders or obtain con-
sent orders in settlement of those proceedings.®
And for both covered and non-covered persons,
the Bureau has the discretion to proceed in federal
district court or through its own administrative
procedure process.*

Differences Between CFPB

& FTC Authority

The CFPB’s authority differs from that pro-
vided to the FT'C in important ways. These dif-
ferences limit potential CFPB targets but increase
the Bureau’s powers with respect to those targets.

While the FTC’s UDAP authority consists of
a broad grant over persons in general, with lim-
ited carve-outs,” the Bureau’s UDAAP authority
consists of a grant to a limited class of “covered
persons” or “service providers,” as described
above. The Bureau has no UDAAP authority over
covered persons or service providers for activities
unrelated to consumer financial products or ser-
vices. This means the Bureau could not have pur-
sued many of the particular privacy and data se-
curity enforcement cases undertaken by the FI'C
recently, such as those against smartphone maker
HTC or Fantage.com, an online multiplayer chil-
dren’s game, because those companies’ products
and services are not related to consumer financial
products or services.s But the Bureau will likely
concentrate its UDAAP authority on institutions
exempted from FTC jurisdiction, such as banks
and credit unions within the Bureau’s jurisdiction,
or on concerns that are unique to covered per-
sons, such as how credit bureaus safeguard con-
sumer credit report information, or concerns that
are unique to consumer financial products such
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as data sharing between creditors, debt collectors,
and debt buyers.*

While many companies and non-financial ac-
tivities may be outside the Bureau’s UDAAP
reach, for those in its jurisdiction the Bureau
has more rulemaking and enforcement tools
than does the FTC. The Bureau can promulgate
UDAAP regulations under standard administra-
tive notice-and-comment procedures. By con-
trast, the FTC’s UDAP rulemaking authority was
restricted by the Magnuson-Moss Warranty-Fed-
eral Trade Commission Improvement Act, which
required the FTC to show “substantial evidence™
to promulgate regulations to prevent “prevalent”
unfair or deceptive acts.”® The Bureau’s enforce-
ment authority exceeds that available to the FTC
for UDAP violations. The CFPB can assess civil
money penalties for any UDAAP violation, while
the FT'C can assess penalties only for violations of
its cease-and-desist orders.*

Finally, the Bureau has more powerful tools to
uncover potential privacy and data security vio-
lations by covered persons, either under UDAAP
or any other statute within its jurisdiction. The
CFP Act granted the Bureau examination author-
ity over banks with more than $10 billion in as-
sets, their affiliates (including nonbank affiliates),
nonbank mortgage companies, private student
lenders, payday lenders, and “larger participants”
in the consumer financial market, as defined by
rulemaking.’® Thus far, the Bureau has identi-
fied “larger participants” among student loan
services, debt collection companies, and credit
reporting agencies.’! This examination authority
is comprehensive, mirroring the federal banking
agencies’ authority over the banks they regulate.
The Bureau can conduct detailed, on-site exami-
nations and has asserted access to all records of
the covered institutions,”? including privileged
materials.” Thus while the FTC must rely on the
subpoena or civil investigative demand process to
obtain relevant information, the CFPB can sim-
ply demand it, even if privileged, if the target falls
within its supervisory jurisdiction.

The scope of the CFPB’s privacy and data secu-
rity authorities remain largely untested. Even the
FTC, with its much more established track record,
is just now pressing for judicial establishment of
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its authority to use the unfairness as well as the
deceptiveness prong of Section 5 of the FTC Act
to pursue data security cases. In the LabMD and
Wyndham hotels cases, it has gained the approval
of two district court judges. Whether that approv-
al will survive scrutiny by higher courts remains
to be seen. The CFPB’s authority in this area is
also open to potential attack in ways unavailable
to the defendants in Wyndham Hotels. For exam-
ple, potential targets of CFPB enforcement could
argue that Congress’ decision to carve out the
FCRA Red Flags Rules and the GLBA Safeguards
Rules from CFPB jurisdiction, both of which gov-
ern data security, shows Congress’s intention that
the CFPB not have authority in this area.

The extent to which the FTC’s delimitation of
its UDAP powers as applied to privacy and data
security will carry over to the CFPB’s UDAAP
authority also remains to be determined, both by
the CFPB and by the courts. As data confidential-
ity and integrity become increasingly important
concerns in the provision of consumer financial
products and services, though, we can expect the
CFPB to make greater efforts to exercise, and thus
give shape to, these powers in the years to come.

The CFPB as Member of the FFIEC

The CFPB need not act alone in addressing data
security and privacy issues. Upon its creation, it
became a member of the Federal Financial Insti-
tutions Examination Council (FFIEC), along with
the Office of the Comptroller of the Currency
(OCC), Federal Deposit Insurance Corporation
(FDIC), Board of Governors of the Federal Re-
serve System, and National Credit Union Admin-
istration (NCUA). The FFIEC serves as a coordi-
nating council for federal financial regulators to
make their examination processes as consistent
as possible. While the FFIEC has, through its IT
Examination Handbook, established guidance on
privacy and data security practices of regulated
financial institutions for many years, since the
CFPB joined the FFIEC the FFIEC has taken a
number of steps reflecting its member agencies’
heightened concerns with these issues. In July
2012, for example, the FFIEC issued a statement
on financial institutions’ use of cloud computing
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services.” Later in 2012 and in 2013, the FFIEC
revised portions of its IT Examination Handbook
dealing with data security. In the summer of 2013,
the FFIEC established a separate committee de-
voted to cybersecurity and critical infrastructure
protection. And in the past year, it has put out
a series of statements addressing particular data
security threats to financial firms.*

Perhaps the most consumer-focused of these
FFIEC initiatives, and thus the one arguably most
related to the CFPB’s core mission, was the release
in December 2013 of guidance on financial insti-
tutions’ use of social media.*® The guidance sets
out a risk management framework for regulated
entities to assess and mitigate legal, operational,
and reputational risks created or heightened by
their use of social media as a means of communi-
cating with customers. It notes that privacy and
data security requirements, such as those under
the Gramm-Leach-Bliley Act and its implement-
ing regulations and under the Children’s’ Online
Privacy Protection Act, need to be translated into
the context of social media. Moreover, the guid-
ance notes that:

Even when a financial institution complies
with applicable privacy laws in its social
media activities, it should consider the
potential reaction by the public to any
use of consumer information via social
media. The financial institution should
have procedures to address risks from
occurrences such as members of the
public posting confidential or sensitive
information—for  example,  account
numbers—on the financial institution’s
social media page or site.”’

The FFIEC’s increased attention to data confiden-
tiality and integrity can be expected to continue
for the foreseeable future, and the CFPB will likely
play a particularly influential role in shaping FFIEC
initiatives with respect to communications with

consumers about financial products and services.*
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Controversy Over the CFPB's Own
Privacy and Data Security Practices

Even as financial regulators such as the CFPB
have been increasing their scrutiny of the ways in
which private institutions guard the privacy and
integrity of consumer financial information, f-
nancial regulators’ own data security and privacy
practices have been subjected to closer examina-
tion as well. To take one example, the same day
that the SEC’s OCIE released detailed guidelines
for examining the cybersecurity practices of se-
curities firms, the Government Accountability
Office (GAO), Congress’s ali-purpose auditor of
executive branch agencies, released its own less-
than-entirely flattering assessment of the SEC’s
information security practices.” The CFPB’s own
privacy and data security track record has also
become a target of GAO and congressional scru-
tiny in recent months,

As part of its regular auditing of the CFPB’s
annual financial statements, the GAO criticized
the CFPB in 2012 for not having developed an
information security program meeting all the re-
quirements of the Federal Information Security
Management Act (FISMA), the statute establish-
ing federal agencies’ data security obligations.5
Picking up on that assessment and perhaps un-
happy about some of the CFPB’s demands for
large volumes of data from regulated parties, the
U.S. Chamber of Commerce and other groups in
2013 released letters or studies suggesting that
the CFPB’s data collection practices exceeded its
statutory authority.! In July 2013, Senator Mike
Crapo, (R-ID), ranking member of the Senate
Banking Committee, asked GAO to investigate
whether the CFPB’s data collection practices were
authorized and consistent with the Dodd-Frank
Act’s restrictions on gathering of consumers’ PIL¢
The GAO has agreed to undertake the study.
CEFPB officials have repeatedly defended the pro-
priety of their data collection efforts.®* The GAO
study is expected later this year.

Conclusion

As regulatory agencies go, the CFPB is still in its
infancy. Its regulatory program is just unfolding,
and the contours of its supervision and enforce-
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ment powers are still being defined. With respect
to privacy and data security in particular, it has
just begun to take steps to make itself a player
on the regulatory field. The scope of the Bureau’s
statutory powers, particularly its UDAAP author-
ity, and the growing significance of privacy and
data security to the consumer financial sector,
however, suggest that we can expect increasing
attention by the Bureau to the privacy and data
security practices of the companies within its ju-
risdiction in years to come.

NOTES

1. The SEC guidance is available here: http://www.
sec.gov/divisions/corpfin/guidance/cfauidance-
topic2.htm.

2. Executive Order 13,636 is available here:

http.//www.gpo.gov/fdsys/pka/FR-2013-02-19/
pdf/2013-03915.pdf.

3. Version 1.0 of the NIST Cybersecurity Frame-
work is available here: http://www.nist.gov/
cyberframework/upload/cybersecurity-frame-
work-021214-final.pdf.

4, The lead test case concerning the FTC’s data
security authority under the unfairness prong
of section 5 of the FTC Act is FTC v. Wyndham
Hotels, Order and Opinion Denying Motion
to Dismiss, No. 13-1887 (D. N.J. Apr. 7, 2014)
(hereafter "Wyndham Hotels”). In June, the
Wyndham district court certified Wyndham's
petition for an interlocutory appeal of the FTC
authority issue. The Third Circuit has discretion
over whether to hear the appeal. For the FTC's
desire for additional rulemaking authority, see,
e.g., Prepared Statement of the FTC on Data
Breach on the Rise: Protecting Personal Infor-
mation from Harm, before the Senate Commit-
tee on Homeland Security and Governmental
Affairs (Apr. 2, 2014), available at: http://www.
fte.govisystem/files/documents/public_stateme
nts/296011/140402datasecurity.pdf.

5. FTC, Data Brokers: A Call for Transparency and
Accountability (May 27, 2014), available here:
http://www.ftc.govisystem/files/documents/re-
ports/data-brokers-call-transparency-account-
ability-report-federal-trade-commission-may-
2014/140527databrokerreport.pdf.

6. The OCIE Risk Alert is available here: http://
www.sec.gov/ocie/announcement/Cybersecur
ity+Risk+Alert++%2526+Appendix+-+4.15.14.
pdf. For an initial assessment, see http://www.
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