
PMS 289 C • Date: 4/7/2023 • Page Count: 60 • PPI: 340 • Spine width: 0.1765 in

An A.S. Pratt™ PUBLICATION  MAY 2023

Editor’s Note: The Rules Are Getting Tighter and Tighter
Victoria Prussen Spears

A New “Operation Choke Point”? The Quickly Constricting Rules on Crypto Activities for Banks
Douglas Landy, Glen R. Cuccinello, Leel Sinai and Chante Eliaszadeh      

Federal Deposit Insurance Corporation Continues Rulemakings Related to  
Misrepresentation in Advertising: Digital Asset Businesses Still in the Crosshairs
Hugh C. Conroy Jr., Brandon Hammer, Megan Lindgren and Richard Bae Gong      

Financial Crimes Enforcement Network Proposes Rule on Access to 
Beneficial Ownership Information
Richard M. Alexander, Marcus A. Asner, James W. Cooper, David F. Freeman, Jr.,  
Michael A. Mancusi, Kevin M. Toomey, Christopher L. Allen, Erik Walsh and Rebecca A. Caruso

New Legislation to Expand Privacy Obligations of Financial Institutions Introduced in Congress
Kirk J. Nahra, Peter G. Machtiger and Ali A. Jessani       

Core Considerations for Out-of-Network Buy Now, Pay Later Payments
Evan R. Minsberg and Maria B. Earley    

Foreclosure Abuse Prevention Act – Due Process Considerations
Morgan R. McCord 

How the U.S. Supreme Court’s Upcoming Decision in Slack v. Pirani May Tilt the Legal Playing 
Field Between Investors and Issuers
Douglas Baumstein, John Condon, Patrick McDonough and Aaron Megar    

TH
E B

A
N

K
IN

G
 LAW

 JO
U

R
N

A
L

VO
LU

M
E 140 N

U
M

BER
 5

M
AY 2023



THE BANKING LAW

JOURNAL

VOLUME 140 NUMBER 5 May 2023

Editor’s Note: The Rules Are Getting Tighter and Tighter

Victoria Prussen Spears 219

A New “Operation Choke Point”? The Quickly Constricting Rules on Crypto

Activities for Banks

Douglas Landy, Glen R. Cuccinello, Leel Sinai and Chante Eliaszadeh 222

Federal Deposit Insurance Corporation Continues Rulemakings Related to

Misrepresentation in Advertising: Digital Asset Businesses Still in the Crosshairs

Hugh C. Conroy Jr., Brandon Hammer, Megan Lindgren and Richard Bae Gong 236

Financial Crimes Enforcement Network Proposes Rule on Access to Beneficial

Ownership Information

Richard M. Alexander, Marcus A. Asner, James W. Cooper, David F. Freeman, Jr.,
Michael A. Mancusi, Kevin M. Toomey, Christopher L. Allen, Erik Walsh and
Rebecca A. Caruso 245

New Legislation to Expand Privacy Obligations of Financial Institutions

Introduced in Congress

Kirk J. Nahra, Peter G. Machtiger and Ali A. Jessani 250

Core Considerations for Out-of-Network Buy Now, Pay Later Payments

Evan R. Minsberg and Maria B. Earley 255

Foreclosure Abuse Prevention Act – Due Process Considerations

Morgan R. McCord 259

How the U.S. Supreme Court’s Upcoming Decision in Slack v. Pirani May Tilt the

Legal Playing Field Between Investors and Issuers

Douglas Baumstein, John Condon, Patrick McDonough and Aaron Megar 263



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission,

please call:

Matthew T. Burke at ................................................................................... (800) 252-9257

Email: ................................................................................. matthew.t.burke@lexisnexis.com

Outside the United States and Canada, please call . . . . . . . . . . . . . . (973) 820-2000

For assistance with replacement pages, shipments, billing or other customer service matters,

please call:

Customer Services Department at . . . . . . . . . . . . . . . . . . . . . . . . . (800) 833-9844

Outside the United States and Canada, please call . . . . . . . . . . . . . . (518) 487-3385

Fax Number . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . (800) 828-8341

Customer Service Website . . . . . . . . . . . . . . . . . http://www.lexisnexis.com/custserv/

For information on other Matthew Bender publications, please call

Your account manager or . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . (800) 223-1940

Outside the United States and Canada, please call . . . . . . . . . . . . . . . (937) 247-0293

ISBN: 978-0-7698-7878-2 (print)

ISSN: 0005-5506 (Print)

Cite this publication as:

The Banking Law Journal (LexisNexis A.S. Pratt)

Because the section you are citing may be revised in a later release, you may wish to
photocopy or print out the section for convenient future reference.

This publication is designed to provide authoritative information in regard to the subject matter covered.
It is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or other
professional services. If legal advice or other expert assistance is required, the services of a competent
professional should be sought.

LexisNexis and the Knowledge Burst logo are registered trademarks of RELX Inc. Matthew Bender, the
Matthew Bender Flame Design, and A.S. Pratt are registered trademarks of Matthew Bender Properties
Inc.

Copyright © 2023 Matthew Bender & Company, Inc., a member of LexisNexis. All Rights Reserved.

No copyright is claimed by LexisNexis or Matthew Bender & Company, Inc., in the text of statutes,
regulations, and excerpts from court opinions quoted within this work. Permission to copy material may
be licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923,
telephone (978) 750-8400.

Editorial Office
230 Park Ave., 7th Floor, New York, NY 10169 (800) 543-6862
www.lexisnexis.com

(2023–Pub.4815)



Editor-in-Chief, Editor & Board
of Editors

EDITOR-IN-CHIEF
STEVEN A. MEYEROWITZ

President, Meyerowitz Communications Inc.

EDITOR
VICTORIA PRUSSEN SPEARS

Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS
BARKLEY CLARK

Partner, Stinson Leonard Street LLP

CARLETON GOSS

Partner, Hunton Andrews Kurth LLP

MICHAEL J. HELLER

Partner, Rivkin Radler LLP

SATISH M. KINI

Partner, Debevoise & Plimpton LLP

DOUGLAS LANDY

Partner, White & Case LLP

PAUL L. LEE

Of Counsel, Debevoise & Plimpton LLP

TIMOTHY D. NAEGELE

Partner, Timothy D. Naegele & Associates

STEPHEN J. NEWMAN

Partner, Stroock & Stroock & Lavan LLP

iii



THE BANKING LAW JOURNAL (ISBN 978-0-76987-878-2) (USPS 003-160) is published ten

times a year by Matthew Bender & Company, Inc. Periodicals Postage Paid at Washington,

D.C., and at additional mailing offices. Copyright 2023 Reed Elsevier Properties SA., used

under license by Matthew Bender & Company, Inc. No part of this journal may be reproduced

in any form—by microfilm, xerography, or otherwise—or incorporated into any information

retrieval system without the written permission of the copyright owner. For customer support,

please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail

Customer.Support@lexisnexis.com. Direct any editorial inquiries and send any material for

publication to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc.,

26910 Grand Central Parkway, #18R, Floral Park, NY 11005,

smeyerowitz@meyerowitzcommunications.com, 631.291.5541. Material for publication is

welcomed—articles, decisions, or other items of interest to bankers, officers of financial

institutions, and their attorneys. This publication is designed to be accurate and authoritative,

but neither the publisher nor the authors are rendering legal, accounting, or other professional

services in this publication. If legal or other expert advice is desired, retain the services of an

appropriate professional. The articles and columns reflect only the present considerations and

views of the authors and do not necessarily reflect those of the firms or organizations with

which they are affiliated, any of the former or present clients of the authors or their firms or

organizations, or the editors or publisher.

POSTMASTER: Send address changes to THE BANKING LAW JOURNAL, LexisNexis

Matthew Bender, 230 Park Ave, 7th Floor, New York, NY 10169.

POSTMASTER: Send address changes to THE BANKING LAW JOURNAL, A.S. Pratt & Sons,

805 Fifteenth Street, NW, Third Floor, Washington, DC 20005-2207.

iv



In this article, the authors examine the provisions of a bill introduced into the House
of Representatives that would amend the Gramm-Leach-Bliley Act.

The chair of the House Financial Services Committee, Patrick McHenry
(NC-10), has introduced1 the Data Privacy Act of 2023 (the Bill),2 which
would amend the Gramm-Leach-Bliley Act (GLBA) to “modernize[] financial
data privacy laws and give[] consumers more control over how their personal
information is collected and used[.]” This is an update to a Discussion Draft of
the Bill that Representative McHenry released in June 2022. The Bill is
substantially similar to the Discussion Draft with some minor changes, which
are pointed out below.

The proposed legislation is significant because while a number of states have
either passed or proposed comprehensive privacy legislation, those state bills
tend to have carveouts for entities and information governed by other federal
laws like the GLBA. The same was true of the last proposed version of the
American Data Privacy and Protection Act (ADPPA).3 These carveouts have
meant that financial service entities have continued to be governed by the
GLBA – which was enacted in 1999 and where the governing privacy rules
largely have not changed since they were first developed – as entities in other
sectors have had to comply with stronger, more recent state or federal privacy
laws. The Bill, which importantly would preempt all relevant state laws in the
field, is intended to update the GLBA to account for some of the protections
that are now routine in modern privacy law.

The timing of the bill is also significant because it is being proposed at the
same time when Congress is reconsidering ADPPA. ADPPA may dominate the
privacy discussion in Congress and put the Bill on the backburner. However, if
ADPPA fails to get any additional traction, the Bill may be a way for Congress

* Kirk J. Nahra (kirk.nahra@wilmerhale.com) and Ali A. Jessani (ali.jessani@wilmerhale.com)
are attorneys with Wilmer Cutler Pickering Hale and Dorr LLP. Peter G. Machtiger is a former
attorney with the firm.

1 https://financialservices.house.gov/news/documentsingle.aspx?DocumentID=408613.
2 https://financialservices.house.gov/uploadedfiles/glb_2023_xml_2.24_934.pdf.
3 https://www.congress.gov/bill/117th-congress/house-bill/8152/text.
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to show some progress on privacy issues during this legislative session. There is
also a distinct possibility that this Bill is incorporated into ADPPA, which has
provoked its own discussions about the extent to which federal privacy laws
should preempt state laws. The Bill could thus become an important part of the
national conversation about comprehensive federal privacy law in 2023.

HIGHLIGHTS

Below are selected highlights from the proposed Bill:

• Applies to Both Consumers and Customers. Title V of the GLBA
differentiates between customers and consumers. A consumer is an
individual who receives or has received a financial product or service
from a financial institution. “Customers” are a subcategory of consumers.
Customers have a continuing relationship with a financial institution.
The Bill applies the GLBA’s privacy provisions to both categories by
replacing “customers” and “consumers” with the phrase “individuals
with whom such financial institution has a customer or consumer
relationship[.]” This is a slightly different approach than the Discussion
Draft of the Bill, which would have eliminated the general distinction
between consumers and customers.

• Consent to Use Nonpublic Personal Information. The Bill explicitly states
that it is unlawful for financial institutions to willfully use nonpublic
personal information (“NPI”) without the consent of an individual
with whom the financial institution maintains a customer or consumer
relationship.

• Obligations for the Collection and Disclosure of Data. The GLBA sets
obligations regarding the disclosure of NPI by financial institutions.
The Bill requires financial institutions to also disclose to individuals
when their NPI is being collected, not just when it is being disclosed to
third parties. Additionally, financial institutions must notify nonaffili-
ated third parties when a consumer or customer has ceased sharing of
their data, and the nonaffiliated third parties must also cease sharing of
the individual’s data. Financial institutions must notify customers and
consumers when their account credentials are collected, explain how
those credentials will be used or shared, and give the customers and
consumers a chance to decline to share the credentials.

• Privacy Policy Disclosure Obligations. The Bill expands the requirements
for information to be included in a financial institution’s privacy policy
disclosure, such as:

� NPI collected by the financial institution;

� The purpose for which the financial institution collects that NPI;
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� How that NPI will be used;

� The data retention policies of the financial institution;

� Describe any collection of NPI that is not necessary to provide
the specific product or service the customer or consumer is
seeking;

� The right of the customer or consumer to opt out of collection
of certain pieces of information;

� The right of a customer or consumer to request a list of all NPI
held by the financial institution; and

� The right of a customer or consumer to direct the deletion of the
NPI held by a financial institution unless an exception is met.

• State Insurance Authority Rulemaking. In a provision that was not
included in the Discussion Draft, the Bill directs state insurance
authorities to issue regulations with respect to persons engaged in
providing insurance, as necessary to carry out the Bill, while consider-
ing the cost of compliance on small businesses. Those regulations
cannot be more restrictive for persons engaged in providing insurance
than regulations issued by the relevant federal agencies.

• Preemption. In stark contrast to the GLBA that empowers states to
expand protections over federal law, if appropriate, the Bill requires
preemption and a national standard that is set to supersede any state
law.

• Updates to the Definition of a Financial Institution. Under the GLBA, a
financial institution is defined as “any institution the business of which
is engaging in financial activities as described in section 4(k) of the
Bank Holding Company act of 1956.” GBLA §509(3)(A). The Bill
expands the definition of financial institutions to also include data
aggregators. A data aggregator is any person that operates a commercial
business for the purpose of “accessing, aggregating, collecting, selling or
sharing nonpublic personal information about financial accounts or
transactions” relating to an individual. Notably, this update provides for
an exception to service providers acting at the instruction of the
financial institution, as well as attorneys and accountants.

• Updates to the Definition of NPI. The Bill broadens the definition of
NPI by replacing “personally identifiable financial information” with
“information that identifies, relates to, describes, is reasonably capable
of being associated with, or could reasonably be linked, directly or
indirectly, with a particular individual[,]” thereby expanding NPI to
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also include inferences.

• Clarification of How Certain Transactions Are Defined. The Bill specifies
that the following transactions are insufficient by themselves to
establish a consumer relationship: the use of an ATM; the use of a credit
or debit card to make a purchase; and other similar transactions as the
agencies find appropriate. This provision was not included in the 2022
Discussion Draft.

• Obligations to Allow Access to and Deletion of NPI. The Bill provides a
series of rights to customers and consumers including: the right to
access NPI held by the financial institution; the right to know the
categories of nonaffiliated third parties from whom the financial
institution has received NPI about the individual (a change from the
Discussion Draft, which would have required a list of the third parties
themselves rather than just the categories); the right to request deletion
of NPI, with exceptions for law enforcement and other purposes; and
an obligation for financial institutions to notify individuals annually of
“inactive” accounts (i.e. accounts that have not been used for a year).
The Bill sets a response period of 45 business days within which a
financial institution must respond to an authorized request for the
above, a time period which had not yet been decided in the Discussion
Draft.

• Partial Prohibition on Sharing NPI with Foreign Governments. Financial
institutions are prohibited from sharing the NPI of customers or
consumers with foreign governments, except for legitimate law enforce-
ment purposes or to a foreign government authority with jurisdiction
over the institution for examination, compliance, or other legal
purpose. The latter exception was not included in the Discussion Draft.

• Absence of an “Enforcement” Section. While the Discussion Draft
contained an “Enforcement” section without any draft text, the Bill
itself does not contain an “Enforcement” section.

• Absence of “Liability for Unauthorized Access” Section. The Discussion
Draft contained a section making financial institutions liable to
individuals for the full amount of damages resulting from unauthorized
access to an individual’s account in the case of data breaches or
otherwise. That section was not included in the newly proposed Bill.

• Required Government Accountability Office Report. Perhaps in prepara-
tion for future amendments to include sections on liability and
enforcement, the Bill directs the Government Accountability Office to
issue a report on the efficacy of the existing GLBA standards to
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safeguard NPI from unauthorized access and disclosure and the existing
enforcement regime.

• Delayed Effective Date. If enacted, the Bill would be effective two years
after the date of enactment or one year after the date on which all
rulemaking required under the Act is complete, whichever is earlier.
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