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Legislators in both houses of Congress are currently engaged in earnest 
and detailed discussions about the potential for passing comprehensive 
federal privacy legislation, which has never before existed in the United 
States. 
 
Many of these proposals rely on the same framework that has become 
common in sectoral laws and international privacy regimes: provide 
consumers with notice of the business’s data collection, use and sharing 
practices and give them choice about whether to consent to those 
practices. 
 
This approach relies on a privacy notice made available by the relevant 
entity that describes how personal data is used and a consumer’s ability 
to review, understand and agree to these activities. The specific way 
these elements — notice and choice — are provided varies widely from 
one context to another, but the basic structure is fairly consistent. 
 
The problem is that, as many academics and advocates have pointed out, 
notice and choice is a fundamentally ineffective framework for giving 
people control over their personal information. It unnecessarily burdens 
consumers, proliferating paperwork that is largely useless to individuals. 
And it fails to stop conduct that actually harms consumers. We believe 
there is a better option. 
 
Instead, Congress should adopt a context-sensitive approach, modeled off of laws like the 
Health Insurance Portability and Accountability Act.[1] Such an approach would have four 
major elements. First, there would be a framework to identify data collection, use and 
sharing practices that are clearly in line with the reasonable expectations of the consumer, 
in the context of their relationship with the business. These practices would be permitted 
without the need for specific consumer permission.[2] 
 
Second, there would be a set of permitted purposes for which businesses could use personal 
information with an informal form of user consent. This could be obtained, by example, by 
giving the consumer a clear opportunity to object, where their consent could be inferred if 
they do not do so.[3] This category would include common practices that may be less 
obvious to consumers. 
 
Third, there would be a set of practices that could only be engaged in if the business obtains 
formal consent, according to procedures established by law or regulation.[4]  
 
And fourth, there would be a set of things that businesses may do in the interest of public 
policy purposes, such as the protection of public health and safety.[5]  
 
Privacy policies would still be provided under this approach, as a source of information if 
consumers are interested, but they would no longer be depended upon as the primary 
protection for consumers. Congress also may wish to consider a fifth category — whether 
there are practices that are so inherently problematic that they should be banned in their 
entirety. 
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Relative to the existing notice-and-choice framework, this context-sensitive approach would 
more effectively provide consumers with choice and control over the use of their personal 
information. 
 
Notice and choice is an ineffective framework for protecting consumers. 
 
Whether they realize it or not, all American adults are probably familiar with the failings of 
notice and choice. Every one of us has been asked to click hundreds or thousands of 
checkboxes in our lives stating that we have read privacy policies — which, of course, we 
have not. Or we have used services that do not provide even a check box, based on a 
legally permitted assumption that a consumer who continues to use a service has read and 
agreed to the privacy policy.[6] 
 
Even if these policies are clearly drafted, very few have the time to read them and consider 
carefully whether they approve of the company’s data practices. And if they do, depending 
on the legal regime, they may have no choice but to accept the terms in full if they wish to 
use the product or service. 
 
As privacy legislation has been crafted in different sectors and around the world, this 
process has not changed significantly. Often, the proposed solution to this problem is to add 
even more settings, disclosures and consent checkboxes.[7] Users may now have more 
opportunities to opt in or out of different practices, but the burden is still placed on them to 
do so. As the president of the Center for Democracy and Technology testified before the 
Senate in October 2018, this approach is “neither scalable [n]or practical for the 
individual.”[8] 
 
Particularly when notices can be dozens of pages of impenetrable legalese — often driven by 
a legal obligation to fully describe all potential or actual data sharing and collection activities 
— expecting users to read and understand the vast number of policies that apply to their 
online lives is unreasonable. Most companies take their obligations on consumer privacy 
seriously — whether by law or because of appropriate consumer best practices — and will 
engage in appropriate data-sharing practices consistent with consumer expectations. 
 
Unscrupulous companies, however, have too much leeway to structure their notices and 
settings in the most inaccessible way possible, and manipulative design and choice 
architecture can be used to encourage users to do what the company wants or permit the 
company to engage in broad data sharing practices without a consumer’s clear 
understanding.[9] 
 
There is also frequently no restriction on what companies can do under most laws that rely 
on notice and choice, as long as it is disclosed. The most innocuous practice — say, sending 
a consumer’s email address to a service provider to distribute a newsletter the consumer 
requested — often requires the same type of disclosure as much more insidious forms of 
data processing — such as selling profiles of consumer behavior for targeted marketing 
based on sensitive data. 
 
This lack of proportionality makes it even more difficult for consumers to understand what 
practices they should be concerned about, which companies are acting responsibly, and 
where they should spend their limited attention resources to protect their privacy and 
control their data. 
 
Many academics agree that notice and choice has failed. Professor Woodrow Hartzog, for 



example, has called it “irreparably broken,” because the control it promises users is “an 
illusion” and the “dizzying array of switches, delete buttons, and privacy settings” is 
“overwhelming.”[10] As professor Fred Cate has written, “As theoretically appealing as this 
[notice and choice]approach may be, it has proven unsuccessful in practice.”[11] 
 
A context-sensitive approach would better protect consumers. 
 
Instead, in crafting comprehensive federal privacy legislation, Congress should take an 
approach inspired by laws like HIPAA that takes into account the context in which a 
consumer interacts with a business. Certain practices that align with a consumer’s 
reasonable expectations should be permitted without burdensome notice and consent 
requirements that waste the consumer’s time and attention. 
 
This approach mirrors a consumer’s expectations and permits normal activity to proceed 
efficiently. Other practices that are reasonable, but less expected, should be permitted with 
an informal form of consent — perhaps a simple switch or yes/no pop-up.[12] 
 
Where companies engage in practices that consumers are likely to find truly surprising or 
potentially alarming, or even just unusual — practices that are outside the norms of what a 
reasonable consumer would expect — there should be a well-defined consent procedure that 
ensures these out-of-the-norm practices are truly consensual.[13] Consumers should have 
a clear choice here, but one that is specific and focused and where the burden is on the 
entity, rather than the consumer. 
 
For these situations, typically, if the consumer does not agree, the business cannot go 
forward. This approach provides consumer choice — but in a manageable and appropriate 
way, limited to these unusual data-sharing practices. In the HIPAA framework, for example, 
there often are situations where this unusual data-sharing practice is desired by the 
consumer for the consumer’s own interest, such as when a consumer needs to provide 
medical records to a future employer or a life insurer. 
 
There may even be limited cases in which Congress or regulators should consider banning 
some types of practices outright, if they pose risks to others beyond the consumer, or if 
they pose a high risk of harm that is impossible for the consumer to foresee.[14] 
 
The core of this approach should be dependence on consumers’ reasonable expectations in 
a given context. While notice and choice theoretically respects the possibility that every 
consumer wishes to precisely tailor the use of their data to a set of unique preferences, the 
truth is that most people have fairly similar expectations for how their data should be 
used.[15] Similarly, most businesses operating in similar circumstances generally have a set 
of baseline practices that are common for the industry. 
 
In the health care industry that is regulated by HIPAA, these are “treatment, payment and 
health care operations” uses and disclosures. In financial services, the Gramm-Leach-Bliley 
Act focuses on certain disclosures to nonaffiliated third parties as atypical disclosures. In 
retail, while there are no clear legal requirements, consumers would expect to obtain (or 
return) their purchases in a seamless manner and receive information about new products 
and services offered by companies that they have shopped with in the past. 
 
While there is no harm in providing the opportunity for consumers to make idiosyncratic 
choices if they wish to, demanding that they do so to exercise any form of control is 
unrealistic and unnecessary. 
 



Perhaps most importantly, a context-sensitive approach would shift the burden of protecting 
privacy from consumers to businesses. As professor Hartzog testified before the Senate in 
February 2019, “People will always know less than companies regarding the wisdom of a 
decision” about data collection practices.[16] 
 
Instead of deluging individuals with notices and settings and expecting them to take the 
time to read and analyze them, businesses would have to take on the responsibility of 
determining which choices are truly important for the consumer to make or where the law 
would require an additional form of consumer permission. 
 
They would then be required to present those choices clearly, so that the consumer can 
focus their attention on making the decisions that really matter to them.[17] Moreover, for 
these out-of-the-norm disclosures, these businesses would typically be permitted neither to 
force an agreement by the consumer to these additional disclosures, nor to proceed in the 
absence of specific consumer permission. 
 
Though this approach would shift responsibility to businesses, it would also be likely to 
lighten their overall compliance burden. By limiting requirements to obtain consent to only 
the circumstances that vary from consumers’ reasonable expectations, businesses are left 
free to focus their resources on the most important issues and can proceed with these 
normal operations more efficiently to the general benefit of both consumers and companies. 
 
And by tying the amount of work a business must do to comply with the law to the degree 
to which their practice departs from normal expected behavior, Congress would essentially 
be taxing data practices that pose a higher risk of being unexpected or undesirable to the 
average consumer. Over time, businesses would be likely to shift away from these practices 
whenever possible. 
 
The context-sensitive approach would also be flexible over time. Because it is tied to 
consumers’ reasonable expectations, the law would be able to adapt as those expectations 
change. If, as suggested, businesses shift away from certain practices to avoid compliance 
requirements, consumers would adjust to expect more privacy-protective behavior, and a 
virtuous cycle would be created. 
 
For reasons like these, the Consumer Bill of Rights released by the Administration of then 
President Barack Obama in 2012 included respect for context as one of its core rights, 
stating that “Consumers have a right to expect that companies will collect, use, and disclose 
personal data in ways that are consistent with the context in which consumers provide the 
data.” 
 
The Consumer Bill of Rights report notes that companies should be able to infer consent for 
data practices that are “common to many contexts and integral to companies’ operations,” 
such as product and service fulfillment, fraud prevention and standard first-party marketing 
practices. But for practices that are less consistent with the original context of collection, 
heightened transparency and choice are required.[18] 
 
Conclusion 
 
Some may be reluctant to consider the approach we are proposing because it seems new. 
The notice-and-choice approach has so thoroughly pervaded the conversation around 
privacy legislation that it now appears to be the inevitable bedrock of any comprehensive 
federal law. This is despite the fact that many — industry, academia and privacy advocates 
included — recognize its many significant shortcomings. 



 
A context-sensitive approach provides an alternative and one with a foundation in existing 
law and commonsense ideas for how people should be able to expect companies to behave. 
 
The most extensive current regulatory scheme utilizing this approach involves the privacy 
and security rules under HIPAA. Under HIPAA, covered entities are permitted by law to 
engage in typical uses and disclosures with presumed consent. There also are defined public 
policy purposes where disclosure is permitted with other safeguards. 
 
In general, beyond these categories, a consumer authorization is needed before a use or 
disclosure is permitted outside these common categories. This history has worked well for 
both consumers and the health care industry and has permitted appropriate data sharing for 
a range of typical purposes that benefit both consumers and the industry, as well as the 
public at large. 
 
By placing the burden on companies to disclose which choices matter most and focusing 
consumers’ attention on them, we can give people real control over the way their data is 
used online. This context-specific approach will benefit both consumers and industry and 
provide a more effective and efficient overall approach to managing consumers' choices in 
connection with their privacy.  
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