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A year ago, the U.S. Supreme Court issued its decision in Carpenter v.
United States, holding that police acquisition of a defendant’s historical
cell-site location information, or CSLI, from his cellphone provider
constituted a search for purposes of the Fourth Amendment.[1] In doing
so, the court upended some established Fourth Amendment doctrines
and raised more questions than it answered about the constitutional
limits on government acquisitions of digital data.[2]

Over the past year, lower federal courts and state courts have begun to
grapple with Carpenter’s implications — not only for CSLI collection but
also for other forms of location monitoring and digital surveillance.
Despite attempts by criminal defendants to extend Carpenter to internet
protocol data, internet transaction history, cell-tower dumps, pole
cameras and similar surveillance cameras, and even financial records
held by banks, courts have applied Carpenter almost exclusively in
situations involving historical or real-time CSLI.

Carpenter characterized CSLI as having the ability to provide a “detailed,
encyclopedic, and effortlessly compiled” record of “a person’s physical
presence” over long periods.[3] Courts have so far rejected attempts to
extend Carpenter principally on the ground that other surveillance
techniques rarely allow the acquirer to learn about tracked individuals’
activities as extensively as CSLI acquisition does and thus raise less Nina Cahill
serious privacy concerns. s

The few notable exceptions involve data that would allow the
government to intrude upon the intimacies of people’s lives by tracking
their physical location over extended periods — as Carpenter found CSLI
does. Thus, courts have found that certain uses of GPS devices, pole
cameras and internet of things devices rise to the level of being Fourth
Amendment searches.

Unanswered Questions About CSLI After Carpenter

Carpenter held that “accessing seven days of CSLI constitutes a Fourth Sam McHale
Amendment search.”[4] The court characterized its decision as “narrow,”

suggested it was not disturbing the third-party doctrine but simply refusing to extend it, and
disclaimed addressing any issues other than those presented by the facts before it.[5] The
court even resisted Justice Anthony Kennedy’s urging to decide whether there is any limited
period for which law enforcement may obtain historical CSLI free from Fourth Amendment
scrutiny.[6] The court thus declined to express a view about collection of real-time CSLI or
cell-tower dumps and did not address orders authorizing prospective CSLI collection.[7]

Both lower federal courts and state courts hearing suppression motions based on Carpenter
have largely followed the Supreme Court’s lead in reading Carpenter narrowly and applying
its reasoning only in factually similar situations.

Real-Time or Prospective CSLI



Although Carpenter addressed an order seeking historical CSLI, courts have applied its
principles in considering orders seeking real-time CSLI, in which police are actively tracking
a suspect in the moment — often to execute a warrant on a person whose location is
unknown, or to respond to an emergency situation,[8] and in considering orders authorizing
prospective collection of CSLI to track a suspect’s movements over a given period going
forward.[9]

Quantity of CSLI Necessary to Trigger Fourth Amendment Scrutiny

While Carpenter established that seven days of CSLI is sufficient to trigger the Fourth
Amendment, courts have rejected invitations to establish a bright-line rule for the inverse
proposition, that is, that fewer than seven days of CSLI would not rise to the level of being a
Fourth Amendment search.

In United States v. Gaskin, for example, the government responded to the defendant’s
objection to its warrantless collection of seven days of his historical CSLI by arguing that it
sought to introduce only one day’s worth of data. Although the district court ultimately
resolved the defendant’s challenge under the good faith exception, it expressed
considerable skepticism about the government’s argument that Carpenter’s warrant
requirement should apply only to requests for CSLI of one week or more. “Carpenter did not
draw any particular bright line,” the court observed, “by which a request for data covering a
period shorter than seven days would not need a warrant.”[10]

The Texas Court of Criminal Appeals addressed a similar question in an opinion holding that
law enforcement’s use of real-time CSLI to track a defendant’s cellphone for three hours did
not constitute a search.[11] The court reasoned that the question of whether the
government conducted a search turned not on the content of cell-site location records, but
on “whether the government searched or seized enough information that it violated a
legitimate expectation of privacy.”[12] The court concluded that the defendant lacked a
legitimate expectation of privacy in three hours of information revealing his physical location
under either the Fourth Amendment or the Texas Constitution.[13] The defendant has filed
a petition for a writ of certiorari to the U.S. Supreme Court.[14]

Cell-Site Simulators and Cell-Tower Dumps

Courts have also held that Carpenter does not forbid the warrantless use of cell-site
simulators (sometimes called stingrays) or cell-tower dumps. Cell-site simulators are
devices that mimic cell towers by sending out signals causing phones in the area to transmit
their locations and identifying information.[15]

As the district court in United States v. Woodson explained, whereas CSLI allows agents to
use a known telephone number to compile a record of a suspect’s location over an extended
period, the signaling information revealed when using a cell-site simulator is typically
obtained by first physically tracking a suspect’s location so that agents can then use a
device to obtain his previously unknown telephone number.[16]

This distinction was enough for a district judge in the U.S. District Court for the Eastern
District of Missouri to declare that the manner in which the stingray was used “simply does
not give rise to the same privacy and Fourth Amendment concerns articulated in
Carpenter.”[17] Tower dumps provide the government with records identifying information
for all devices that have pinged a cell tower during a given time period.[18]



The U.S. Court of Appeals for the Seventh Circuit stated that Carpenter declined to rule that
such dumps “were searches requiring warrants” and thus “did not invalidate” them.[19] The
Seventh Circuit reasoned that, unlike the more extensive data available from CSLI, a single
tower dump can identify only phones near one location and at one time.[20]

Carpenter’s Applicability to Other Surveillance Techniques

Carpenter stated that it did not “call into question conventional surveillance techniques and
tools,” but instead held only that a warrant is required in the “rare case” in which a suspect
has a reasonable expectation of privacy in records held by a third party.[21] Nevertheless,
litigants have attempted to extend Carpenter’s rationale to other surveillance tools. Courts
have generally rebuffed such attempts, with a few notable exceptions where the data
sought would allow the government to construct a detailed record of a person’s physical
movements. Thus, courts have found that certain uses of GPS devices, pole cameras and
IoT devices to rise to the level of Fourth Amendment searches.

GPS Devices

Carpenter reaffirmed the court’s holding in United States v. Jones that people have a
reasonable expectation of privacy in their physical movements over extended periods.[22]
Thus, courts have applied Carpenter to require a warrant for particularly intrusive forms of
GPS surveillance.

In United States v. Diggs, for example, an officer was given log-in credentials from a car
dealership to access the GPS tracking system for a car driven by a robbery suspect. The
system recorded time-stamped entries detailing the car’s approximate street address each
time the car was turned on, every five minutes while it was being driven, and each time it
was parked. Without a warrant, the officer downloaded a month’s worth of the information,
from which it was possible to extract information down to the level of specific latitude and
longitude waypoints. The district court held that such GPS data “fits squarely within the
scope of the reasonable expectation of privacy” because — like the CSLI at issue in
Carpenter — it provides a “precise, comprehensive record” of the defendant’s “public
movements,” enabling police to “travel back in time to retrace” the defendant’s
whereabouts.[23]

Pole Cameras

Although Carpenter expressly declined to disturb the use of “conventional surveillance
techniques and tools, such as security cameras,” lower courts are divided over what
constitutes “conventional surveillance.”[24] Courts and police often refer to security
cameras as pole cameras because they are often affixed to the tops of telephone or utility
poles. Property managers use them to deter and record wrongdoing in commercial spaces
such as malls and parking lots, but police also install their own pole cameras to investigate
criminal activity and monitor potential suspects.

At a minimum, these cameras record video, but they otherwise vary widely in technological
capability: some record audio; some can be remotely controlled to tilt, pan, and zoom; and
some digitize and archive video on remote servers.[25] Thus far, at least seven district
courts have confronted claims seeking to exclude evidence from pole cameras. Six of those
courts have denied the defendant’s motion to suppress, distinguishing the “conventional
surveillance” that can be done with pole cameras from the newer and more intrusive
technologies at issue in Carpenter and Jones.[26]



In United States v. Tuggle, for example, the FBI installed three pole cameras on public
property in the area around a suspect’s home, providing a view of his driveway, the front of
the residence, and the street.[27] FBI agents could remotely zoom, pan, and tilt the
cameras, which had “rudimentary” lighting technology to assist the camera’s operation at
night.[28] The cameras allowed the FBI to view the video in real time, and the video feed
was archived on a server over the course of an 18-month investigation.[29]

The Tuggle district court held that since pole cameras are “limited to a fixed location and
capture only activities in camera view” and use technology that has “been around for
decades,” their use does not constitute a search — at least, as in Tuggle, when they are
used to monitor the outside of a home that is visible to any neighbor or passerby.[30]

One district court, however, has found that the technological power of newer security
cameras moves them outside the bounds of “conventional surveillance.” In United States v.
Moore-Bush, a federal district judge in Massachusetts extended Carpenter to cover eight
months of video from a pole camera that continuously recorded, digitized, and archived
footage in factually similar ways to the surveillance in Tuggle.

Noting that other courts had approved the use of pole cameras by classifying them as mere
“security cameras,” the judge reasoned that the pole camera used in the case before him
was not a typical security camera “by any stretch of the imagination.”[31] It was installed
to investigate suspects, not to monitor a heavily trafficked area or commercial
establishment; and it was not put in plain view and not accompanied by a warning sign to
deter wrongdoers, but was hidden out of sight and used to track a suspect’s travels.[32]

The court held that, while not every use of a pole camera constitutes a search, the
government’s use of the camera in Moore-Bush did because it allowed the government to
piece together “intimate details of a suspect’s life” by providing continuously recorded video
for eight months, focusing on the driveway and front of the suspect’s home, allowing
officers to zoom in close enough to read license plate humbers, and creating a digitally
searchable log.[33] The government has appealed the district court’s ruling to the U.S.
Court of Appeals for the First Circuit.

Internet of Things Devices

Another potential avenue for extending Carpenter is in the frequent collection and storage of
data from IoT devices, such as smart meters that collect information on electricity usage.
The Seventh Circuit confronted such a case in Naperville Smart Meter Awareness v. City of
Naperville and held that collecting such data every 15 minutes qualifies as a search because
it “reveals details about the home that would be otherwise unavailable to government
officials.”[34]

The court held that the third-party doctrine was not implicated because the government
itself — in the form of a public utility — collected the information as part of offering
electricity. But the Seventh Circuit suggested that the third-party doctrine would not apply
even if a separate entity were to collect the data because “a choice to share data imposed
by fiat is no choice at all."[35]

A home occupant, the court opined, no more “assumes the risk” of near constant monitoring
by choosing to have electricity than a cellphone user “assumes the risk” of turning over a
“comprehensive dossier of physical movements” by choosing to use a cellphone.[36] The
court found the search to be reasonable because the collection was not done for purposes of
criminal law enforcement and because the utility did not share the data with third



parties.[37] But the case represents the first in what will likely be many challenges over the
use of data derived from the ever-increasing number of IoT devices.

Carpenter’s Impact on Related Fourth Amendment Issues

So far, lower federal courts and state courts have mostly agreed that Carpenter did little to
alter traditional applications of the third-party doctrine, Fourth Amendment standing
doctrine or defendants’ entitlement to discovery.

The Third-Party Doctrine

In its foundational third-party doctrine cases, the Supreme Court held that a person has no
reasonable expectation of privacy in the person’s financial records held by his or her
bank[38] or in records of dialed phone numbers conveyed to the person’s phone
company.[39] Carpenter emphasized that its holding did “not disturb the application of” the
third-party doctrine in these cases but merely declined to “extend” the doctrine to collection
of CSLI.[40]

In doing so, the court stressed the “unique nature of cellphone location information”[41]
and its capacity to provide an “intimate window into a person’s life,”[42] leaving open the
possibility that the third-party doctrine may in time yield to the rapid evolution of other
technologies. Defendants have relied on Carpenter to challenge the third-party doctrine’s
application to internet protocol address data and subscriber information as well as to
financial records, but so far without reported success.

Courts have denied motions to suppress banking records and records of financial
transactions, holding that the CSLI in Carpenter is easily distinguished from such
records.[43] One court, for example, emphasized that records of financial transactions do
not include comprehensive records of a person’s whereabouts, as in Carpenter.[44] The
court took the view that people voluntarily expose their information when they choose to
make financial transactions.[45] As a result, those who use banking services or even online
platforms like eBay Inc. “assume]] the risk that the company would reveal to police the
purchases” or transactions that are made.[46]

So too with IP address data, which may identify the general location of user’s accessing of
the internet. At least 12 district court cases have considered challenges to the collection of
IP addresses and, thus far, none has held such collection amounted to a search. These trial
courts — and the U.S. Court of Appeals for the Fifth Circuit as well — have concluded that
this data fits “comfortably” within the third-party doctrine and as less revealing than
CSLI.[47]

Courts have viewed such data as “voluntarily submitted” to a third-party provider and as
having “no bearing on any person’s day-to-day movement.”[48] Courts have reasoned that
IP addresses do not follow people around and do not even identify a specific user — they
reveal only the location of internet access.[49] Thus, courts have generally held that IP
address data generated by a user’s accessing of a website or subscribing to a service is
distinguishable from the CSLI at issue in Carpenter.

Courts have been similarly unwilling to re-evaluate applications of the third-party doctrine
to other digital data in light of Carpenter.[50] The Colorado Supreme Court, for example,
recently held that police use of a defendant’s cellphone passcode to execute a search
warrant did not violate the Fourth Amendment, even though the defendant gave the
passcode to a police officer only for the limited purpose of allowing the officer to call the



defendant’s girlfriend to retrieve his vehicle. [51]

The court rejected the defendant’s argument that the third-party doctrine applied differently
to cellphones in light of Carpenter, reasoning that the defendant did not retain a reasonable
expectation of privacy in the phone’s contents after revealing his passcode to a third-party
— even though the passcode was revealed on the assumption that it would be used only for
a limited purpose.[52]

Standing and Discovery

Defendants have also been unsuccessful in using Carpenter to extend the bounds of the
Fourth Amendment’s standing requirements or their entitlement to seek discovery from the
government. Several courts have held that Carpenter did not affect the Fourth
Amendment’s standing requirements and so a defendant still may normally object to
unreasonable searches only of his own person or property.[53]

Thus, when one defendant sought to exclude CSLI obtained from a compatriot’s phone, the
court held that the defendant had no reasonable expectation of privacy in CSLI collected
from a phone over which he lacked “ownership, possession, control, use, and exclusion of
others.”[54] Nor, another court has held, did Carpenter alter the rules governing discovery,
despite one defendant’s attempt to argue that Carpenter entitled him to discovery to
determine whether the government had been monitoring his CSLI.[55]

State Constitutions

Not all state high courts interpret state constitutional equivalents to the Fourth Amendment
in parallel with the U.S. Supreme Court’s interpretations of the Fourth Amendment.
Defendants in state criminal prosecutions may look to state constitutions to raise issues akin
to those addressed by the U.S. high court in Carpenter.

In a series of decisions in the past year, the Massachusetts Supreme Judicial Court has
interpreted the Massachusetts Constitution to provide protections that in some ways exceed
those provided under Carpenter. Under the state constitution, a defendant may challenge
the warrantless tracking of his cellphone, even if he is not the person who regularly uses
that phone;[56] police requests for service providers to “ping” a phone to ascertain its real-
time location constitutes a search[57] and mandating GPS monitoring as a probation
condition constitutes a search,[58] but later review of a database of location information
gathered from such GPS monitoring does not.[59]

Conclusions

Thus far, courts have taken Chief Justice John Roberts at his word that Carpenter’s holding
is narrow. The few areas in which Carpenter has been extended involve surveillance
techniques that allow the government to gain a picture of a suspect’s life by compiling
extensive physical location information — especially where, as in Carpenter itself — that
information was not voluntarily shared or disclosed in a meaningful way. While Carpenter
might not (yet) have caused the sea change that some expected, more challenges are sure
to come as the varieties of digital data collected continue to expand and the technologies
used to collect and analyze that data become more sophisticated.
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