
Reproduced with permission. Published December 03, 2018. Copyright � 2018 The Bureau of National Affairs, Inc. 800-
372-1033. For further use, please visit http://www.bna.com/copyright-permission-request/

INSIGHT: What to Expect in Licensing and Litigation as the Internet of
Things Comes to the Automotive Industry

BY NATALIE HANLON LEH AND NATALIE POUS

This is the third article in a series of five articles writ-
ten by WilmerHale lawyers discussing how the emer-
gence of IoT technologies will impact the automotive in-
dustry. The first article, ‘‘The Developing Landscape of
Internet of Things Standards for Cars,’’ published on
November 5, and the second, ‘‘Internet of Vehicles
Technologies as Patentable Subject After Alice,’’ on No-
vember 20.

Introduction
As outlined in prior articles in this series, the Internet

of Things (IoT), or the connection of a variety of devices
to collect and exchange data through the internet, has
broad potential to impact the automotive industry. The
IoT is changing how users interact with cars, for ex-
ample by connecting smart devices to cars or incorpo-
rating sophisticated user interfaces that can control ev-
erything from navigation to streaming music and self-
driving and parking features. Moreover, the IoT
appears set to fundamentally change how technology is
developed for the automotive industry. Instead of rela-
tively few automobile manufacturers dominating all as-
pects of the industry, new players are emerging, includ-
ing established software and technology companies as
well as new companies. With this emergence, new ques-
tions arise as to how companies will integrate technol-
ogy into cars to maximize user experience. The addition
of new companies providing technology to the automo-
tive industry also implicates potential litigation, since
traditional industry relationships between companies
are now shifting and growing more complicated with an
expanded set of players.

This article explores how innovation trends may im-
pact current licensing of technology in the automotive

space, then how it may shape future licensing models.
Finally, it examines how these innovations and licens-
ing trends may implicate future litigation.

The Role of Licensing in the
Automotive Industry and the

Emergence of IoT
Licensing in the automotive industry by automobile

companies has historically been relatively limited.
Automotive-specific technologies such as transmis-
sions, breaking systems, on-board diagnostics, and fuel
systems, are typically developed by the automobile
companies themselves. Software-based technologies
have generally been proprietary rather than standards-
based, and were specifically designed for individual car
companies. More recently, where automobile compa-
nies have licensed technologies such as infotainment
systems, the Tier One, i.e., component part suppliers
that create those systems have been approached by au-
tomobile manufacturers (OEMs) to handle licensing is-
sues for their components.

Technology advancements in the automotive industry
have become more software based, whether they be en-
tertainment features such as music and video stream-
ing, or safety features such as lane location, collision
detection, automatic breaking. The IoT and vehicle to
everything (V2X) communications have led to
standards-based frameworks beginning to take shape.
This shift has led to more and different types of compa-
nies getting involved in automotive industry.

To take advantage of these new technologies, imple-
ment standardized technology, and offer the latest ad-
vancements to customers, automobile companies may
need to shift how they have typically viewed licensing
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and become more directly involved. Already this trend
has led to new relationships between traditional car
companies and traditional technology companies. For
example, Toyota and Microsoft recently announced a
patent license agreement related to connected car tech-
nologies. The trend may also lead to licensing agree-
ments between large established car companies and
new small software companies that, for example, de-
velop standardized IoT features. These smaller compa-
nies may be more agile and creative than more estab-
lished companies in terms of formulating licensing
plans and strategies to incorporate their technologies
into cars.

Licensing Standardized IoT
Technology in the Automotive Industry

As outlined in the first article of this series, standards
are likely to play an important role in the development
of IoT in the automotive industry, including in V2X
communications and infotainment systems. As was
seen for example in the smartphone industry, regard-
less of which standards are adopted, companies will de-
bate what framework for licensing standard essential
patents should be implemented in the automotive con-
text.

Fair, reasonable and non-discriminatory (FRAND) li-
censing is often used in industries adopting standards.
FRAND licensing aims, among other things, to strike a
balance in royalties between compensating owners of
technology that is standardized and promoting wide-
spread adoption. The two leading candidates for the
V2X standard are Cellular-V2X (C-V2X) and Direct
Short Range Communication (DSRC) based on the
802.11p standard. Each of the two candidates is based
on prior technology that has a FRAND or RAND licens-
ing regime.

As an example, smartphones were not ubiquitous
when the cellular FRAND licensing scheme was devel-
oped. As they became more prevalent, companies spent
years in litigation debating how the FRAND principles
that had been developed for traditional cell phones
should also apply to smartphones that had a lot of addi-
tional features. One reason for the rise in litigation as
smartphones became more popular was—as is now be-
ing seen in the automotive industry—new players were
coming into the cell phone market, and often these new
companies had different ideas about licensing com-
pared to traditional cellular companies.

Whether and how SEP licensing regimes will be ad-
opted for IoT in the automotive industry is an open
question. Years of negotiation and litigation have led to
a body of case law that can help companies determine
FRAND royalties, for example, for smartphones. Simi-
lar to the debate between traditional cell phone and
smartphone companies, companies may debate
whether cars present different considerations than
smartphones and WiFi devices (such as hotspots or
smart home devices) that would affect how to deter-
mine FRAND rates for standards essential patents re-
lated to IoT in cars. Given the price differential between
cars and other types of consumer devices that typically
implement standardized technologies, even SEP licen-
sors that advocate for a percentage of the device-based
royalty scheme for smartphones may recognize that a
similar framework for cars will not be feasible. For ex-

ample, IoT patent pool licensor Avanci offers a flat rate
licensing model for cars rather than a percentage-based
model that many of its members advocate for smart-
phones.

Recently, companies and organizations in Europe de-
bated how FRAND licensing models for IoT should be
structured. Two potential licensing models emerged, (1)
use-based licensing, which values a license based on
how the technology that uses the SEP is used, and (2)
license to all, in which a manufacturer can license an
SEP from an owner once and that can be applied to any
downstream use. Different companies and organiza-
tions were on opposite ends of the debate. On one end
supporting the use-based model is IP Europe, a coali-
tion of technology companies including Ericsson,
Nokia, and Qualcomm. On the other end, organizations
such as the App Association (ACT) and the Fair Stan-
dards Alliance (FSA), which includes car companies
such as BMW, Ford and Honda, and technology compa-
nies such as Google, Apple and Cisco, support the li-
cense to all model. At the end of 2017, the European
Commission issued a statement outlining its position on
SEPs, stating that SEP holders should refrain from dis-
criminating between implementers that are similarly
situated, but fell short of taking an explicit position on
the use-based versus license to all models. Organiza-
tions are continuing to work with the European Com-
mittee for Standardisation (CEN) and Electrotechnical
Standardisation (CENLEC) to develop proposed licens-
ing schemes and guidelines for implementing FRAND
in IoT.

An alternative to licensing models that automotive
companies have explored in other aspects of automo-
tive technology is to open patents covering certain tech-
nology to the public, essentially making them ‘‘open
source’’ and eliminating the need for licensing. One
well known example in the automotive industry is Tes-
la’s announcement that, in an effort to encourage adop-
tion and development of electric car technology, it
would not enforce patent rights on innovations made
using its lithium-ion battery technologies. Toyota made
a similar announcement related to its fuel-cell technol-
ogy related patents. Whether companies will do the
same in the IoT space to encourage adoption of specific
technology remains to be seen.

Potential Implications for Litigation
Entrance of non-traditional automotive companies

into the industry may shake up the patent litigation
landscape for the automotive field. Where major auto-
motive companies have co-existed for decades and
could avoid litigation by cross-licensing technologies, a
new software company with key IoT patents may have
different incentives and leverage. For example, a cross-
license from a car manufacturer may not be attractive
to a small software company that does not make cars.
This interaction between fundamentally different types
of companies may force car companies to re-evaluate
how to interact with potential suppliers.

IoT will lower barriers to entry into the automotive
industry by allowing more companies to break into the
industry with discrete contributions in a way that may
not have been possible previously. With an increased
number of companies that may have patents relevant to
the automotive industry, and because those companies
may or may not ultimately be successful, there may be
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an increased likelihood that patents will be transferred
away from original owners to licensing or non-
practicing entities. This could in turn lead to an in-
crease in litigation involving non-practicing entities.

Several organizations currently exist that aim to curb
litigation with non-practicing entities. One example is
the LOT (License on Transfer) network, a consortia of
companies agreeing that whenever they sell a patent to
a non-practicing entity, all of the members will auto-
matically receive a free license to the patent. Another
example is Unified Patents, an organization that chal-
lenges patents at the PTO (and has an automotive sec-
tor focus), and a third is RPX Corp, a company that
buys patents and challenges issued patents. If the num-
ber of patents held by non-practicing entities directed
toward IoT with automotive applications increases,
there may be more of a push by groups such as these to
limit litigation, for example by filing more IPRs or using

other tools like Post Grant Proceedings to challenge
patent validity at the Patent Office.

Stay tuned for the fourth article in this series, ‘‘Moni-
toring Mobility: The Current and Future Regulatory
Landscape for Advanced Automotive Tech,’’ to publish
next week.

—————————————
Natalie Hanlon Leh is a partner in the Denver office

of WilmerHale, where she is a member of the Intellec-
tual Property Litigation practice. Ms. Hanlon Leh
serves as lead counsel in patent, copyright, trademark
and trade secrets matters, including on disputes involv-
ing standards essential patents.

Natalie Pous is a counsel in the New York office of
WilmerHale. She has a diverse practice spanning sev-
eral aspects of intellectual property law, including pat-
ent litigation, post-grant proceedings, patent prosecu-
tion, due diligence and counseling.
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