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 Questions will be answered as time permits
 Offering 1.0 CLE credit in California and New York*
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Setting the Stage
Current privacy framework for digital advertising in Europe:
 Law:  Data Protection Directive, until May 24, 2018

 Law:  ePrivacy Directive, as amended by the “Cookie Directive” in 2009

 Self-Regulation:  EDAA/IAB Europe EU Framework for Online Behavioural Advertising

 Self-Regulation:  2018 NAI Code of Conduct (for NAI members)

The new heavyweights:
 General Data Protection Regulation (GDPR), effective May 25, 2018

 Regulation on Privacy and Electronic Communications (“ePrivacy Regulation”) proposed by the EU 
Commission on January 10, 2017, and currently under consideration by the EU Council (latest version 
from Parliament here (10.20.2017); latest version from Bulgarian Presidency here (March 7, 2018)
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http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:337:0011:0036:en:PDF
http://www.edaa.eu/european-principles/
https://www.networkadvertising.org/sites/default/files/nai_code2018.pdf
http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32016R0679
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//NONSGML+REPORT+A8-2017-0324+0+DOC+PDF+V0//EN
http://data.consilium.europa.eu/doc/document/ST-5827-2018-COR-1-REV-1/EN/pdf
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GDPR:  Application to Digital Advertising

Definition of “personal data” under the GDPR is broad
 Includes location data and “online identifiers” that likely encompass cookie IDs, mobile ad 

IDs, IP addresses, statistical IDs, and other persistent online IDs used in online advertising

 “Pseudonymous” data is still personal data

Applies to controllers and processors not established in the EU, if 
processing activities relate to:
 The offering of goods or services to individuals in the EU, or

 The monitoring of individuals’ behavior to the extent their behavior takes place within the EU

Strict data protection compliance regime with severe penalties for violations, 
up to €20 million or 4% of a company’s global revenue, whichever is higher
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GDPR:  Key Questions for the Online and Mobile 
Advertising Industry

1. What are the legal bases for processing data under the GDPR and what do they mean for the digital ad tech 
industry?  Can we rely on legitimate interests or do we need consent?

2. What do we need consent for under the existing ePrivacy Directive, and how does obtaining that consent differ once 
the GDPR is effective on May 25 (e.g., how does implied consent with cookie consent banners change once we 
need GDPR style consent)?

3. How would the proposed ePrivacy Regulation change the concept of consent under the GDPR?  Would companies 
be able to rely on legitimate interests?

4. How does consent revocation work?  Data subject access rights?

5. How does the WP 29 guidance work with the actual regulation?  Guidance suggests that a pay wall would be 
disallowed in lieu of consent for data collection, but how would companies be able to provide content for free?

6. What is the role of the DPO?  Must the DPO be an employee of the company or can an outside organization offer 
those services?

7. How does the GDPR’s private right of action affect the litigation landscape in the EU?  Can we expect an onslaught 
of class action lawsuits on May 25?
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GDPR:  Key Differences from the Data Protection 
Directive

Extensive documentation requirements
 E.g., Article 30 requirement to maintain records of processing activities

Heightened consent requirements
 E.g., Article 4 defines consent to require “unambiguous” indication by “statement or by a clear 

affirmative action”

Profiling is expressly addressed
 E.g., Article 21 right to object to profiling for direct marketing purposes

Detailed access, correction, and deletion rights
 E.g., Article 15 (Access), Article 16 (Rectification), Article 17 (Right to be Forgotten), Article 18

(Restrictions on processing), Article 19 (Obligation to notify third parties of restrictions)
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https://gdpr-info.eu/art-30-gdpr/
https://gdpr-info.eu/art-4-gdpr/
https://gdpr-info.eu/art-21-gdpr/
https://gdpr-info.eu/art-15-gdpr/
https://gdpr-info.eu/art-16-gdpr/
https://gdpr-info.eu/art-17-gdpr/
https://gdpr-info.eu/art-18-gdpr/
https://gdpr-info.eu/art-19-gdpr/
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GDPR:  Key Differences from the Data Protection 
Directive

Detailed contractual requirements for controller-processor arrangements
 E.g., Article 28

Data breach notification requirements
 E.g., Article 33 and Article 34 require notification to DPA and individuals

Data protection impact assessments (DPIAs) required in certain 
circumstances
 E.g., Article 35 requires DPIAs where processing “is likely to result in a high risk to the rights 

and freedoms” of individuals and “in particular using new technologies”

Data protection officer (DPO) requirements
 E.g., Article 37, Article 38, and Article 39 govern the appointment and tasks of DPO
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https://gdpr-info.eu/art-28-gdpr/
https://gdpr-info.eu/art-33-gdpr/
https://gdpr-info.eu/art-34-gdpr/
https://gdpr-info.eu/art-35-gdpr/
https://gdpr-info.eu/art-37-gdpr/
https://gdpr-info.eu/art-38-gdpr/
https://gdpr-info.eu/art-39-gdpr/
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GDPR:  Article 29 Working Party Guidelines

Provide detailed and specific guidance on how the GDPR may 
apply; Best indication yet for how DPAs intend to interpret and 
enforce the GDPR, but Guidelines are not law.
 Right to data portability 

 Data protection officers

 Identifying a lead supervisory authority

 Data protection impact assessments

 Data breach notification
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 Automated decision-making and profiling

 Application and setting of administrative 
fines

 Consent

 Transparency

 Binding Corporate Rules

http://ec.europa.eu/newsroom/document.cfm?doc_id=44099
http://ec.europa.eu/newsroom/document.cfm?doc_id=44100
http://ec.europa.eu/newsroom/document.cfm?doc_id=44102
http://ec.europa.eu/newsroom/document.cfm?doc_id=47711
http://ec.europa.eu/newsroom/article29/document.cfm?doc_id=49827
http://ec.europa.eu/newsroom/article29/document.cfm?doc_id=49826
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=47889
http://ec.europa.eu/newsroom/article29/document.cfm?action=display&doc_id=51030
http://ec.europa.eu/newsroom/article29/document.cfm?action=display&doc_id=51025
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
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GDPR:  Legal Bases for Processing Data
Article 6 requires a lawful basis for processing, including where:
 “[T]he data subject has given consent to the processing . . . for one or more specific purposes”

 “[P]rocessing is necessary for the purposes of the legitimate interests pursued by the controller 
or by a third party, except where such interests are overridden by the interests or fundamental 
rights and freedoms of the data subject . . .”

Recital 47 describes when legitimate interests may apply:
 “. . . the existence of a legitimate interest would need careful assessment including whether a 

data subject can reasonably expect at the time and in the context of the collection of the 
personal data that processing for that purpose may take place . . .”

 “ . . . direct marketing purposes may be regarded as carried out for a legitimate interest.”

WP 29 Guidelines on Profiling suggest that, under Opinion 06/2014, it will be difficult 
to rely on legitimate interests for profiling/tracking in OBA context
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https://gdpr-info.eu/art-6-gdpr/
https://gdpr-info.eu/recitals/no-47/
http://ec.europa.eu/newsroom/article29/document.cfm?doc_id=49826
http://collections.internetmemory.org/haeu/20171122154227/http:/ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp217_en.pdf
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GDPR:  Interactions with ePrivacy Directive

But . . . the ePrivacy Directive requires consent for the use of cookies and similar 
technologies
 Article 95 of the GDPR grandfathers the ePrivacy Directive

Article 94 of the GDPR states that “[r]eferences to the repealed Directive shall be 
construed as references to this Regulation”
 E.g., definition of consent under GDPR applies to ePrivacy Directive

Uncertainty whether “legitimate interests” will be added to the proposed ePrivacy 
Regulation as a new legal basis for the use of cookies and similar technologies, but 
in the meantime, consent is required
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https://gdpr-info.eu/art-95-gdpr/
https://gdpr-info.eu/art-94-gdpr/
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GDPR:  What is “consent?”
Existing standards for consent under ePrivacy Directive:
 Consent requirements vary greatly across EU Member States

 E.g., notice and opt-out (Italy) or “soft” opt-in (France), via placement of “cookie banners”

Article 4 defines consent under GDPR:
 “[A]ny freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he or 

she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data.”

 “Unambiguous” consent is less than “explicit” consent, but more than opt-out

Recital 32 addresses existing “soft opt-in” or “implied consent” models:
 “[Consent] could include ticking a box when visiting an internet website, choosing technical settings for information 

society services or another statement or conduct which clearly indicates in this context the data subject’s 
acceptance of the proposed processing of his or her personal data.”

 “Silence, pre-ticked boxes or inactivity should not therefore constitute consent.”
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http://gdpr-info.eu/art-4-gdpr/
https://gdpr-info.eu/recitals/no-32/
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GDPR:  What is “consent?”
Article 6 and Article 7 contain additional requirements for consent:
 Companies must be able to demonstrate that consent was obtained

 Consent must be specific, informed, and separate for each purpose

 Data subjects must be able to withdraw consent at any time

 Presumption that consent is not “freely given” if consent is tied to provision of services and the 
processing is not necessary for the performance of the contract/services

Article 29 Working Party Draft Guidelines on Consent (WP 259) indicate how DPAs
may interpret and enforce consent requirements
 Guidelines suggest that “pay walls” would not be allowed, but do not provide a solution for ad-

supported websites if data subjects do not consent

 Guidelines also do not specifically address consent rules for third parties, who do not have direct 
relationships with consumers
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http://gdpr-info.eu/art-6-gdpr/
http://gdpr-info.eu/art-7-gdpr/
http://ec.europa.eu/newsroom/just/document.cfm?doc_id=48849
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GDPR:  Revocation of Consent and Access, 
Correction, and Deletion Rights

Article 7 governs revocation of consent:

 Must provide ability for data subject to withdraw consent “at any time”

 Must be “as easy to withdraw as to give” consent

 Withdrawal does not affect the lawfulness of processing before withdrawal

Articles 15-20 provide for data subject access, correction, and deletion rights:

 However, Article 11 states that such obligations do not apply if the controller can demonstrate that it 
cannot identify the data subject without additional information (e.g., if processing “pseudonymous” 
data), except where the data subject provides additional information to exercise his or her rights

 In OBA context, transparency/choice tools may emerge as industry standard or best practice—Article 
Working Party Guidelines on Profiling provide some general recommendations
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https://gdpr-info.eu/art-7-gdpr/
https://gdpr-info.eu/chapter-3/
https://gdpr-info.eu/art-11-gdpr/
http://ec.europa.eu/newsroom/article29/document.cfm?doc_id=49826
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GDPR:  Restrictions on Profiling 
The GDPR expressly addresses profiling:
 Article 4 defines “profiling” as “any form of automated processing … to evaluate certain personal aspects . . . in 

particular to analyse or predict aspects concerning that natural person’s . . . economic situation, health, personal 
preferences, interests, reliability, behaviour, location or movements.”

 Articles 13, 14, and 15 require notice of the existence and consequences of profiling, “meaningful information about 
the logic involved,” and rights to object to profiling under Article 21

Article 22 generally requires “explicit consent” for decisions based on profiling that produce legal 
or similarly significant effects
 “Explicit consent” is not defined, but presumably requires an express, written statement

Article 29 Working Party Guidelines on Automated Individual Decision-Making and Profiling (WP 
251) indicate that targeted advertising based on profiling will not typically have “similarly 
significant effects,” but that it could in certain cases
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http://gdpr-info.eu/art-4-gdpr/
http://gdpr-info.eu/art-13-gdpr/
http://gdpr-info.eu/art-14-gdpr/
http://gdpr-info.eu/art-15-gdpr/
https://gdpr-info.eu/art-21-gdpr/
http://gdpr-info.eu/art-22-gdpr/
http://ec.europa.eu/newsroom/article29/document.cfm?doc_id=49826
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GDPR:  Data Protection Impact Assessments
Article 35 requires data protection impact assessments (DPIAs) where:
 Processing “is likely to result in a high risk to the rights and freedoms” of individuals, “in particular using new 

technologies”

Data protection impact assessments:
 Must be carried out prior to processing, and revisited if risks change

 May be specifically required (or not required) based on public lists established by DPAs

 Should be overseen by data protection officer

 Must describe processing, assess proportionality and risks, and consider risk mitigation

 May require consultation with DPA if there are high risks in absence of risk mitigation

Article 29 Working Party Draft Guidelines on Data Protection Impact Assessments (WP 
248) provide additional guidance
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http://gdpr-info.eu/art-35-gdpr/
http://ec.europa.eu/newsroom/document.cfm?doc_id=47711
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GDPR:  DPO Requirements
Article 37 requires designation of DPO where core activities involve processing operations that 
“by virtue of their nature, their scope and/or their purposes, require regular and systematic 
monitoring of data subjects on a large scale”

Regulators expect DPOs to:
 Report directly to “highest management level”

 Have expertise commensurate with the sensitivity, complexity, and amount of data processed, as well as a sufficient level 
of involvement, resources, and independence 

 Be free conflicts of interest on the business side and accessible from EU (e.g., located in EU, even for non-EU 
establishments in many cases)

External DPO may fulfill role “on the basis of a service contract”

Article 29 Working Party Draft Guidelines on Data Protection Officers (WP 243) provide additional 
guidance
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http://ec.europa.eu/newsroom/document.cfm?doc_id=44100
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GDPR:  Potential Litigation
GDPR provides individuals and/or consumer associations with rights to:
 Lodge complaints against a supervisory authority (Article 77 and 80(2))

 Seek judicial remedy against a supervisory authority (Article 78 and 80(1))

 Seek judicial remedy against a controller or processor (Article 79 and 80(1))

 Obtain compensation for “material or non-material damage” (Article 82 and 80(1))

Joint and several liability for controllers and processors, except where a controller or 
processor can prove it is not responsible for damages

Heightened risk of lawsuits initiated by data subjects and consumer associations, as 
well as disputes with joint controllers and processors

Possible need to (in parallel) defend against supervisory authorities
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https://gdpr-info.eu/art-77-gdpr/
https://gdpr-info.eu/art-80-gdpr/
https://gdpr-info.eu/art-78-gdpr/
https://gdpr-info.eu/art-80-gdpr/
https://gdpr-info.eu/art-79-gdpr/
https://gdpr-info.eu/art-80-gdpr/
https://gdpr-info.eu/art-82-gdpr/
https://gdpr-info.eu/art-80-gdpr/
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ePrivacy:  From Directive to Regulation
History
 ePrivacy Directive initially adopted in 2002

 Amended by so-called “Cookie Directive” in 2009

 Currently under review to harmonize with GDPR, address technological advancements, and change to a 
Regulation (which has direct effect in member states)

Status of proposed ePrivacy Regulation
 EU Commission proposed initial draft text on January 10, 2017

 Article 29 Working Party and European Data Protection Supervisor (EDPS) published opinions on proposed 
text (see here and here)

 European Parliament approved amended text on October 26, 2017

 EU Council consulting with member states on various issues to establish its position in advance of “trilogue” 
negotiations, which likely will not start before fall 2018
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https://ec.europa.eu/digital-single-market/en/news/proposal-regulation-privacy-and-electronic-communications
http://ec.europa.eu/newsroom/document.cfm?doc_id=44103
https://edps.europa.eu/sites/edp/files/publication/17-04-24_eprivacy_en.pdf
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//NONSGML+REPORT+A8-2017-0324+0+DOC+PDF+V0//EN
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ePrivacy:  Key Proposals Applicable to Online and 
Mobile Advertising

Proposed ePrivacy Regulation applies to all electronic communications data—not just 
personal data

Articles 8 requires consent (as defined in GDPR) for the use of cookies or similar 
technologies, except where necessary for providing the services or for limited first-party web 
audience measurement

Article 9 authorizes the use of browser or software settings to express consent

Article 10 requires software providers to:  (a) offer a means to stop data collection; (b) inform 
users about privacy settings options upon installation; and (c) require end users to consent 
to each setting during installation

Article 16 requires consent for direct marketing (e.g., email and text)
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ePrivacy:  Key Issues under Discussion
1. Adding legitimate interest as a legal basis (coupled with opt-out) for using cookies and similar 

technologies to deliver targeted advertisements, and other exceptions to consent (EU Council)

2. Prohibiting further processing on the basis of other legal grounds allowed under GDPR, even if the 
initial processing is allowed under the ePrivacy Regulation (EDPS, EP, WP29)

3. Prohibiting “tracking walls” (EDPS, EP, WP29)

4. Requiring companies to comply with browser or software privacy settings or other accepted 
technical and policy compliance standards (EDPS, EP)

5. Requiring browser and software settings to be privacy-protective by default (EDPS, EP, WP29) 
and/or making other adjustments to browser and software privacy settings (EP, EU Council)

6. Imposing additional restrictions on first-party analytics without consent (data must be aggregated and 
kept separate from data collected on other sites, and opt-out must be provided) (EP)

7. Establishing standalone definitions that do not rely on the telecommunications code (EDPS, EP)
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ePrivacy:  Impacts on Consent
It remains to be seen whether legitimate interests (coupled with opt-out) will be 
added as a legal basis for online advertising

Under current proposals, consent likely will shift from a “cookie banner” approach to 
one that relies on browser and software privacy settings

 The amended text proposed by the European Parliament would require that browser or software 
privacy settings “shall be binding on, and enforceable against, any other party”

 It also requires the European Data Protection Board to issue guidelines and determine the 
technical specifications and signaling methods that would fulfill the conditions for consent

There is a possibility that browser and software settings will need to be “privacy-
protective” by default, which poses challenges for third parties

“Tracking walls” may be prohibited
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Industry Initiatives on GDPR and ePrivacy Regulation
Interactive Advertising Bureau Europe (IAB Europe) established a GDPR Implementation 
Working Group to provide guidance to the advertising industry:
 GDPR Compliance Primer

 Working Paper on the Definition of Personal Data

 Working Paper on GDPR Consent

 Working Paper on Data Subject Requests

On Feb. 9, 2018, the IAB Tech Lab announced an OpenRTB Advisory that specifies how to 
pass user consent signals via an OpenRTB protocol, and it launched a GDPR Technical 
Working Group
On March 8, 2018, IAB Europe released draft technical specifications for its GDPR 
Transparency and Consent Framework—vendors and consent management providers can 
apply for approved status now
Finally, IAB UK has released a draft factsheet on the proposed ePrivacy Regulation
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https://www.iabeurope.eu/policy/iab-europes-gdpr-compliance-primer/
https://www.iabeurope.eu/policy/gig-working-paper-on-the-definition-of-personal-data/
https://www.iabeurope.eu/policy/gig-working-paper-on-gdpr-consent/
https://www.iabeurope.eu/wp-content/uploads/2018/04/20180406-IABEU-GIG-Working-Paper04_Data-Subject-Requests.pdf
http://iabtechlab.com/wp-content/uploads/2018/02/OpenRTB_Advisory_GDPR_2018-02.pdf
http://iabtechlab.com/working-groups/iab-tech-lab-gdpr-technical-working-group/
http://advertisingconsent.eu/
https://www.iabuk.net/system/tdf/IAB%20Factsheet%20EU%20ePrivacy%20Regulation_Nov17_1.pdf?file=1&type=node&id=29264
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Takeaways

1. Q:  What are the legal bases for processing data under the GDPR and what do they 
mean for the digital ad tech industry?  Can we rely on legitimate interests or do we 
need consent?

 A:  It may be possible to rely on legitimate interests for processing data for direct marketing, but the ePrivacy 
Directive requires consent for the use of cookies and similar technologies.

2. Q:  What do we need consent for under the existing ePrivacy Directive, and how does 
obtaining that consent differ once the GDPR is effective on May 25 (e.g., how does 
implied consent with cookie consent banners change once we need GDPR style 
consent)?

 A:  The ePrivacy Directive requires consent for the use of cookies and similar technologies and will use 
GDPR’s definition of consent after May 25, 2018—requires “unambiguous” indication by “statement or by a 
clear affirmative action.”
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Takeaways
3. Q:  How would the proposed ePrivacy Regulation change the concept of consent under the 

GDPR?  Would companies be able to rely on legitimate interests?
 A:  At the moment, it’s unclear whether the proposed ePrivacy Regulation will be amended to allow processing based 

on legitimate interests for digital advertising. The proposed ePrivacy Regulation may have the effect of replacing 
cookie banners with browser and software privacy settings.

4. Q:  How does consent revocation work?  Data subject access rights?
 A:  It must be “as easy to withdraw as to give” consent.  Data subject access rights depend on whether personal data 

is “pseudonymized,” but transparency tools may emerge as a best practice.

5. Q:  How does the WP 29 guidance work with the actual regulation?  Guidance suggests that 
a pay wall would be disallowed in lieu of consent for data collection, but how would 
companies be able to provide content for free?

 A:  Article 29 Working Party guidelines are not law, but they indicate how DPAs will interpret and enforce the GDPR.  
The guidelines do not provide a solution for ad-supported websites if data subjects do not consent.
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Takeaways

6. Q:  What is the role of the DPO?  Must the DPO be an employee of the company or can 
an outside organization offer those services?

 A:  The DPO role must be built around GDPR’s numerous requirements, but a company can designate an 
external DPO that is capable of meeting those requirements.

7. Q:  How does the GDPR’s private right of action affect the litigation landscape in the EU?  
Can we expect an onslaught of class action lawsuits on May 25?

 A:  New rights to seek judicial remedies and obtain compensation will lead to a heightened risk of lawsuits initiated 
by data subjects and consumer associations, potential disputes with joint controllers and processors, and a need 
to (in parallel) defend against supervisory authorities.
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Questions? 

Wilmer Cutler Pickering Hale and Dorr LLP is a Delaware limited liability partnership. WilmerHale principal law offices: 60 State Street, Boston, Massachusetts 02109, +1 617 526 6000; 1875 Pennsylvania 
Avenue, NW, Washington, DC 20006, +1 202 663 6000. Our United Kingdom office is operated under a separate Delaware limited liability partnership of solicitors and registered foreign lawyers authorized 
and regulated by the Solicitors Regulation Authority (SRA No. 287488). Our professional rules can be found at www.sra.org.uk/solicitors/code-of-conduct.page. A list of partners and their professional 
qualifications is available for inspection at our UK office. In Beijing, we are registered to operate as a Foreign Law Firm Representative Office. This material is for general informational purposes only and 
does not represent our advice as to any particular set of facts; nor does it represent any undertaking to keep recipients advised of all legal developments. Prior results do not guarantee a similar outcome. 
© 2004-2018 Wilmer Cutler Pickering Hale and Dorr LLP
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