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Overview

• Current State of  the Market 

• The FTC: Privacy and Deception/Unfairness

• The FTC: Data Security

• California: Privacy, Mobile, and Enforcement

• Key Take-Aways

• Questions 
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The FTC Act: A Primer

Prohibits unfair and deceptive practices in the marketplace

• False or misleading claims about products and services

• Deceptive statements or omissions in privacy policies

• Practices that cause more harm than good to consumers

or the competitive marketplace

The FTC weighs consumer and market benefits and harms in

both enforcement actions and policy work.
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FTC: Privacy Cases 

Over the past 20 years, the FTC has brought actions 

addressing a wide variety of  privacy violations:

• Third-party data sharing

• Spyware or tracking mechanisms

• Spam and telemarketing 

• Failure to honor privacy promises 

• Omission of  key facts from privacy policies

• Partnerships with companies that obtain data illegally

Let’s review some of  the FTC’s recent cases…
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Spotlight on: Snapchat, Inc. 

“However, when the user 

chooses to Find Friends, 

Snapchat collects not only the 

phone number a user enters, 

but also, without informing 

the user, the names and phone 

numbers of  all the contacts in 

the user’s mobile device 

address book.”
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Snapchat: FTC’s Allegations

Highlights:

• Recipients could save “snaps” indefinitely, contrary 

to Snapchat’s claim they would “disappear forever” 

• Snapchat collected location information about the 

users, despite representations to the contrary

• Snapchat collected contact information stored on 

mobile phones without notice or consent

• Insecure security measures allowed a breach that 

resulted in attackers compiling a database of  4.6 

million usernames and phone numbers 
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Beware of  Making and Breaking Promises 

The FTC has brought numerous other cases alleging falsity of  

promises the companies had made to consumers about their data.

• Brightest Flashlight: claimed to collect certain information purely for 

internal housekeeping purposes, then sold it to third-party advertisers.

• Scan Scout: provided an opt-out for certain cookies but still tracked 

consumers with other cookies. 

• Epic Marketplace: claimed to limit the nature of  its tracking but used 

history-sniffing technology to track consumers across the web –

including when they visited financial and health websites.  

• Path: collected personal data from users’ mobile device address books, 

contrary to statements in privacy policy. 
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The FTC’s Privacy Principles

• Reasonable data collection and retention limits
• De-identification of  data where feasible; effective policies to not 
re-identify it

• Sound data security and disposal practices

Privacy by 
Design

• Privacy policies that are easy-to-read and easy-to-understand
• Provide additional notices at the time the consumers are providing 
their data 

Increased 
Transparency 

• Easy-to-exercise choices 
• Limit data usage to what is appropriate given the relationship with 
the consumer

“Usable” 
Choices
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Key Take-Aways:  FTC Privacy & Deception/Unfairness

Make sure any privacy 
claims are truthful
and complete

Make sure any privacy 
claims are truthful
and complete

Information and 
choices you provide 
to consumers must 

cover all your 
tracking practices

Information and 
choices you provide 
to consumers must 

cover all your 
tracking practices

Beware of  doing 
business with bad 

actors 

Beware of  doing 
business with bad 

actors 

Be careful about 
marketing using 
sensitive data 

Be careful about 
marketing using 
sensitive data 
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FTC: Data Security Cases

The FTC Standard: Administrative, technical, and physical controls to 

protect against reasonably foreseeable threats to the security, confidentiality, 

and integrity of  consumers’ personal information, taking into account the 

size of  the company and the sensitivity of  the data

Recent Cases

• GeneLink: failed to protect consumer information such as 

genetic information, Social Security numbers, bank account 

information, and credit card numbers.

• GMR Transcription Services: allowed patients’ medical histories 

and other information to be indexed on an Internet search engine. 

• Twitter: allowed hackers to obtain unauthorized administrative 

control of  Twitter, including access to non-public user 

information, and to send tweets from President Obama’s account. 
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Spotlight on: TRENDnet, Inc.

“Among other things, these 

compromised live feeds 

displayed private areas of  

users’ homes and allowed the 

unauthorized surveillance of  

infants sleeping in their cribs, 

young children playing, and 

adults engaging in typical daily 

activities.”
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TRENDnet: The FTC’s Allegations

• Failure to adequately train employees to 

handle/dispose of  information securely

• Failure to employ a reasonable process to 

discover risk to personal information.

• Failure to use reasonable means to look for or 

prevent unauthorized activity

• Transmitting/storing personal information in 

clear text/failing to encrypt personal 

data/credentials

• Allowing users to bypass authentication by 

going to a specific URL
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Key Take-Aways: Data Security Program Components

Administrative 

• Written 
Information 
Security 
Program (WISP)

• Training

• Vendor 
oversight

• Incident 
Response Plan

Technical

• Use reasonable 
available 
defenses

• Access control

• Secure 
credentials

• Encryption

• Monitoring and 
logging activity

Physical

• Clean desk / 
clean screen

• Limit access to 
sensitive areas 
and paper 
records

• Secure data 
disposal



WilmerHale

California Online Privacy Protection Act

California has ramped up enforcement of  

the California Online Privacy Protection Act 

(CalOPPA) against mobile app providers. 

� California law has long required Internet websites                                     

to provide an online privacy policy.

� The Attorney General has clarified that the law applies to mobile 

apps too.

� CalOPPA was amended recently to require disclosure of  even more 

info:

– whether other parties may collect information about users’ online 

activities over time and across different Web sites”

– how the operator responds to Web browser ‘do not track’ signals or 

other similar mechanisms
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California: Recent Enforcement Trends

� Many companies ignored the AG’s 

pronouncement, so California sent letters 

notifying companies that their mobile apps were 

violating the law.

� The response of  Delta Airlines, which provides a 

“Fly Delta” mobile application, did not satisfy 

California regulators.  So the Attorney General 

sued Delta, seeking a penalty of  $2,500 per 

download.  

– The litigation was dismissed for non-privacy 

reasons.  Such litigation could be brought against 

a new target.

Spotlight on: 

Mobile Apps
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California’s Mobile Privacy Recommendations

� In 2013, California issued a report with mobile privacy 

recommendations for app developers, app platform 

providers (e.g., app stores), advertising networks, and others. 

� Some of  the recommendations                                            

in the California report go beyond                                          

existing law and are merely “best                                      

practices” rather than clear legal                          

requirements.

� Privacy on the Go:  Recommendations 

for the Mobile Ecosystem
http://www.oag.ca.gov/sites/all/files/pdfs/                   

privacy/privacy_on_the_go.pdf?
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Take-Aways from the California AG’s Report

Do:

• Make your privacy policy accessible from within the app and in the app 
store so users can read it before they download your app

• Use shorter privacy disclosures and other measures to draw attention to 
data practices that may be unexpected

• Enable meaningful choices about the collection and use of  data

• Augment disclosures when collecting sensitive data, text messages, call 
logs, contacts, or using sensitive device features (e.g., cameras, 
microphones, location tracking)

Do Not:

• Collect personally identifiable data that is not necessary for the functions 
of  the app

• Use out-of-app ads delivered by modifying browser settings or placing 
icons on the mobile desktop   

• Use static, device-specific identifiers for advertising
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The Bottom Line: 

Respecting Privacy and Security Is Good for Business

Implementing privacy and data security best practices will not 

only help you avoid regulatory scrutiny; it is also a good business 

practice.

• Privacy and security are important to consumers – use them as a 

selling point.

• Public data breaches and privacy incidents have been met with 

significant backlash from consumers, media, business partners, and 

even investors.  

• A recent Pew survey found that 91% of  adults surveyed thought 

consumers have lost control over how personal information is 

collected and used by commercial interests. 

• Another Pew study found that 86% of  consumers  have taken steps 

to mask their “digital footprint.”
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Key Take Aways

• Develop a privacy 

policy & honor it

• Be honest and 

transparent 

• Disclose, disclose, and 

disclose again

• Develop a reasonable 

data security program

• Give the consumer 

choices 

• Use the relationship 

with the customer to 

determine the scope 

of  data usage 

• Pay attention to 

enforcement trends 

and regulatory 

guidance  


