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The myriad – and conflicting – state, 
federal and international laws governing 
the burgeoning marijuana industry have 
created a complicated legal landscape 
for financial institutions. In the United 
States, most states have legalized some 
form of marijuana use, but the manu-
facture, sale and distribution of mari-
juana nevertheless remains illegal un-
der federal law. As a result, in providing 
financial products and services to US 
marijuana-related businesses (MRBs), 
a financial institution could risk violating 
the Controlled Substances Act (CSA), 
21 U.S.C. § 841. Moreover, engaging 
in or facilitating transactions that con-
tain proceeds from US marijuana sales 
could create liability under the money 
laundering laws. 

Further complicating matters, Cana-
da became the first major world econo-
my to legalize recreational marijuana in 
October 2018. Because the US narcot-
ics laws generally do not apply to activ-
ity that is legal abroad, providing finan-
cial products and services to Canadian 
MRBs would not violate the CSA or im-
plicate the US money laundering laws. 
However, that is not the case in many 
European countries. The European 
Union recently passed a law expand-
ing the extraterritorial scope of member 
countries’ money laundering laws with 
respect to certain narcotics-related of-
fenses. These laws could now criminal-
ize the transfer of funds from activity 
that is legal in the foreign country (e.g., 
marijuana sales in Canada) if that activ-
ity would be illegal in the home country. 

Below we discuss the fragmented 
legal and regulatory landscape govern-
ing the marijuana industry as well as 

“Because different jurisdictions take 
different approaches to criminalizing 
activities involving MRBs, financial 
institutions should centralize risk-
management decision making 
around marijuana-related issues 
with a knowledgeable group of legal, 
compliance, and risk management 
personnel.”

notable recent developments and their 
implications for global financial institu-
tions.

The US Narcotics Laws

In the United States, 46 states have 
legalized marijuana for medical and/or 
recreational use in some form. Medical 
marijuana is used to control seizures, 
ease glaucoma and combat the loss 
of appetite caused by chemotherapy, 
among other treatments. Notwithstand-

ing these developments, the manufac-
ture, sale and distribution of marijuana 
for any purpose continues to be a viola-
tion of the CSA even in states that have 
legalized its use at the state level. As a 
result, businesses that manufacture, 
sell or distribute marijuana in the United 
States are generally operating in viola-
tion of federal law.

The federal government, however, 
has issued directives that create uncer-
tainty regarding the likelihood of marijua-
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na-related prosecutions. Department of 
Justice (DOJ) officials in the Obama Ad-
ministration had issued several memo-
randa, known as the “Cole memoranda,” 
deprioritizing federal criminal prosecu-
tions involving state-regulated marijuana 
businesses based on a set of eight prior-
ity factors.i On January 4, 2018, former 
Attorney General Jefferson Sessions 
rescinded that guidance and instructed 
federal prosecutors to determine “which 
marijuana activities to prosecute” based 
on the “well-established principles that 
govern all federal prosecutions.”ii Practi-
cally, this means that federal marijuana 
enforcement priorities will be deter-
mined by individual United States Attor-
neys’ Offices. Although Attorney General 
Sessions’ memorandum did not alter 
the status of marijuana under federal 
law – marijuana commerce remained 
illegal even after the Cole memoranda 
were issued – the rescission of the Cole 
memoranda increased the risk of prose-
cution for marijuana-related commerce. 
Attorney General nominee William Barr 
has not yet decided whether he would 
formally reinstate the Cole memoranda 
if he is confirmed, but he has announced 
that he “do[es] not intend to go after par-
ties who have complied with state law in 
reliance on the Cole memorandum.”iii 
The risk of prosecution with respect to 
medical marijuana is much lower be-
cause Congress has limited DOJ’s ability 
to use federal funds to enforce the CSA 
with respect to state-legalized medi-
cal marijuana businesses through the 
Rohrabacher-Blumenauer Amendment.iv 

The 2018 Farm Bill, Industrial 
Hemp and CBD

Industrial hemp and products de-
rived from hemp, such as cannabidiol 
(CBD), create yet another source of 
uncertainty. In December, Congress 
passed and the president signed the 
long-awaited 2018 Farm Bill, which re-
moves industrial hemp from the CSA’s 
definition of marijuana and expands le-
gal cultivation of industrial hemp.v CBD 
and other extracts derived from industri-

al hemp are no longer Schedule 1 drugs 
under the CSA.  

The cultivation of industrial hemp 
and the manufacture and sale of CBD 
products, however, are still subject to 
state laws and regulations as well as 
Food and Drug Administration (FDA) 
regulation. Although some states had 
legalized hemp and CBD prior to the 
2018 Farm Bill, industrial hemp and 
CBD products remain illegal (at least for 
now) at the state level in many states. 
Other states regulate CBD as a form of 
medical marijuana and allow its use by 
patients with prescriptions. And it re-
mains to be seen how state regulation 
of industrial hemp and CBD may change 
in response to the 2018 Farm Bill.

Additionally, the FDA’s approach to 
regulating CBD is not yet clear. The FDA 
has indicated that it may regulate CBD 
as a pharmaceutical drug (subject to 
the FDA drug-approval process) rather 
than as a dietary supplement.vi And 
the FDA recently approved a childhood 
epilepsy drug, Epidiolex, whose active 
ingredient is CBD. The FDA has also is-
sued warning letters addressed to CBD 
manufacturers and retailers who claim 
unproven health benefits from CBD, but 
it has not yet brought enforcement ac-
tions against CBD manufacturers. 

The US Money Laundering Laws

The risk of providing products or ser-
vices to marijuana-related businesses 
is not limited to narcotics laws. The US 
money laundering laws make it a crime 
to conduct a financial transaction with 
proceeds of “specified unlawful activ-
ity,” provided that a defendant has the 
requisite knowledge and/or intent. See 
18 U.S.C. §§ 1956, 1957. It is also a 
crime to transport, transmit or transfer 
funds internationally for the purpose of 
promoting a specified unlawful activ-
ity even if the funds are derived from 
a legitimate source. See 18 U.S.C. § 
1956(a)(2).

As relevant in the context of mari-
juana commerce, federal, state and 
foreign narcotics offenses constitute 

specified unlawful activity. As a result, if 
an entity engages in a financial transac-
tion knowing that the property involved 
represents the proceeds of some unlaw-
ful activity (e.g., US marijuana sales or 
foreign marijuana sales in other coun-
tries where marijuana remains illegal) 
and intends to promote the carrying on 
of unlawful activity, it may violate the US 
money laundering laws. If a transaction 
exceeds $10,000, intent to promote the 
underlying activity is not required. See 
18 U.S.C. § 1957. The government need 
only establish that the entity knowingly 
engaged in a monetary transaction in 
property derived from specified unlaw-
ful activity with a value greater than 
$10,000. 

Implications for Financial 
Institutions in the United States

The complicated legal status of mar-
ijuana in the United States has poten-
tially serious implications for financial 
institutions. A financial institution that 
provides products or services directly to 
a US MRB could be viewed as conspir-
ing to violate or aiding and abetting a 
violation of the CSA because such ser-
vices promote or facilitate the US MRB’s 
business. The potential money launder-
ing risk arises where the financial insti-
tution receives or transfers funds from a 
US MRB that it knows are derived from 
the sale of marijuana. The money laun-
dering risk is greater for transactions 
that exceed $10,000 because specific 
intent to promote the underlying crimi-
nal activity is not required; the govern-
ment need only prove that the transac-
tion contained crime proceeds and that 
the financial institution had knowledge 
or was willfully blind to that fact. 

The money laundering risk is not lim-
ited to direct transactions with US MRBs. 
There may also be risk in providing prod-
ucts and/or services to businesses that 
support US MRBs, such as companies 
that manufacture fertilizer and packag-
ing materials or even provide accounting 
or legal services. Businesses that sup-
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port US MRBs may engage in transac-
tions with funds that contain proceeds 
from US marijuana sales (i.e., crime 
proceeds), and the receipt or transfer 
of such funds by a financial institution 
could expose a financial institution to 
liability under the US money laundering 
laws. The risk of providing products or 
services to such supporting businesses 
is lower than for providing products and 
services directly to US MRBs, but finan-
cial institutions can further mitigate their 
risk by obtaining representations and 
warranties from supporting businesses 
to ensure that they are not transacting 
with crime proceeds.vii 

The risk also differs based on the 
products or services provided (e.g., con-
sumer banking services, initial public of-
ferings, secondary-market trading, and 
research and analysis). Products and 
services that are material (i.e., neces-
sary) to a US MRB’s business create a 
greater risk that a financial institution 
could be viewed as aiding and abetting 
or conspiring to violate the CSA or pro-
moting illegal marijuana sales in viola-
tion of the US money laundering laws. 
Activities that are further attenuated 
from the underlying marijuana sales 
– e.g., secondary-market trading of se-
curities—make it less likely that a finan-
cial institution would have the requisite 
knowledge and/or intent to violate US 
narcotics or money laundering laws.

In fact, regulatory guidance sug-
gests that financial institutions may pro-
vide certain banking services related to 
marijuana-related business. In 2014, 
the US Department of the Treasury’s 
Financial Crimes Enforcement Network 
(FinCEN) issued guidance based on the 
Cole memoranda that was designed 
to help banks reconcile the tension 
between state and federal narcotics 
laws. The FinCEN guidance created a 
three-tiered suspicious activity report 
filing system for marijuana-related activ-
ity. Notably, the FinCEN guidance does 
not prohibit financial institutions from 
providing banking services to state-
licensed MRBs. Rather, FinCEN issued 
the “guidance [to] clarif[y] how financial 

institutions can provide services to mar-
ijuana-related businesses consistent 
with their BSA obligations.”viii FinCEN 
has not revised the guidance following 
the repeal of the Cole memoranda.

Moreover, some states have encour-
aged the financial services industry to 
provide banking services to state-au-
thorized MRBs. For example, New York 
Governor Andrew Cuomo directed the 
New York State Department of Financial 
Services to encourage New York state-
chartered banks and credit unions to 
provide banking services to New York’s 
medical marijuana and hemp business-

es.ix Several members of Congress have 
introduced legislation to enable state-
licensed US MRBs to engage in relation-
ships with banks and other financial 
institutions,x and many have advocated 
for US MRBs to have access to the bank-
ing system.xi 

Canada Legalizes Recreational 
Marijuana

Canadian MRBs, however, do not 
pose these same risks under US law. 
Canada legalized recreational mari-
juana on October 17, 2018, becoming 
the world’s largest marketplace for le-
gal marijuana. Each of Canada’s prov-
inces and territories is responsible for 
establishing its own rules governing how 
marijuana may be sold and where it may 
be consumed, but as a general matter, 
individuals 18 years and older may now 
consume marijuana, possess up to 30 
grams of marijuana in public and grow 
up to four marijuana plants at home. 
Some provinces, such as British Colum-
bia, have elected to operate government-
run marijuana stores while others have 
granted licenses to private distributors.

Because the manufacture, distribu-
tion and sale of marijuana in Canada is 
now legal, MRBs that operate exclusive-
ly in Canada with no nexus to the United 
States are no longer engaged in speci-
fied unlawful activity – a predicate of-
fense – uder the US money laundering 
laws. Accordingly, providing the same 
products and services that could impli-
cate the US narcotics or money launder-
ing laws if provided to a US MRB would 
not violate US law if provided to a Ca-
nadian MRB. That is not necessarily the 
case under European law.

European Countries Expand the 
Scope of Their Money Laundering 
Laws

 
On October 23, 2018, the European 

Parliament and the European Coun-
cil signed the Directive on Countering 
Money Laundering by Criminal Law (the 

IAA Members 
Discuss the Fuss 
Around Cannabis
The IAA held a member call to 

discuss cannabis-related invest-
ment management issues on 
February 12. Among the topics 
discussed were the legal landscape 
– including conflicting laws in differ-
ent jurisdictions, the Department 
of Justice’s evolving enforcement 
policy, the applicability of anti-mon-
ey laundering laws (including suspi-
cious activity reports) – some of the 
special risks in onboarding clients 
who are engaged in a cannabis-re-
lated business, due diligence, and 
investing in marijuana ETFs. The 
call featured guest speakers Paul 
Architzel, John Walsh, Sharon 
Cohen Levin, and Gretchen Passe 
Roin, all partners at IAA Associate 
Member WilmerHale.
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Directive), which broadens the scope of 
extraterritorial activity that may serve as 
a predicate for a money laundering of-
fense in European Union (EU) member 
countries. Currently, the laws of some 
EU member countries, such as Germa-
ny, provide that extraterritorial activity is 
generally not a basis for a money laun-
dering conviction unless the activity is 
illegal both in the country where the ac-
tivity takes place and in the EU member 
country. These laws apply what is known 
as the “double criminality criterion,” 
meaning that the activity has to be a 
crime in both relevant countries to con-
stitute a predicate offense. The Direc-
tive prohibits EU member countries from 
applying the double criminality criterion 
in cases of illicit trafficking in narcotic 
drugs and psychotropic substances (in-
cluding the cultivation of cannabis). 
The elimination of the double criminal-
ity criterion means that proceeds from 
legal marijuana sales in Canada, which 
would be illegal if they occurred in the 
EU member country, could provide the 
basis for a money laundering conviction 
in the EU. EU member countries will be 
required to implement the Directive by 
December 3, 2020.

The United Kingdom’s money laun-
dering law similarly provides that per-
sons or institutions that receive pay-
ments derived from legal marijuana 
sales abroad commit a criminal offense, 
provided that they know or suspect the 
funds were derived from the sale of mar-
ijuana. In the United Kingdom, it is ille-
gal to possess, grow or sell marijuana, 
and the Proceeds of Crime Act (POCA) 
defines “criminal property” by reference 
to whether the predicate activity is law-
ful in the United Kingdom (not where 
the activity occurred).xiii Although there 
is a statutory exemption to POCA for cer-
tain predicate acts that are legal where 
they occurred, that exemption does not 
apply to marijuana possession, cultiva-
tion or sales given the prison sentences 
permissible for such crimes. 

As explained above, because the 
manufacture, distribution and sale of 
marijuana in Canada is now legal, MRBs 

that operate exclusively in Canada with 
no nexus to the United States are not 
acting in violation of the US narcotics or 
money laundering laws. Providing prod-
ucts and services to Canadian MRBs 
could, however, provide the predicate 
for a money laundering violation in Eu-
ropean Union member countries.

Summary

In sum, the risk of violating the US 
narcotics or money laundering laws by 
providing products or services to busi-
nesses involved in marijuana commerce 
depends on a number of factors, includ-
ing (but not limited to): 

• Whether the business is engaged in 
the manufacture, sale, or distribution 
of recreational or medical marijuana 
in the United States; 

• Whether a foreign business oper-
ates in or has a nexus to the United 
States or operates solely in a jurisdic-
tion where marijuana is legal, such 
as Canada; and

• Whether the business provides prod-
ucts or services to MRBs and/or re-
ceives funds that may be derived 
from US marijuana sales.

Financial institutions should be 
aware of and develop policies and pro-
cedures to mitigate these risks. Because 
different jurisdictions take different 
approaches to criminalizing activities 
involving MRBs, financial institutions 
should centralize risk-management de-
cision making around marijuana-related 
issues with a knowledgeable group of le-
gal, compliance, and risk management 
personnel. 
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