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TI TLE 18--CRI MES AND CRI M NAL PROCEDURE
PART | --CRI MES
CHAPTER 90- - PROTECTI ON OF TRADE SECRETS
Sec. 1831. Econom c espi onage

(a) In General.--Woever, intending or knowing that the offense wll
benefit any foreign government, foreign instrunentality, or foreign
agent, know ngly--

(1) steals, or without authorization appropriates, takes,
carries away, or conceals, or by fraud, artifice, or deception
obtains a trade secret;

(2) without authorization copies, duplicates, sketches, draws,
phot ogr aphs, downl oads, uploads, alters, destroys, photocopies,
replicates, transmts, delivers, sends, mails, comunicates, or
conveys a trade secret;

(3) receives, buys, or possesses a trade secret, know ng the
same to have been stolen or appropriated, obtained, or converted
wi t hout aut hori zati on;

(4) attenpts to conmit any offense described in any of
par agraphs (1) through (3); or

(5) conspires with one or nore other persons to comrt any
of fense described in any of paragraphs (1) through (3), and one or
nmore of such persons do any act to effect the object of the
conspiracy,

shall, except as provided in subsection (b), be fined not nore than
$500, 000 or inprisoned not nore than 15 years, or both.

(b) Organizations.--Any organi zation that commts any of fense
descri bed in subsection (a) shall be fined not nore than $10, 000, 000.

(Added Pub. L. 104-294, title |, Sec. 101(a), Cct. 11, 1996, 110 Stat.
3488.)

Sec. 1832. Theft of trade secrets

(a) Whoever, with intent to convert a trade secret, that is related
to or included in a product that is produced for or placed in interstate
or foreign comerce, to the econonic benefit of anyone other than the
owner thereof, and intending or knowing that the offense will, injure
any owner of that trade secret, know ngly--

(1) steals, or without authorization appropriates, takes,
carries away, or conceals, or by fraud, artifice, or deception
obt ai ns such information;

(2) without authorization copies, duplicates, sketches, draws,
phot ogr aphs, downl oads, uploads, alters, destroys, photocopies,
replicates, transmts, delivers, sends, mails, comunicates, or
conveys such information;

(3) receives, buys, or possesses such information, know ng the
same to have been stolen or appropriated, obtained, or converted
wi t hout aut hori zati on;

(4) attenpts to conmit any offense described in paragraphs (1)
t hrough (3); or

(5) conspires with one or nore other persons to comrt any
of fense described in paragraphs (1) through (3), and one or nore of
such persons do any act to effect the object of the conspiracy,
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shall, except as provided in subsection (b), be fined under this title
or inprisoned not nore than 10 years, or both.

(b) Any organi zation that comrmits any offense described in
subsection (a) shall be fined not nore than $5, 000, 000

(Added Pub. L. 104-294, title |, Sec. 101(a), Cct. 11, 1996, 110 Stat.
3489.)

Sec. 1833. Exceptions to prohibitions

This chapter does not prohibit--

(1) any otherwi se |awful activity conducted by a governnenta
entity of the United States, a State, or a political subdivision of
a State; or

(2) the reporting of a suspected violation of |law to any
governnental entity of the United States, a State, or a politica
subdivision of a State, if such entity has lawful authority wth
respect to that violation.

(Added Pub. L. 104-294, title I, Sec. 101(a), Cct. 11, 1996, 110 Stat.
3489.)

Sec. 1834. Crimnal forfeiture

(a) The court, in inmposing sentence on a person for a violation of
this chapter, shall order, in addition to any other sentence inposed
that the person forfeit to the United States--

(1) any property constituting, or derived from any proceeds the
person obtained, directly or indirectly, as the result of such

vi ol ati on; and

(2) any of the person's property used, or intended to be used,
in any nmanner or part, to commit or facilitate the conmi ssion of
such violation, if the court in its discretion so determ nes, taking
into consideration the nature, scope, and proportionality of the use
of the property in the offense

(b) Property subject to forfeiture under this section, any seizure
and disposition thereof, and any administrative or judicial proceeding
in relation thereto, shall be governed by section 413 of the
Conpr ehensi ve Drug Abuse Prevention and Control Act of 1970 (21 U. S.C.
853), except for subsections (d) and (j) of such section, which shal
not apply to forfeitures under this section.

(Added Pub. L. 104-294, title |, Sec. 101(a), Cct. 11, 1996, 110 Stat.
3489.)

Sec. 1835. Orders to preserve confidentiality

In any prosecution or other proceeding under this chapter, the court
shal |l enter such orders and take such other action as may be necessary
and appropriate to preserve the confidentiality of trade secrets,
consistent with the requirenents of the Federal Rules of Crimnal and
Civil Procedure, the Federal Rules of Evidence, and all other applicable
laws. An interlocutory appeal by the United States shall lie froma
decision or order of a district court authorizing or directing the
di scl osure of any trade secret.

(Added Pub. L. 104-294, title I, Sec. 101(a), Cct. 11, 1996, 110 Stat.
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Ref erences in Text

The Federal Rules of Crimnal Procedure, referred to in text, are
set out in the Appendix to this title.

The Federal Rules of Civil Procedure, referred to in text, are set
out in the Appendix to Title 28, Judiciary and Judicial Procedure.

The Federal Rules of Evidence, referred to in text, are set out in
the Appendix to Title 28.

Sec. 1836. Civil proceedings to enjoin violations

(a) The Attorney General may, in a civil action, obtain appropriate
injunctive relief against any violation of this section.

(b) The district courts of the United States shall have excl usive
original jurisdiction of civil actions under this subsection.

(Added Pub. L. 104-294, title I, Sec. 101(a), Cct. 11, 1996, 110 Stat.
3490.)

Sec. 1837. Applicability to conduct outside the United States

This chapter al so applies to conduct occurring outside the United
States if--

(1) the offender is a natural person who is a citizen or
permanent resident alien of the United States, or an organi zation
organi zed under the laws of the United States or a State or
political subdivision thereof; or

(2) an act in furtherance of the offense was comitted in the
United States.

(Added Pub. L. 104-294, title |, Sec. 101(a), Cct. 11, 1996, 110 Stat.
3490.)

Sec. 1838. Construction with other |aws

This chapter shall not be construed to preenpt or displace any other
remedi es, whether civil or crimnal, provided by United States Federal
State, comonweal th, possession, or territory |law for the
m sappropriation of a trade secret, or to affect the otherw se | awf ul
di scl osure of information by any Government enpl oyee under section 552
of title 5 (commonly known as the Freedom of Information Act).

(Added Pub. L. 104-294, title |, Sec. 101(a), Cct. 11, 1996, 110 Stat.
3490.)

Sec. 1839. Definitions

As used in this chapter--

(1) the term “foreign instrumentality'' neans any agency,
bureau, mnistry, conponent, institution, association, or any |egal
comrerci al, or business organi zation, corporation, firm or entity
that is substantially owned, controlled, sponsored, conmanded,
managed, or dom nated by a foreign governnent;

(2) the term “foreign agent'' means any officer, enployee,
proxy, servant, delegate, or representative of a foreign governnent;
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(3) the term “trade secret'' neans all forns and types of
financial, business, scientific, technical, econom c, or engineering
i nformation, including patterns, plans, conpilations, program
devi ces, fornul as, designs, prototypes, nethods, techniques,
processes, procedures, prograns, or codes, whether tangible or
i ntangi bl e, and whet her or how stored, conpiled, or nmenorialized
physically, electronically, graphically, photographically, or in
witing if--

(A) the owner thereof has taken reasonabl e nmeasures to keep
such informati on secret; and

(B) the information derives independent econom ¢ val ue
actual or potential, fromnot being generally known to, and not
bei ng readily ascertainabl e through proper nmeans by, the public;
and

(4) the term “owner'', with respect to a trade secret, neans
the person or entity in whomor in which rightful legal or equitable
title to, or license in, the trade secret is reposed

(Added Pub. L. 104-294, title I, Sec. 101(a), Oct. 11, 1996, 110 Stat.
3490.)

Page 4



