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In today’s climate, a company’s failure to act
promptly and properly in response to a govern-
ment inquiry, to allegations raised by a whistle-
blower or a union, or to a story being written by
a reputable reporter, can lead to severe negative
consequences for that company. This paper
focuses on the importance of, and key factors for,
developing a framework fto respond to such
inquiries, including considerations that should
guide the fact-finding process and development
of a remedial plan. Effective corporate govern-
ance appropriate  planning can  be
determinative factors between a corporate crisis
and a well-managed problem with an acceptable
outcome.
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INTRODUCTION

At some point, many public companies
will receive a call from a member of staft at
the Securities and Exchange Commission
(SEC) asking for information about an
issue the staft has gleaned from a 10-K
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clients facing potential exposure to multi-million-
dollar liabilities in high-profile, complex civil
proceedings.
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filing, a newspaper article, testimony taken
in pending litigation or in materials sup-
plied by a disgruntled employee turned



whistleblower. A press release announcing
the need for an accounting restatement
almost always invites SEC attention. Or,
the inquiry might arise after a union chal-
lenge regarding executive compensation
or perks. The SEC staff member might ask
for information about particular reserve
accounts, aged accounts receivables, the
company’s practices for certain revenue
recognition or for bill and hold arrange-
ments. Recalling the frenzy in 2006 over
stock option practices that appeared to cut
across many industry sectors, this was trig-
gered by articles in the Wall Street Journal.
Even more alarming, government agents
may appear unannounced at the home of a
current or former employee seeking an
interview.

Notwithstanding media scrutiny on
company practices over the past five years,
management and board members often are
unprepared for such a development. How
management responds, what actions it
takes (or declines to take), how it informs
its Board, and how its Board responds, in
many instances, can set the stage for the
way in which the crisis unfolds and pos-
sibly, for a comparatively more favourable
outcome. In today’s regulatory climate,
failure to act promptly and properly often
will lead to more severe negative conse-
quences for the company, employees and
officers, and, at times, individual Board
members.

As recent events have shown no com-
pany or financial institution, regardless of
how well it 1s managed or how big it is, is
immune to these types of inquiries and the
almost inevitable fall-out from them.
Given the number of high-profile SEC
enforcement investigations and record-set-
ting settlements and enforcement actions
and the articles and continuing education
classes that address how public companies
should respond to regulator and media
inquiries, whistleblower complaints, and
union allegations, one might expect that

every entity has a contingency plan in
place. Based on the authors’ first-hand
experiences, both as inside and outside
counsel, these plans are the exception, not
the rule, and management and the Board
often are unprepared when such an
inquiry is received. Equally important,
many public companies fail to convert the
crisis into an opportunity to improve
compliance and risk management func-
tions already in place, and to enhance
existing controls.

This paper first lays out a flexible
framework for responding to such
inquiries. (The authors are not attempting
to offer a manual on conducting internal
investigations or to catalogue the lawyerly
intricacies attendant to every investiga-
tion.) The paper then turns to consider
ations guiding the remediation process,
including close review of the existing risk
management and compliance function and
of corporate governance processes. While
a crisis avoided is always preferable to a
crisis solved, a crisis can be managed suc-
cessfully with some forethought, sound
judgment, and strong governance from the
company’s board and senior management
team. Proper management can go a long
way to restoring stakeholders’ confidence
in the credibility of the enterprise and to
demonstrating to a regulator, union, or
whistleblower that the company has taken
appropriate steps to investigate and address
alleged shortcomings.

EARLY AND CRITICAL FIRST STEPS
WHEN THE SEC STAFF COMES
KNOCKING (OR CALLING)

Most public companies and every financial

institution  routinely  engage  with

regulators and government agencies and
with the press as a matter of course. While
those exchanges can be stressful, they do
not raise alarms over whether something
may be amiss. A government inquiry,
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whether ‘informal’ or by subpoena, a
whistleblower complaint, union claims, or
media stories that raise questions about the
accuracy of a company’s financial report-
ing, or certain accounting practices, or
potentially improper payments are the calls
that provoke sleepless nights.

It is not uncommon for senior manage-
ment to perceive such requests as chal-
lenges to their integrity and character and
to deny that any problem
Significant resources, energy, and time are
regularly devoted to eftorts to derail the
inquiry, rather than to deal with the
request head on. That approach rarely
works and only wastes valuable time.
Virtually every public company has
announced its commitment to ‘best prac-
tices’ and ethical decision-making.
Because most employees and directors
have little, if any, direct experience in
addressing these types of challenges, it is
not surprising that companies frequently
significant
unpleasant and unwelcome press inquiry,
whistleblower complaint, or regulatory
request for information is received. A
common theme among companies facing
these challenges is that they frequently get
it wrong.

‘Bad news’ requests should be seen as a
business contingency, and every company
ought to develop a framework to plan and
manage an effective response. The General
Counsel, as the Chief Legal Officer of the
entity, or the Executive Officer in charge
of compliance and risk management,
should be tasked with developing that
framework. Among other things, the plan
should require the President, COO, CFO,
CAO, internal auditor, and others to
report quickly and clearly to the CEO
whenever an inquiry of any real moment
from a regulator arrives and/or when bad
news (or an early suggestion of bad news)

exists.

make mistakes when an

is received, from whatever source. The
plan should also make clear that, if the

matter is potentially serious, the CEO will
promptly report this information to the
Board, or to a committee of independent
directors, without playing down the issue
or its potential significance.

The plan should task management with
preparing a framework, within a couple of’
days, to respond to any such request or
perceived bad news, which includes:

1. assembling a list of potential sources
needed for the information to respond;

2. identifying individuals who will assem-
ble and review the materials;

3. evaluating the substance of the issue on
the table;

4. providing regular updates to the audit
committee, or the committee of inde-
pendent directors assembled to manage
the issue on the review’s status;

5. analysing whether outstanding disclos-
ures should be withdrawn or revised;
and

6. devising a protocol and reasonable
timetable for making decisions about
whether and how to communicate with
the regulator, the reporter, the whistle-
blower, or the union.

Developing a plan acknowledges the
possibility for bad news. But this is just the
beginning. After that call or request comes
in, and management reports to the audit
committee chair, or lead independent
director, what are the next steps? First, the
audit committee, or a properly formed
committee of independent directors,
should meet with management to assess:

1. management’s plan as to what needs to
be done to gather the facts quickly, and
2. who should get the facts.

Gathering as many facts, before any
response is needed, allows the company to
gain some control over events by better
understanding the scope of the issues at



stake and evaluating available options.
Assembling and evaluating the facts and
preparing a credible response take time,
and companies may not have that luxury.
A company may be required to disclose a
data breach, for example, while the foren-
sic work needed to determine how the
breach occurred, or who or what may be
responsible for the breach, is ongoing.

Where a request comes from a reporter,
or allegations are made by a whistleblower
or a union with an
outlet, the news cycle won’t wait until the
company assembles the facts in order to
speak reliably to the media. Entities can be
tried and convicted in the court of public
opinion long before a regulatory investiga-
tion is completed or the dispute is sorted
out in court, and sometimes, before the
facts are known. Media interest in a story
often cannot be managed away. Where
prompt disclosure is not clearly required,
there is almost always a strategic decision
to be made as to whether the company
wants to speak publicly about the issues. If
the company decides to speak, it should be
on top of the facts. While there is a natu-
ral urge to respond to the media and
defend the company and its actions, speak-
ing too quickly with inaccurate informa-
tion only compounds the problem.

The same approach holds true for regu-
lators. Although it may be in the best
interests of their stakeholders for public
companies to be proactive, no company
should place a premium on an immediate
response ahead of an accurate response.
Even in the face of government demands
for immediate explanations, the conse-
quences of providing incomplete or inac-
curate information can be irreversible and
must be resisted. Such a step can under-
mine the credibility of the company and
the individual making the presentation.

Where a regulatory investigation has
commenced, senior management, along
with company directors, needs to consider

interested media

what, if any, additional steps also should be
taken. Does the company have an imme-
diate disclosure obligation? Should any
past statements made by the company be
modified, supplemented or withdrawn in
light of what is currently known? Given
the complexity of disclosure and reporting
issues and the need to re-evaluate them as
additional facts are learned, management
and the Board should regularly consider,
with legal counsel, what disclosures, if any,
should be made and whether additional
disclosures would be prudent, even if the
company concludes that there is no affir-
mative duty of disclosure under the federal
securities or other laws. Should the com-
pany’s
Should the trading window for executives
be closed in light of non-public, material
information that the company now may
have? Should it shut down any equity-
based programmes for employees? Is there
a proposed acquisition or other transaction
that needs to be put on hold? If there is a
whistleblower involved, what steps should
be taken to prevent retaliation?

One of the first steps that a company
must take when it learns that a regulatory
investigation has commenced is to suspend
its regular document destruction practices.
After the Arthur Andersen debacle in con-
nection with Enron, it is clear that
destruction of relevant documents

outside auditors be informed?

can
have dire ramifications with the potential
threat of obstruction charges.' Even if the
government concludes that there is not
sufficient evidence to bring obstruction
charges, it is likely to view the company
with suspicion and question the accuracy
and completeness of its submissions and
document productions. In this increas-
ingly electronic age, document preserva-
tion requires far more than sending out a
preservation notice and obtaining a con-

firmatory email response from employees.
Depending upon the company’s network
topology and data storage practices, locally
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stored e-mail, server e-mail boxes, other
server data and backup tapes may have to
be maintained, and forensic images of hard
drives may need to be taken of employee
(and departing employee) computers,
including home computers.” In many
companies, the I'T department struggles to
keep up with daily demands for services
and often does not have a full understand-
ing of the company’s actual practices in
storing electronic data. The IT manual
may say one thing about what data is
accessible while the practice may be quite
different.

When a crisis erupts, it often creates
uncharted paths, even for the most experi-
enced companies. Legal considerations are
always a significant part of crisis manage-
ment, and the Chief Legal Officer and his
or her team play a central role in flagging
the issues and proposing possible solutions.

MANAGEMENT OF THE INTERNAL
REVIEW

Once the proper document preservation
steps have been taken (and e-mails are reg-
ularly sent to remind individuals of their
continuing obligations), the next step is to
collect the facts underlying the request for
information. Historically, many public
companies were somewhat casual about
responding to an informal request for doc-
uments from a regulator or to allegations
from whistleblowers, who often were dis-
missed as disgruntled employees. Those
days are long gone. Every company facing
a regulator’s request for voluntary produc-
tion of information, a media inquiry,
whistleblower complaints, suspicions of
workplace misconduct, or the like needs
to have a much more nuanced process for
assessing potential problems.”

When a preliminary assessment deter-
mines that there is some credibility to the

questions raised, a more thorough review
is likely to be both prudent and required.

It is critical for the company to understand
whether the concerns are well founded,
what occurred and who was involved, and
to address it so that the company can
demonstrate that it has acted reasonably
and promptly to proactively investigate the
issue and to remediate whatever weak-
nesses were identified.” The question then
becomes who should conduct the investi-
gation and its scope.

The growth in internal investigations
over the past five years has been fuelled, in
part, by statements from the US
Department of Justice and the SEC advis-
ing that credit may be given to organisa-
tions that conduct prompt and thorough
internal independent investigations®
by court opinions holding that independ-
ent directors may be insulated from liabil-
ity in shareholder derivative actions if a
special independent committee of the
Board investigates the allegations and
determines whether they conduct inde-
pendent investigations.” Not every issue
requires a Board-sponsored, independent
inquiry, and there is no ‘one size fits all’
answer to
inquiry should be directed by manage-
ment or by independent
Directors and senior management should
understand that any investigation, whether
led by management or by independent

and

the question whether the

directors.

directors, may well be expensive, time-
consuming, and distracting.

Where management’s credibility is not
involved and management is not part of
the problem or otherwise compromised or
conflicted, either model could be used,
and there are risks and benefits to each.
Management’s knowledge of the com-
pany’s operations and personnel usually
enable it to conduct a more efficient, eco-
nomical, and minimally disruptive inquiry.
Management is also likely to use corporate
counsel to lead the investigation, and that
counsel’s familiarity with the company,
senior employees, and directors reduces



the learning curve. However, when a reg-
ulator is involved, the regulator may give
little, if any, deference to and credit for a
management-led inquiry’ and may look
closely at the investigative work done by
company counsel to see if the counsel
‘may have conducted [the] investigation
[ ] in such a manner as to help hide ongo-
ing fraud, or may have taken actions to
actively obstruct such investigation [ ]*.® If
the underlying matter is serious, or if there
is any scepticism at all about the integrity
of the internal review, a regulator is likely
to commence its own investigation in par-
allel with the management inquiry, which
is internally disruptive and costly to
defend and lingers for a significant period
of time. The cascade of bad news may
continue: the stock price takes a hit; the
company becomes a favourite media
target; securities class actions are filed; and
senior management is left in the abyss,
waiting for the regulator to finish the
probe and determine what charges, if any,
to bring.

Board-sponsored investigations, direct-
ed by independent Board members, may
enable the company to reach an agree-
ment with regulators to ‘stand down’ until
the independent investigation concludes,
provided that the independent directors
share the results with the regulators.” Even
with expanded resources, regulators must
their effectively
manage their caseload, and an independent
review of sufficient scope, that is thorough
and timely, and led by outside counsel
with no prior relationship with the com-
pany, provides a road map, complete with

focus resources and

relevant documents and witness recollec-
tions, on which they can rely. If the inves-
tigation identifies a problem, a promptly
developed and implemented remediation
plan may set the groundwork for an early
resolution of the issue with the regulator
and reduce the likelihood or severity of
the charges and regulatory penalty. There

are some issues that may not be susceptible
to a management-led inquiry because they
call into question the conduct or judg-
ment of senior management. For example,
an independent Board committee investi-
gation could be warranted where account-
ing errors, involving significant revenue
recognition or reserves, are found because
those errors could involve a management
effort to manage Allegations
involving potentially inappropriate foreign
payments are often investigated by an
independent Board committee with its
own counsel.

results.

Every internal investigation ought to
document the investigative steps taken.
The integrity of every internal investiga-
tion hinges on the rigor used to collect
and review hard copy and electronic doc-
uments and e-mails from potentially rele-
vant custodians and to identify and
interview current and former employees
who may have knowledge of the issues.
The Board’s audit committee (and/or a
committee of independent directors)
should receive updates on the progress of
any internal investigation. As facts are
learned during the investigatory process,
the independent directors should be suffi-
ciently fluent with the information so that
they can evaluate whether management’s
conduct has been called into question and
what steps, if any, should be taken before
the inquiry is completed. Depending on
the size and nature of the issues, the out-
side should be
promptly. Every internal investigation
should review whether any existing con-
trols failed, what processes and controls
should be enhanced or improved, and
what actions have been or should be taken

to prevent a recurrence.

auditors informed

COOPERATION WITH THE
GOVERNMENT

Credibility with the government is critical
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at every stage of the process, and govern-
ment requests for information, whether
fashioned as a ‘voluntary’ request or by
subpoena, must be answered completely,
accurately, and in as timely a fashion as
practicable. Responding to these requests
is a different matter than whether to
‘cooperate’ with the government.'’

Assume that a company discovers a
problem on its own, or, in responding to a
regulator’s request for information, discov-
ers either that there is a problem, or that
there is a different (and potentially more
serious) problem than the issue raised by
the request for information. Should the
company disclose to the regulator that it is
conducting an internal investigation?
Should it disclose the findings of that
investigation to the regulator? To the stock
exchange? To a state attorney general or
federal law enforcement authorities?

The answer to these questions is likely
to hinge on the nature and size of the
issue, who is involved, and what will be
required to address the problem. Each cir-
cumstance is difterent and turns on the
nature of the facts involved. Assuming a
decision is made to report the problem
and the internal investigation to the gov-
ernment, the company must be very care-
ful as to the commitment or promises it
makes at the outset, as these will bind the
company down the road.

In the current regulatory climate where
there is at least some genuine scepticism
about the government’s delivery on its
promises of ‘credit’ for cooperation, a real
dilemma can arise as to whether to self-
report when a problem falls in the grey
zone where it can be fixed internally, with
some possibility of little or no significant
public exposure. In these instances, identi-
fying the problem and remediating the
issue is precisely what good corporate
compliance systems have been designed to
do. If self-reporting is likely to elevate the
prospect of both publicity and govern-

ment action for a matter that the organisa-
tion has effectively addressed and for
which disclosure is not independently
mandated, an argument can be made that
not all problems and issues warrant self-
reporting to, and involvement of, the gov-
ernment. This indeed would seem to be a
reasonable decision in many cases.
Obviously, the risk is that if the conduct or
problem goes beyond what the review and
remediation assumed, and/or becomes
public anyway, the government, with the
benefit of hindsight, will be sceptical of
the decision not to self-report.

Fulsome cooperation with the govern-
ment has potential benefits but carries real
risks. Policy statements from the US
Department of Justice and SEC advise that
speed matters in reporting problems and in
conducting internal investigations, and
that cooperation from corporate entities
enables the government to conduct com-
plex investigations quickly and thor-
oughly.'" Both commit that they will
consider, among other things, self-report-
ing; thorough, timely internal investiga-
tions; cooperation; and remediation when
they make charging decisions.'” Recent
data compiled by the US Sentencing
Commission shows that, for fiscal year
2008, 34 per cent of the criminal prosecu-
tions against organisations involved fraud
charges and more than 96 per cent of
organisations prosecuted and sentenced for
criminal activity had fewer than 500
employees.” Its data also demonstrates
that, in recent years, the US Department
of Justice has increasingly resolved crimi-
nal investigations against organisations
with more than 500 employees with
deferred prosecution and non-prosecution
agreements. To the extent that such infor-
mation may be gleaned from publicly
available documents, the largest percentage
of such agreements — 58 per cent —
were in fraud cases. This data suggests that
most large organisations facing the poten-



tial for federal criminal fraud charges
decide to cooperate fully with the govern-
ment in order to obtain a non-prosecution
or deferred prosecution agreements, rather
than fighting the charges.

Cooperation with the enforcement staft
at the SEC may result in the exercise of
prosecutorial discretion to reduce the
charges (or penalties) to be brought.'*
Unlike the criminal context, where clear
standards provide guidance on the degree
of mitigation that will be obtained from
cooperation, the SEC has not clearly and
consistently followed its announced guid-
ance and entities have limited, if any, abil-
ity  to reasonably  whether
cooperation will result in no charges,
reduced charges, no penalty, or a reduced
penalty, or what the impact of cooperation
on charging decisions by the
Commission would be."” (By definition,
cooperation requires an organisation to
settle with the government because the
results of the internal inquiry that are
shared with the government are effectively
an ‘admission’ and form the basis for the
government’s charges against the organisa-
tion, which then has no ability to chal-
lenge any such charges.)

A few years ago, the government typi-
cally required an organisation seeking to
cooperate to waive the attorney-client and

assess

made

work-product protections, which engen-
dered a great deal of controversy. While
the government largely has withdrawn
from compelling an organisation to waive
its attorney-client privilege as part of

6

cooperation,'® it regularly seeks work-
product protected materials generated in
connection with internal investigations.
Organisations have attempted to protect
those materials through non-waiver agree-
ments with the government. '’
Notwithstanding any non-waiver agree-
ment, civil litigants successfully have chal-
lenged such agreements and obtained
work product generated during the

inquiry, which has included detailed fac-
tual findings of the investigation that were
presented to the regulators.'® Any written
report of the investigation’s findings,
which may be published in whole or sum-
mary fashion in the company’s filings,
constitutes admissions by the company
and compromises the company’s defences
in civil class action litigation, which
increases the settlement costs. As a result,
cooperation and transparency typically
increase the costs of litigating related civil
actions.

At the same time, a company must
assess the potential risks of non-cooper-
ation. Should it refrain from sharing the
results of an internal inquiry with the gov-
ernment, the government may increase the
pace and scope of its inquiry, which
increases defence costs and causes a lot of
internal disruption. In the event the gov-
ernment is able to uncover sufficient
information to make a case, it may bring
substantially greater charges than it would
have brought had the company cooper-
ated, and seek a far greater penalty, includ-
ing criminal charges. In that event, the
costs, both to company finances and to its
reputation, can be staggering.

Each circumstance requires an individ-
ual assessment of the risks and benefits of
cooperation. Whatever decision is made
about cooperation, the company should, as
a matter of good governance, use the facts
learned during the internal investigation
to address any weaknesses in internal con-
trols and processes, including gaps in the
accounting and compliance organisations,
in order to prevent the problems from
recurring.

REMEDIATION

Once the fact-finding of the internal
investigation is completed, the nature of
the facts found will drive the scope of
appropriate

remediation. An internal
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inquiry that has found problems of any
significance should have identified the
weaknesses that caused the problems or
permitted the misconduct to go unde-
tected, and should have flagged the need
for improved controls. Appropriate reme-
diation and an effective compliance pro-
gramme are central to consideration of
reduced charges by a civil regulator and by
federal criminal authorities. The following
considerations should inform develop-
ment of a remedial plan:

e Has the fact-finding identified an error
or inappropriate conduct (whether
intentional, reckless, or negligent)? If so,
have all the individuals involved been
disciplined, including termination
where appropriate?

e Has the inquiry identified an issue with
the ‘tone at the top’? Has it called into
question the personal commitment of
the CEO and the senior management
team to high ethical standards, fair deal-
ing, and full compliance with legal
requirements? Has the inquiry found
that senior management was driven by
pressures to achieve short-term results,
which may have encouraged a laissez-
faire  attitude toward appropriate
accounting and/or operation of con-
trols? Has it shown an excessive appetite
for risk by senior management, which
encouraged a lack of due diligence for
transactions? Should some members of
the senior management team be
replaced?

e Has the inquiry found that internal
controls were not as effective as they
should have been? What controls need
to be strengthened, what training
should be provided on the operation of
these controls, and what testing should
be performed to verify the integrity of
the controls?

* Has the inquiry identified gaps in writ-
ten policies and procedures or just

lapses in adherence to policies? Should
additional policies and procedures be
prepared to address identified weak-
nesses?

Has there been a focus on reduced
overhead costs and/or a rapid expansion
in the size of the business? Have the size
and technical skills of the accounting
function, compliance organisation,
internal audit, and other control centres
kept pace with the size and complexity
of the organisation? Is there a need to
attract additional, skilled employees in
any of these areas?

Is there a need to provide remedial and
continuing training on company poli-
cies, ‘best practices’, accounting stand-
ards, and/or applicable laws and
standards, to employees?

Have management’s estimates been rea-
sonable and were they based on consist-
ent fact patterns? What process has
management used to monitor changes
in assumptions and what methods have
been used to arrive at the estimates?
What improvements are warranted to
the existing process within the manage-
ment team to review the organisation’s
draft quarterly and annual filings? Do
existing disclosures allow investors to
understand the organisation through
management’s eyes? Are the disclosures
consistent with directors’ understanding
about the financial condition and oper-
ations of the organisation? What addi-
tional information should be provided
to offer clarity into management’s
thought processes about assumptions
and judgments to provide greater clari-
fication?

Should the problems, accounting errors,
or misconduct have been flagged by the
internal audit function and/or by the
risk management and compliance func-
tion? Are the financial practices suffi-
ciently complex that they present a
heightened risk of error, negligence, or



inappropriate risk assessment? Is the
current control environment adequate
to spot ‘yellow flags’ and ‘red flags’ and
address and mitigate those risks? Is there
a need to revise the internal audit plan
and/or compliance function to focus on
business risks specific to the organisa-
tion and its supply chain? Is the internal
audit function appropriately staffed and
funded?

* Do the external auditors have the nec-
essary industry skill sets for the organ-
isation?

Where an internal investigation identi-
fies inappropriate conduct or risk-taking,
there is a likelihood that one or more ele-
ments of the risk management system and
compliance programme failed. Companies
today face wide-ranging risks, which
change as
changes. Understanding the numerous
dimensions of those risks, which include
operations, legal, reputational, liquidity,
and compliance, and managing them, is
critical to the viability of the entity, and a
company’s senior management and its
Board should agree upon the potential set
of risks and the appropriate appetite for
risk taking.

In the wake of the financial crisis, there
has been an increased focus on risk man-
agement. In July 2009, the SEC proposed
rules that would require public companies
to disclose, in proxy statements, the Board’s
role in the company’s risk management
process, and some form of those rules is
likely to be adopted.'” There is also pres-
sure from Congress favouring rules that
would require public companies to estab-
lish a standing risk committee of the
Board of Directors. Many companies are
now in the process of evaluating whether
the Board has the appropriate structure
and processes in place to oversee the major
risks facing the company.”’ The remedia-
tion process provides senior management

the business environment

and directors with the opportunity to
assess whether the existing risk manage-
ment and compliance function is stafted
with a complement of trained personnel,
who understand the business and its risks,
and have the experience, judgment, and
stature within the entity to evaluate spe-
cific potential material risks across the
organisation and to prevent, as well as
uncover, misconduct. There is no magic
formula that prescribes which functions
will be effective in identifying potential
business risks and in preventing and flag-
ging misconduct. Depending on the size
of the entity and the complexity of its
business, it may be useful to retain an out-
side consultant to evaluate the sufficiency
of the existing risk management system
and compliance programme, and their
staffing. The following questions should be
considered in any such assessment:

* Tone at the Top: Has the Board
explained its commitment to ethics and
zero tolerance for compliance failures
to senior management, employees, and
to shareholders?
quately understand the material risks
facing the company and how those risks
relate to the company’s business and
strategy? Does the senior management
team engage in frank and open discus-
sions with the Board? Is senior manage-
ment transparent with the Board, and
Board committees, regarding financial
information so that the Board can
understand results of operations and
deviations from the budget? Does
senior communicate

Do directors ade-

management
potential problems to the Board in a
timely manner? Does it appear that
senior management tolerates questions
about business practices and responds in
an appropriate manner?

e Standards for business conduct: Is there
a code of conduct, written in plain
English that is readily understandable,
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that includes clear consequences for
violations? Is the code distributed to all
employees and are employees required
to certify, on an annual basis, their
intent to comply with the code? Is
mandatory training provided on the
code?

Integrated Risk Management
Compliance: Does this function under-
stand the company’s businesses across
business units, products, and locations?
Has it adequately and timely identified
material risks across the entire com-
pany? Are processes in place so that
information regarding these potential

and

risks 1s distributed to decision-makers,
including senior management in a
timely fashion, and, where appropriate,
the Board? Is this function sufficiently
sophisticated to evaluate the accuracy of
accounting for, or the propriety of,
practices and transactions and to test the
adequacy of existing controls? Can it
competently assess complex issues, such
as allegations of financial fraud, poten-
tial foreign corrupt practices violations,
and adequacy of capital reserves? Is the
chief compliance officer a member of
the senior management team? Does that
officer participate in senior manage-
ment operational meetings and quarter
and year-end close processes?
Benchmarking: Is the budget for the
risk management system and compli-
ance programme commensurate with
the portfolio of responsibilities? Do
employees in this function have the
appropriate skill sets necessary to assess
the inherent risks of business practices
and transactions, and to evaluate the
accuracy of accounting for, or the pro-
priety of, practices and transactions?
Education and Communications: Are
the risk management system and com-
pliance
throughout the organisation? Is the
internal hotline publicised? Does the

programme well known

compliance officer have exposure to
employees at all levels of the organisa-
tion? Can employees raise concerns
about business risks and/or practices
without causing problems or fearing
retaliation?

* Reporting and Resolution: Are com-
plaints thoroughly investigated in a
timely manner? Do employees under-
stand that standards are enforced and
real consequences attach for violations
of laws, regulations, and the company’s
code of conduct?

* Governance Oversight: Does the Board
have the appropriate structure and
processes in place for overseeing and
monitoring the major risks facing the
company? When was the effectiveness
of this structure and processes last eval-
uated? What reporting relationship
exists between the Board’s audit com-
mittee, or another committee of inde-
pendent directors, and the
management and compliance function?
Are regular compliance and risk man-
agement reports provided to the appro-
priate Board committee? Does the
Board spend sufficient time each quar-
ter in addressing business strategy, risks
and compliance?

risk

The remediation evaluation also pro-
vides the Board of Directors with the
opportunity to review the processes by
which it governs itself. The recent finan-
cial crisis that the markets have undergone
has caused a new focus on corporate gov-
ernance by shareholders, regulators, politi-
cians, and reporters. Although the standard
for director liability in Delaware, and in
many other jurisdictions, accords substan-
tial deference to directors’ actions, courts
may begin to consider second-guessing
Board decisions where shareholders have
sustained significant losses. Auditing the
effectiveness of the existing corporate gov-
ernance structure and processes, including



a hard look at Board composition, assess-
ment of current directors’ skills and con-
tributions, identification and selection of
new directors, length of Board service,
Board leadership, Board oversight in mon-
itoring performance, compliance, and risk
management and in evaluating executive
compensation practices and policies, is a
worthwhile first step. That review may
identify areas that can be improved, and
may lead to the adoption of practical
measures that will promote long-term
shareholder value.

CONCLUSION

Corporate crises are obviously events to
be avoided. Where unavoidable, good gov-
ernance can make the difference between
a disaster and a difficult problem that is
well-managed. Planning, diligent inquiry,
accuracy in responses, remediation, and
improvements to risk management, com-
pliance, and governance processes can mit-
igate the damage that might otherwise
result. Internal controls and governance
can be improved, a recurrence can be pre-
vented, and a variety of constituencies and
stakeholders, including the market, the
shareholders, the media, and the regula-
tors, are likely to conclude that the enter-
prise passes the test of good corporate
citizenship. Most importantly, the organi-
sation will be stronger for having weath-
ered the storm.
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