
 

 
 
 
HR Issues Relating to Data Protection 
 
Some History and Terminology  
 
Data Protection Act 1998 (the “Act”) is the UK's domestic legislation implementing the 
European Union's Council Directive 95/96/EC relating to data protection.  The Council 
Directive required the implementation of legislation by the Members of the European Union 
by 24 October 1998.  The UK Government failed to implement legislation in time and the 
substantive provisions of the Act came into force on the 1 March 2000.   
 
The Act covers the processing of personal data which relates to identifiable living 
individuals.  The Act was implemented for the purpose of providing individuals, in relation to 
whom information or data is stored, with rights in respect of the processing of data. The Act 
also requires those who are processing the data to be open about their use of such data and to 
comply with certain principles which provide limitations on the processing of such data.   
 
The Act is riddled with definitions and terminology.  Unfortunately, it is necessary to get to 
grips with some of these terms in order to understand how the Act applies to in relation to 
human resources.  Some of the key terms are as follows:-  
 
"Data" means information which is stored in manual records, which 

form part of a relevant filing system, which will be placed into 
the relevant filing system and all computerised records.  As a 
consequence, all data which is stored on a word processing 
network, email system or internet records of the employer come 
within the definition of data.   

 
"Data Controller" means the person who determines the purposes for which the 

data is processed and the manner in which the data is 
processed.  

 
"Data Processor" means a person who processes the data on behalf of the data 

controller.  
 
"Personal Data" means data which relates to a living individual who can be 

identified from the data or from other data held by the data 
controller. It includes an expression of opinion or an indication 
of the intention of the data controller or any other person in 
respect of the individual. 

   
"Processing" means obtaining, recording, holding, carrying out any operation 

or operations, organisation, adaptation, alteration, retrieval, 
consultation, use, disclosure, transmission, alignment, 
combination, erasure or destruction of the information or data.   

 
"A Relative Filing System" means any set of documents which is structured either by 

reference to individuals or by reference to criteria relating to 
such individuals in a way that information is readily accessible.   



 

Notification 
 
Many employers will be required to notify the Information Commissioner that they are 
processing personal data.  The notification includes details about the types of data being 
processed and the types of processing being carried out in relation to that data.  For example, 
the notification is likely to state that the employer is processing medical records and doctor 
certificates for the purposes of complying with its obligations under the Statutory Sick Pay 
Scheme.  The Commissioner includes all of the details from the notification on a public 
register, which can be accessed by any member of the public via the internet.   
 
The Data Protection Principles 
 
All employers are required to comply with the Data Protection Principles when processing 
any personal data in relation to its employees.  The principles are aimed at promoting best 
practice in relation to processing of personal data and provide certain legal limitations on 
such processing.  There are eight principles and they state that personal data must be:- 
 
1.  Processed fairly and lawfully; 
2.  Processed for limited purposes and not in any manner incompatible with those 

purposes; 
3.  Adequate, relevant and not excessive; 
4.  Accurate; 
5.  Not kept for longer than is necessary; 
6.  Processed in line with data subjects' rights; 
7.  Secure; 
8.  Not transferred to countries outside the European Economic area unless such 

countries have policies in place to protect the processing of personal data adequately. 
 
Sensitive Personal Data  
 
This is a hybrid category of personal data  which is quite important in relation to human 
resources.  Sensitive personal data includes:-  
 
1.  The racial or ethnic origin of the employee; 
2.  The political opinion of the employee; 
3.  An employee's religious beliefs or other beliefs of a similar nature; 
4.  Whether the employee is a member of a Trade Union; 
5.  An employee's physical or mental health or condition; 
6.  An employee's sexual life; 
7.  The commission or alleged commission by the employee of any offence; 
8.  Any proceedings for any offence committed or alleged to have been committed by an 

employee, the disposal of such proceedings or the sentence of any Court in such 
proceedings.  

 
Sensitive personal data may be processed by an employer under the following 
circumstances:- 
 
1.  Where the employee has given his or her express written consent to the processing of 

the sensitive personal data.  This consent will only be effective where the employee 
has been properly informed of the exact nature of the sensitive personal data which 



 

the employer wishes to process and the reasons and methods of processing which the 
employer wishes to apply in relation to the information or data.  

 
2.  Where the processing is necessary for the purposes of exercising or performing any 

right or obligation which is conferred or imposed by law on the em ployer in 
connection with the employment of the employee.  Therefore, this will include 
processing of data for the purposes of complying with the Statutory Sick Pay Scheme 
or for the purposes of issuing a statement of the main terms and conditions of 
employment in accordance with the employers obligation under the Employment 
Rights Act 1996. 

 
3.  The processing is necessary in order to protect the vital interests of the employee 

where consent cannot be given by the employee or the employer cannot reasonably, 
be expected to obtain the consent of the employee.  

 
4.  The processing is necessary in order to protect the vital interest of a third party where 

the employee has unreasonably withheld his or her consent.   
 
5.  The Sensitive Personal Data has been made public as a result of steps deliberately 

taken by the employee. 
 
6.  The processing is necessary for the purposes of or in connection with any legal 

proceedings, necessary for the purposes of obtaining legal advice or otherwise 
necessary for the purposes of establishing, exercising or defending legal rights. 

 
7.  The processing is of information relating to racial or ethnic origin, is being carried out 

for the purposes of monitoring equal opportunities and the employer has applied 
appropriate safeguards to protect the rights of the employees.  

 
The Information Commissioner has made it clear that the onus will be on the employer to 
establish that any processing of sensitive personal data clearly comes within one of the above 
conditions permitting the processing of such data.  
 
The Employment Practices Data Protection Code  
 
The Information Commissioner is an independent, supervisory authority appointed by the 
Queen.  The Commissioner’s role is to promote good practice in relation to data protection 
and she has issued a code of practice relating to data protection issues arising from the 
employment relationship entitled “The Employment Practices - Data Protection Code” (the 
“Code”).  The Code is not an Act of Parliament or Statutory Instrument setting out 
Regulations.  The relevant law is set out in the Data Protection Act 1998.  The Code sets out 
the Commissioner’s guidance on how to comply with the Act and states “benchmarks” which 
Data Controllers can implement to try to ensure compliance.  However, the Code has teeth to 
the extent that the Commissioner is the person responsible for instigating enforcement action 
and she would cite the relevant benchmarks in support of any enforcement action taken 
against an employer.  
 
The Code is split into four parts as follows:- 
 
1.  Part 1: Recruitment and Selection; 
 



 

2.  Part 2: Employment Records. 
 
3.  Part 3: Monitoring at Work. 
 
4.  Part 4: Medical Information.  
 
Parts 1 and 2 of the Code have now been published.  Part 3 has been published for the 
purposes of final consultation and Part 4 has not yet been published.  
 
Proposed new European legislation 
 
On the 27th August 2001 the European Commission embarked on the first stage of 
consultation with Member States in relation to the introduction of further European laws to 
protect the personal data of workers in the employment context.  Following the receipt of 
responses from the Member States, the Commission launched the second stage of 
consultation with Member States on the 31st October 2002.  The Commission has indicated 
that it favours the introduction of a further European Directive to improve the Community 
wide level of protection for workers.  If such a Directive is enacted, the United Kingdom 
would probably be obliged to bring new laws into force in the United Kingdom to give effect 
to the Directive.  
 
The Commission has raised four particular points it believes need to be addressed through a 
new Directive, as follows: 
 
1.  The Commission believes that, as the relationship between employer and employee is 

one of subordination, employers should not be able  to rely on consent from the 
worker in order to justify (by itself) the processing of data in the employment context.  
The employer would have to comply with the data protection principles and should 
not be able to simply rely on consent. 

 
2.  The Commission indicates that processing of medical records should be kept to an 

absolute minimum and only processed to determine whether the worker is fit to 
undertake his normal work, to comply with health and safety requirements and to 
assess eligibility for social benefits.  The assessment, processing and recording of 
medical data would be undertaken solely by health care professionals, who would 
provide the employer with their conclusions relevant to the relevant employment 
question (e.g. is the employee fit to resume work ?  Is the employee taking medication 
which might affect his ability to safely use dangerous machinery ?). 

 
3.  The Commission believes that drug testing is extremely intrusive and should only be 

undertaken to determine an employee’s fitness to carry out his work safely without 
risk to himself or others.  Regular testing of workers should only occur for “safety 
sensitive” jobs.  Otherwise, employees should only be tested where there is a 
“reasonable suspicion” that an employee is using drugs and causing a “substantial 
threat” to the safety of co-workers or the public.  It would appear that, if there is no 
risk to the safety of one’s colleagues or the public, the employer cannot use tests 
where the suspected use of drugs is substantially affecting the performance of an 
employee in a position of responsibility (e.g. a Finance Director !).  All testing must 
be undertaken by health care professionals using rigorous quality control procedures. 



 

The Commission would outlaw genetic testing in the workplace, except for 
exceptional circumstances where it is necessary to protect the health and safety of the 
worker or of third parties or to the extent authorised by national laws. 

 
4.  The Commission is also concerned about the monitoring and surveillance of workers 

through CCTV, telephone tapping, access to the employee’s computer (including their 
email, document files and internet access).  The Commission proposes that employers 
should inform and consult workers representatives prior to introducing monitoring or 
surveillance and continuous monitoring should only be permitted in conformity with 
statutory safeguards or if necessary for health, safety, security or the protection of 
property.  Routine monitoring of an employee’s email or Internet use would be 
prohibited and specific monitoring of an employee would only be permitted where 
there is a reasonable suspicion of criminal activity, serious wrongdoing or 
misconduct.  Emails or documents marked as being “private” could not be opened by 
the employer, even if the employer has expressly prohibited use of its IT system for 
private purposes and the secrecy of private correspondence could not be waived 
through the employee providing a general consent (e.g. in the contract of 
employment).   

 
Today’s seminar 

 
Due to time constraints, it will not be possible to provide delegates with a detailed account of 
the Data Protection Act or the benchmarks and guidance set out in the Code.  Instead, we 
intend to concentrate of a few subjects of particular interest, as follows: 

 
A.  Who does the Act cover ? 
 
Employers should note that its obligations as a data controller are not limited to its employees 
alone.  The employer may have obligations under the Act to unsuccessful applicants for 
employment or engagements with the employer, agents, consultants, professional advisers, 
contractors, distributors, clients and suppliers.  Employers should, therefore, be prepared to 
respond to data subject requests from such persons. 
 
B.  Rights to access data (Sections 7 and 8 Data Protection Act 1998) 
 
Wor kers who have made written requests (including by email), and paid the appropriate fee 
to the data controller, can access personal data held by the employer. They are entitled to a 
description of the data, the purposes for which it is being processed and more importantly in 
practice, copies of the data. Well advised employees who are in dispute with their employers, 
can therefore use these provisions of the Act to obtain advance disclosure of documents to 
determine whether they might have a legal case against the employer, or to put pressure on 
the employer to settle proceedings or else have to undertake a lengthy retrieval process. 
 
A data controller may charge a fee for dealing with subject access and the current fee is £10 
(Data Protection (Subject Access) (Fees and Miscellaneous Provisions) Regulations 2000 
- "the Subject Access Regulations"). Any request for access must be dealt with promptly 
and in any event within 40 days of receipt. If the fee is not tendered, the Information 
Commissioner recommends that the data controller should not sit back and do nothing, but 
should request that the fee and any missing information be provided.  
 



 

The employer may be able to limit a request for access by claiming that the original request 
involves "disproportionate effort." However the Act does not define this term and the 
Commission has given a clear indication in the Code that the circumstances will need to be 
exceptional to deny a worker access to copies of his employment records. 
 
Workers do not have rights of access to confidential reference given or to be given by the 
employer for specified purposes which include employment. The Information Commissioner 
interprets the exclusion to mean that the worker cannot access the reference from the person 
giving the reference, but can request access from the third party to whom the reference is 
sent.  According to the Commissioner, the exemption only applies to corporate references and 
not to references provided internally, for example, a reference provided between two 
managers when an employee switches department.  However, in the Commissioner's view, it 
is good practice for employers to be open and therefore even employers giving references 
should not be too eager to take advantage of the exemption. 
 
Personal data processed for the purposes of management forecasting/planning is also exempt, 
to the extent that allowing access would prejudice the conduct of the business. This allows 
confidential business planning to remain confidential. Likewise personal data relating to 
negotiations with the worker are exempt to the extent that allowing access would prejudice 
those negotiations. 
 
If the employer wrongfully refuses to comply with a request for access, the worker can apply 
for a court order (Section 7(9)). 
 
C.  Medical and sickne ss records 

 
It is apparent that sickness records and accident records will include details about the physical 
and/or mental health of the employee concerned.  Such records will therefore contain 
“sensitive personal data” and the employer must be able to demonstrate that any processing 
of such records satisfies a sensitive personal data condition. 
 
Employers are required by statute to retain sickness absence records and details of any 
statutory sick pay paid to an employee for a period of 3 years and accounting records 
showing statutory sick pay paid to an employee and deductions applied for income tax and 
National Insurance contributions for a period of 7 years.  Employers should also retain a copy 
of the relevant notification of incapacity for the periods of absence qualifying for statutory 
sick pay, whether such notification is in the form of a self-certification form or a doctor’s 
certificate.  Such records need to be collected, used and stored by the employer to comply 
with the statutory obligation to pay statutory sick pay when due and the obligation to keep 
proper records.  Accordingly, the employer will have satisfied the conditions for processing 
sensitive personal data. 
 
The issue becomes more complicated when you consider sickness records which are not 
collected, used or stored to comply with the statutory sick pay scheme, such as a Consultant 
Doctor’s medical report concerning the diagnosis and prognosis relating to an employee who 
is suffering from a disability (within the meaning of the Disability Discrimination Act 1995) 
and the Consultant’s views about suitable adjustments which the employer should consider.  
The employer still needs to demonstrate that it has satisfied a condition for processing such 
sensitive personal data.  The employer is not obliged by statute to obtain such a medical 
report in these circumstances, so it could be argued that the employer cannot rely on the 
condition which permits processing where it is “necessary for the purposes of exercising or 



 

performing any right or obligation which is conferred or imposed by law on the data 
controller in connection with employment.”   
 
Many employers have asked the employee to provide his or her “explicit consent” to the 
processing of the medical report in order to ensure that a sensitive personal data condition is 
satisfied.  This appears to be a perfectly reasonable solution, particularly as the Access to 
Medical Reports Act 1988: 

 
1.  requires an employer who wishes a medical practitioner to supply the employer with a 

medical report concerning an employee for employment purposes to obtain the prior 
consent of the employee before applying to the practitioner for such a medical report; 

 
2.  entitles the employee to have access to the medical report before it is given to the 

employer; and 
 
3.  if prior access is requested by the employee, requires the medical practitioner to 

obtain the consent of the employee prior to supplying the report to the employer. 
 

The Information Commissioner has, however, indicated in the Code that she “doubts the 
validity of consent as a basis for the processing of the health data involved.”  As the Act 
expressly permits an employer to rely on explicit consent, it is difficult to agree with the 
Information Commissioner and the notes in Part 2 of the Code in this regard.  It is assumed 
that her view is based on the same reasoning applied by the European Commission, namely 
that such consent is “often not freely given” by the employee due to the subordinate nature of 
the employment relationship.  This view is difficult to support where an employee provides 
informed consent on the basis that the employee agrees that the employer should have access 
to professional medical advice prior to making any decision regarding his or her employment. 
 
The Information Commissioner has indicated that, as all employers are under a statutory 
obligation to avoid discriminating against a disabled workers, to make reasonable 
adjustments and not to dismiss employees unfairly, the collection, use and storing of such  
medical records is covered by the sensitive personal data condition mentioned above.  She 
does, however, admit that the exact application of the Act is unclear and indicates that the 
Government is considering changes to the law to clarify matters. 

 
It could also be argued that the rea l reason why employers obtain such medical reports is to 
obtain legal advice as to whether the employee has a disability or whether it is fair to dismiss 
the employee for incapability, to establish whether the employer has an obligation to make 
reasonable adjustments or for the purpose of defending a claim of unfair dismissal or 
disability discrimination.  Hence, such processing would come within another sensitive 
personal data condition in such circumstances. 
 
Under the circumstances, we do not see why an employer should not avail itself of every 
sensitive personal data condition which could permit the employer to process medical records 
in accordance with the Act.  Accordingly, we would not currently recommend that employers 
avoid seeking the explicit consent of an employee in relation to the employer’s obtaining, use 
and storage of medical records.  In the case of medical reports, the covering letter requesting 
the employee’s consent under the Access to Medical Records Act 1988 could detail the 
processing of the report which would occur, the reasons for such processing and the length of 
time that the employer expects to retain the report and the employee could be asked to 



 

provide his or her informed explicit consent to such processing by signing an attached 
consent form. 
 
It goes with saying that all medical records and absence records should be stored safely under 
lock and key (or under password if electronic) and should only be accessible to a limited 
number of experienced HR Professionals within the employer’s organisation who understand 
the employer’s obligations as a data controller.  Such records should be relevant to the 
ongoing employment relationship or the employer’s statutory duty to retain records of 
statutory sick pay and should be deleted as soon as they become irrelevant for such purposes. 
 
D.  Monitoring of email and Internet access  
 
When considering the legality of monitoring, employers also need to take into account the 
statutory obligations set out in the Regulation of Investigatory Powers Act 2000 (“RIPA”) 
and the Telecommunication (Lawful Business Practice) (Interception of Communications) 
Regulations 2000.  A detailed analysis of RIPA and the Lawful Business Practice Regulations 
is beyond the scope of this Handout and will only be mentioned in passing. 
 
One of the key data protection principles in relation to the monitoring of employees is that 
“personal data shall be adequate, relevant and not excessive in relation to the purpose or 
purposes for which they are processed.”  This reflects the European concept that the 
processing must be relevant and proportionate to the advantage obtained through the 
processing.  This is particularly important in relation to monitoring of employee 
communications as such activities are generally regarded as intrusive and contrary to each 
person’s right to privacy. 
 
To comply with the data protection principles, employers need to: 
 
1.  State clearly the benefits to the employer which the monitoring is meant to achieve.  

This can be set out in a data protection policy or a policy relating to the security or use 
of the employer’s IT systems. 

 
2.  Assess the impact on the employees affected by the monitoring.  The Information 

Commissioner recommends that the employer undertakes an “impact assessment” in 
order to properly consider and document that impact on its employees. 

 
3.  Constantly question whether the level of monitoring is reasonably necessary to 

achieve the business objective put forward to justify the monitoring.  If the same 
benefits can be achieved through less intrusive means, the employer should not 
proceed with monitoring.  This assessment will form the conclusion of the impact 
assessment. 

 
4.  Issue clear and detailed guidance and procedures to its employees, which sets out the 

permitted uses for the employer’s email and Internet systems, the business reasons for 
monitoring, the types of monitoring which will take place and when such monitoring 
will occur. 

 
Some of the usual reasons for monitoring an employee’s email account are as follows: 
 
1.  to check the  quality of work or advice sent by email; 
 



 

2.  to access the work related emails of an employee who is absent due to holiday or 
sickness etc;  

 
3.  to check whether the employee is misusing or abusing the email or Internet systems 

by receiving, sending or accessing inappropriate text or attachments, including the use 
of such systems to discriminate, harass or victimise colleagues or third parties and the 
accessing, downloading, storing, receipt or sending of pornographic or offensive 
materials; and 

 
4.  to check that employees are not using such systems to divulge or copy trade secrets or 

confidential information. 
 
It is readily agreed that all of these reasons for accessing or monitoring the email or Internet 
systems of a particular employee are valid.  However, the law and the Information 
Commissioner, in particular, are clearly keen to discourage monitoring because of the 
intrustion into employees' private lives. 
 
Clearly this is an area of law which will develop over time and it is difficult to be dogmatic in 
the guidance given to clients, however some general principles can be derived from the 
legislation so far passed:- 
 

• If the business need for monitoring can be achieved some other way, which is less 
intrusive, that other way should be used. For example, rather than monitoring to see if 
employees are accessing pornographic websites and accessing pornographic 
materials, it may well be possible to block access to such sites or only allow access to 
certain, approved sites.  

• If the business need is to try and reduce personal email use, employers may prohibit 
entirely the use of their systems for personal use and make such use a disciplinary 
offence. This would also make it easier to establish that any monitoring was of 
business only email. Alternatively, less dr aconian, but rather more unwieldy, some 
personal use may be allowed but on condition that all private and personal emails are 
marked  “Personal” in the “Subject” box.  Employees could be instructed to inform 
their friends and family that personal emails be ing sent to the employee should also be 
headed “Personal” as should emails received from non work related sources. 
Employees could then be informed that the employer will monitor the number and 
size of such emails to ensure that personal use of the system is kept within bounds. 
Clearly however this relies on a degree of trust and employees may abuse the system 
by failing to mark personal email correspondence in this way.  The system could be 
bolstered however by setting up the firewall to block emails which have attached to 
them non Word attachments such as cartoons, pictures, video clips etc, which are 
usually not work related. Such emails might be stored in a confidential holding file 
and the employee specifically notified when such emails arrive and asked to designate 
it personal or business. Misleading the employer could be made a disciplinary offence 
under the employer's disciplinary policy.  

• If the employer still feels the need to monitor emails from time to time, a number of 
other precautions should be implemented:- 

o Emails should only be monitored where there are reasonable grounds for so 
doing eg suspicion of a crime, harassment, misconduct, disclosure of 
confidential information, competitive activity etc  



 

o Employees should be advised of the purposes for which monitoring may be 
undertaken, the scope and frequency of monitoring and that they should not 
regard their communications as private. 

o No monitoring should be undertaken for prurient interest. 

o A pay phone should be installed as a means of providing employees with a 
secure means of making private calls, or a PC set apart for internet searching 
or use in the employee's break periods. This is particularly important if phone 
calls are also monitored and has been suggested in Oftel guidance dated 19 
August 1999 and in the Home Office Circular on Interception of Non-Public 
Telecommunications Networks dated 23 March 1999.  

o No monitoring should take place of unopened emails as this may breach the 
Regulatory of Investigatory Powers Act 2000, unless the employer can bring 
himself within one of the exemptions to the general prohibition on the 
interception of communications. 

o If the employer’s business is such that incoming emails may need to be 
reviewed and actioned quickly, employees should be clearly notified in the IT 
Policy that their emails will be opened if they are absent eg on holiday.  The 
Regulation of Investigatory Powers Act 2000 permits the interception of 
communications (including emails) for this reason and this should not be a 
breach of the Data Protection Act provided the risks to the business of not 
opening the employee’s email are serious.  

o It will often be the case that the greatest risk is posed after an employee has 
been given notice of termination or invited to a disciplinary or redundancy 
meeting.  More rigorous monitoring of email after such events may well be a 
reasonable response to the additional risks during this period, provided the 
employer’s IT Policy makes it clear that the level of monitoring may increase 
during such periods and the employee is reminded of this fact at the relevant 
time. 

 
It will be apparent that there are many ways of trying to reduce the level of monitoring and 
hence the impact on the employees concerned.  Employers should assess the risks to its 
business, determine whe ther monitoring is really justified, perhaps consult with employee 
representatives over the proposed level of monitoring and then publish a clear and detailed IT 
Policy which informs the employees of the type of monitoring taking place, the frequency of 
monitoring and the justification for monitoring. 
 
E.  Using emails or Internet records during disciplinary hearings 
 
Employers can use emails stored on an employee’s computer or records of Internet sites 
visited by an employee, provided that the use of such records for disciplinary purposes is not 
incompatible with the reasons given to the employee for the processing of such data and that 
any intrusion into the privacy of the employee concerned is not disproportionate to the 
alleged disciplinary offence being investigated.  If the employer states in its IT Policy or 
disciplinary policy that all stored emails and Internet records may be accessed and produced 
as evidence of misconduct, then such processing will not be incompatible with the reasons for 
such processing given by the employer.  It is therefore recommended that the employee’s 
attention is specifically drawn during an induction day to the section of the IT Policy or the 



 

term of the contract of employment which states that all data and records held on the 
employer’s IT system can be used by the employer as evidence during disciplinary hearings. 
 
Employers should not, however, wade through all the emails or Internet records of an 
employee unless such processing is relevant and proportionate to the allegations of 
misconduct against the employee.  The employer should not embark on such processing to try 
to find evidence of unrelated acts of misconduct.  For example, it is hard to see why an 
employer would have justification to access emails if the misconduct relates to persistent 
lateness.  Whereas, accessing emails is obviously justifiable if an employee is alleged to have 
harassed or verbally abused an employee via email correspondence. 
 
F.  Records of disciplinary investigations or allegations of poor performance 
 
Employers should note that an employee or ex-employee making a subject data request is 
entitled to copies of all data relating to him or her, including: 
 
1.  all records relating to allegations of misconduct or poor performance, unless the 

provision of such information could prejudice an ongoing criminal investigation; 
 
2.  records or notes made at a disciplinary hearing and then filed in a relevant filing 

system in hard copy or stored in soft copy on a computer system,  
 
3.  all “Private & Confidential” emails between managers concerning the employee or 

allegations made against the employee.  This can be an enormous task if the employee 
has been employed for a number of years and the employer’s IT system includes 
email records for a long period.   

 
G.  Compensation and remedies 
 

If a worker suffers damage as a result of a breach of the Act, he can claim damage. As 
long as he has sustained damage, the Court can award additional compensation for 
distress too. The data controller (employer) has a defence if it took such care as was 
reasonably required in all the circumstances to comply with the Act. The court has a 
discretion as to the amount of compensation to order, but will have regard to factors 
such as the seriousness of the breach and the extent of the worker's loss and damage. 
 
The worker could also apply for an order requiring the data controller to rectify or 
destroy inaccurate or misleading data relating to him. This would also cover data 
containing expressions of opinion based on inaccuracies in the data. 
 
In addition the worker can complain to the Information Commissioner if he believes 
that the Data Protection principles are not being complied with and the Commissioner 
may then investigate. The Commissioner will then make an assessment. The 
Commissioner may serve an enforcement notice on a data controller who has 
breached the Data Protection Principles, requiring the controller to take or refrain 
from taking certain steps.  Failure to comply with a notice is a criminal offence 
although it is a defence to show that the controller exercised due diligence to comply 
with the notice. The controller has an opportunity to appeal against the notice. The 
Commissioner is empowered to bring criminal proceedings in England and Wales, or 
they can be brought by or with the agreement of the Director of Public Prosecutions. 



 

Conviction at the Magistrate's Court can lead to a fine of up to £5,000. The fine is 
unlimited is unlimited in the case of more serious offences tried in the Crown Court. 
 
Conclusion 

 
The scope of the Data Protection Act is far reaching and has particular relevance to the 
employment relationship.  Employers should ensure that its HR Department are up to speed 
in relation to the data protection obligations placed on the employer and the rights of its 
employees.  Employers should ensure that they have adopted and distributed detailed data 
protection and IT policies to provide guidance and information to employees about the 
processing which is being undertaken by the employer.   
 
As stated earlier, the European Commission has indicated its intention to introduce a new 
European Directive, which will hopefully clarify the obligations and rights of employers in 
relation to personal data obtained and processed through the employment relationship.   
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